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INFORMATION STREAMS MODEL OF 
AUTOMATED COMMAND AND CONTROL SYSTEMS 

 

Ihor D. Varlamov (Candidate of Technical Sciences, Chief of a Department) 
Serhii S. Hatsenko (Postgraduate Military Student) 

 

National Defence University of Ukraine named after Ivan Cherniakhovsky, Kyiv, Ukraine 
 

The complexity and dynamism of modern management processes pose new requirements for the 
management, analysis and rational distribution of large volumes of information for command with a view to 
adopt an optimal decision. The implementation of these processes requires development of information streams 
model of automated troop command and control systems. 

The model of casual homogeneous finitary regular and casual heterogeneous finitary regular information 
streams is presented. 

Keywords: information technologies; automated troop command and control systems; information 
streams. 
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DETERMINATION OF ANTIAIRCRAFT GUIDED ROCKETS SUPPLY OF NOT FULLY 

ACCESSIBLE GROUPING OF ANTIAIRCRAFT ROCKET TROOPS FOR PROVIDING EFFECTIVE 
REPULSE OF AN AIR ENEMY 

 
Spartak Y. Hohoniants (Candidate of Military Sciences, Chief of a Research Laboratory)  

 
National Defence University of Ukraine named after Ivan Cherniakhovsky, Kyiv, Ukraine 
 

The article describes the approach to solving the actual task in the troops practice regarding the 
determination of antiaircraft guided rockets supply for providing effective repulse of an air enemy. Solving task 
of rocket-technical support is based on forming requirements in the antiaircraft guided rockets of not fully 
accessible grouping of antiaircraft rocket troops for providing effective repulse of an air enemy. This enables the 
determination of rockets supply for typical antiaircraft rocket units, not only taking into account their 
contribution to fire, but also the involvement level of any one of them.

 
Keywords: air defence missile cover; antiaircraft rocket troops; fire unit; surface-to-air missile. 
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capture probability assessment of a point object when conducting optoele
remote sensing spacecraft are given. On the basis of using normal distribution low and L
sessment the capture probability of a point object. These calculations are capable of plane a

ing more efficiently. 
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THE COMPLETENESS COEFFICIENTS OF SHIP HULL FOR TRANSITIONAL MODE 
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The recommendations for choosing the completeness coefficients of ship hull for transitional mode are 
proposed in the article. The existing domestically and foreign produced ships and vessels data are analyzed. The 
statistical analysis of the common completeness coefficients value was made. The recommendations concerning 
choice of the prismatic coefficient are given. The formulas as may be necessary for designing high-speed ships 
are offered. These boats are operated in the transitional mode, which is characterized by an increasing water 
resistance, so it is important to implement the increased focus on boats form design. 

Keywords: completeness coefficients of ship hull; transitional mode; corvette; autoboat. 
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JAMMING COMBAT CAPABILITIES ASSESSMENT OF SATELLITE COMMUNICATION USING 
JAMMING UNMANNED AIR VEHICLES IN OPERATIONS 

 
Andrii M. Kozub (Candidate of Technical Sciences, Senior Research Fellow, Associate Professor of a Department)  

 
National Defence University of Ukraine named after Ivan Cherniakhovsky, Kyiv, Ukraine 

 

Using group of unmanned air vehicles (UAV) for ground stations of receiving satellite communication 
jamming using collective management methods was considered in the article. The task of jamming combat 
capabilities assessment of satellite communication using jamming UAV for both one station of satellite 
communication (satellite communication line) and several is relevant.  

Therefore, the conducted combat capabilities assessment of satellite communication jamming means 
allows to justify the necessary resource of these means for solving jamming tasks of enemy satellite 
communications in an operation. 

Further researches is necessary to assess the UAV group combat capabilities (up to 3) according to 
satellite station jamming (satellite communication line), as well as to assess the UAV group combat capabilities 
according to satellite system jamming (satellite communication lines) in the operational area, including mobile 
satellite communication stations. 

Keywords: satellite communication station; satellite communication line; jamming; jamming unmanned 
air vehicles. 
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METROLOGICAL RELIABILITY OF MILITARY INFORMATION MEASURING SYSTEMS  

 
Yurii B. Pribyliev (Candidate of Technical Sciences, Associate Professor, Doctoral Candidate) 

 
National Defence University of Ukraine named after Ivan Cherniakhovsky, Kyiv, Ukraine 

 
The influence of the metrological support condition on using arms and military equipment efficiency was 

determined. The control and diagnosis automation necessity of complex arms and military equipment and using 
automated information-measuring systems for military use was proved. The problem of improving metrological 
reliability of information and measurement systems for military use was considered. The requirements for 
information and measurement systems for military use were determined. The linear and exponential change with 
time error models of information and measurement systems for military use were analyzed. It was demonstrated 
that the measurement accuracy in these systems is determined by the primary transformer error of measurement 
data. 

Keywords: information and measuring systems for military use; metrological reliability; measurement 
error; metrological support. 
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GRAVITY CENTERS DETERMINATION OF  

INFORMATION INFRASTRUCTURE OBJECTS 
 

Vitalii A. Savchenko (Doctor of Technical Sciences, Senior Research Fellow, Chief of a Department) 
Taras M. Dziuba (Candidate of Technical Sciences, Associate Professor, Professor of a Department) 

Andrii V. Revutskyi (Post Graduate Military Student) 
  

National Defence University of Ukraine named after Ivan Cherniakhovsky, Kyiv, Ukraine 
 

This article describes the importance of impact implementation by militant elements on the key (critical) 
elemen ,ts of the enemy, which, in turn  disrupts their normal functioning and impacts on functioning the whole 
enemy combat system in the war. As an influence instrument, according to the recent and today’s conflicts 
experience, the actuality of Special Forces sharing together with information and psychological operations units 
was sh wed. The impact (influence) obo

a onal and technical structures that include both st
pact tasks will not be only physical destruction of so
eration process. The imp ct purpose by special ana

nits is to changing the object’s order and functioning procedures for the purpose of usin
ecially for achieving own information advantage over the enemy. Taking into accoun

 actual task is determination of the key elements 
th se of their seizure (destruction, disabling, involving in the work). In particular, the article desc

, which will determine the key (critical) elements (gravity centers) of the enemy accordinc
ts number of the information object infrastructure and the links between these elements for further impact 

on them by special and information-psychological operations units. 
Keywords: gravity centers; key (critical) elements; Special Operations Forces; information and 

psychological operations; directed graph; objects of information infrastructure. 
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FREQUENCY RANGE DECOMPOSITION ACCORDING TO COMMUNICATION SYSTEMS AND MEANS 
 

Oleksandr Y. Salii (Postgraduate Military Student) 

National Defence University of Ukraine named after Ivan Cherniakhovsky, Kyiv, Ukraine 
 

We conducted analysis of frequency range occupation and engagement by the usury of various origin 
(civil or military) and written it out in the given article. It allows to define the priorities in the increase of 
efficiency of radio electronic suppression of enemy troops management at the present stage of development of 
armed conflict. 

Nowadays there is a considerable expansion of the used frequency range, development of digicom, 
package radio networks, transmitting systems.  

The given analysis results prompt further investigation anole make us reconsider approach to a structure, 
planning, application and preparation of REW forces and facilities. They will become future fundamentals to 
methodological background working out. It will provide us with high quality operations planning and to a 
maximum efficiency radio electronic suppression of troops and weapons. It is utterly important to create systems 
to prevent the enemy conquer the informational advantage in combat systems and weapons management.  

There is a task on agenda to search vulnerable aspects of control systems, connections, IT supports, 
intelligence and all round enemy support in combat actions which is aimed at destroying it and increase friendly 
troops efficiency. The crucial elements of the enemy intelligence system are radio electronic information 
facilities, suppressed, destroyed or destructed of them will lead to a significant decreasing enemy capacity to 
manage combat systems. 

Keywords: radio electronic suppression; communication; efficiency; information space. 
 

References  
 

1. Nechaev . A., Donskov U.E., Giharev S.N. (2005), To 
the problem of methods and forms of battle application of 
forces and facilities of REW, [K voprosu o sposobah i 
formah boyvogo primeneniy sil i sredstv REB], The military 
idea, No. 11, pp. 27-33.  2. Lastochkin U., REW: weapon 
asymmetric response, form of access” [REB: orugie 
assimetricheskogo otveta], access format http: //army-
news.ru/, 19.05.2014. 3. Wolkov  L. N., Nemirovskiy M. S., 
Shinakov U.S. (2005), Systems of digital radio contact: basic 
methods and descriptions, [Sistemy cifrovoy radiosvyzi: 
bazovye metody i harakteristiki], Moscow, Eko-trendz, 
p.392. 4. Ogorodn ychuk  M. D. (2002), Integrated and  
 

: 5.11.2014 . 

 
mobile telecommunication systems, [Integrovani ta mobilni 
telekomunikatciyni sistemy], Kiev, NAOU, p. 72.                   
5. Slobodyanyuk P. V. (2008), A reference book in 
radiomonitoring, [Dovidnyk z radiomonitoryngu], - edited by 
P.  V.  Slobodyanyuka, N zhin, Aspekt-pol graf, p. 588.        
6. Tanenbaum E. (2005), Computer networks 
[Komputernye seti], Moscow, Peter, p. 992 7. Grinfild D. 
(2002), Optical networks, [Opticheskie seti], Moscow, 
Diasoft, p.256. 8. Gepko  I.  A. (2008), Complimentary and 
spectral-effective codes in radiotechnologys of fourth-
generation, [Komplementarnye i spektralno-efektivnye kody 
v radiotehnologiyh chetvyrtogo pokoleniy], Kiev, Zv’yazok,  
p. 224.  

ISSN 2311-7249                 3 (21)/2014 44 



Theoretical Foundations of Information Technologies Creation and Use 

 [623.611:621.396]:519.876.5 
 

   ( -  . , ,    -  )1 
   ( ’ )2 

 
1       , ,  
2  -     , ,  
 

    ’  
-    

’  
 

          
     ’ ,     

. 
              

      . ,   -
    ’        

   ’      . 
       ’  -

      ’       
    .  

       ’    
      ,     

  ,    .  
         

      ’ . 
 :   ’ ; ’  - ;  

;  ;  ’ . 
 

 
 .    

     
     

  ’ ,   
  ,  ( ), 

      
      

,   .   
’       

’        
 .    

,     
      

.  
  ’     

     
      

 .   
    ’   

     ’  
( ),       
        

      
 .     

     
-    

  . 
,    ’  

   ’  
-    (  

’    ’   -

 -    
  ). 

’        
  , 

  ,     
     
 .  ’  
        

     
.  ’   

    
       

  . 
   ’  

-    
’     
      

’       
     

  ’ . 
    . 

      
 ,     

’     ’  
   . 

© . . , . .  

,      
 ’   ,   

-     
.  [1] ,    

    
,  ’   
  .   

45 Modern Information Technologies in the Sphere of Security and Defence  3 (21)/2014      ISSN 2311-7249 



       

  ’ ,   
  ’    
- ,   

   [2-5]. 
     

 ’      
     . 

        
  ,   

 ’    . 
     

   
 . .-  . .  [6],  

  . . [7]   
   . . [8].  

 ,   ’  
 ’     

   . ., 
 . .,  . ., 

 . .,  . ., 
 . .  .     

  ,   
  ’     

    . 

ISSN 2311-7249               3 (21)/2014 

  ,    
     20 , 

    
  ,    

  . ,  
     

    ’   
   .    
    

   ,    
- ,    – 

’   .  
     

      
’     

.       
’   -    

  ,   
     

 ,   ’  
 –    

 . 
   , 

      
  ’  -

 .      
     , 

   . 
  

      
     .  

   
 

  ’    
    ,    

,    ,  
    ’   

(      , 
 -    

,   ,  
     

 ).    
  ’   
-    

,    
   ’ .   , 

       
  .  

   ’  
-    

      
      ( ).  
     
   .     

      
  ,   

 ’  -  
  .  

       ,  
      ( . 1).  

X11 X10

X12 X20
X5

X6 X13 

 
. 1.       

 ’  
      

    ,  
,    . 

1
iS ix

ix ix
     : 

jijiji

ji
1
ij

j
xxx,xFx,x

x,xSx
Xx , (1) 

m1,2,...,Jj,n1,2,...,Ii . 
 n-       

 : 
i

 . (2) 
1n

ij Sx

1
j

n
i SS

 ,  -       
    ( )-   

 ,    , 
  .   . 

n ix
1n

2
iS1n

iS n
i

1
i S...S

X19

X19

X18

X17

X16 

X15 

X14
X9

X8

X7 

X4

X3

X1

X2

1-  

2-  

…
 

n-

X11X10

X12 X20

X13 X19

X19

X18

X17

X16 

X15

X14

n-

0

…
 

X5
X6 

X9

X8

X7 

2-

X2

1-

X4

X3

X1

5

46 



Theoretical Foundations of Information Technologies Creation and Use 

     
   : 

Modern Information Technologies in the Sphere of Security and Defence  3 (21)/2014      ISSN 2311-7249 

 Xx,SL i
1
i , (3) 

 . m,...2,1,Jj,n,...2,1,Ii,xS i
1
i

 
     -

     :  
 xminx iA

i
A , (4) 

 n1,i  –     ’  
.  

    ’  
  1  6   ( . 2).  

’  -    
     
       
 .  

x

   ,   
. 2, ,     

     
 : 

0,9/2S1
1 ; 

0,8/6,0,8/3,0,9/1S1
2 ; 

0,3/8,0,8/6
,0,6/5,0,7/4,0,8/2

S1
3 ; 

0,7/3S1
4 ; 

0,9/8,0,5/7,0,6/3S1
5 ; 

0,7/9
,0,9/8,0,8/3,0,8/2

S1
6

1

; 

0,5/10,0,4/8,0,5/5S7 ; 

0,4/9,0,4/7
,0,9/6,0,9/5,0,3/3

S1
8

1

; 

0,4/8,0,7/6S9
1

; 

0,7/11,0,5/10S10
1

; 

0,7/11S11 . 

 
. 2.    ’ , 

    

     
       , ,

,   ,  [9]: 
 ,;,min, . (5) 

,       
  ’    1  

6 ( . 3)  : 

6,9,8,7,5,3,2,1min
;6,8,7,5,3,2,1min

;6,8,5,3,2,1min
;6,9,8,2,1min

;6,3,2,1min
;6,8,3,2,1min

;6,2,1min

6 max,1  

8,0;4,0;4,0;6,0;3,0;8,0max ;3,0;8,0 . 
    ’  

   1  6 ( . 2): 
8,066 ,2,1,1 ; 

8,06,36 ,2,1,1 . 

 
. 3.  ’    1  6 

    ’   
 

    
 

     
  ’  -

 .      
   ,   

     
 ’    

- .  
      

’     , 
    ,  
    

.  
    

    
   -

      
’ ,     

      
  ’ . 

0,

0,

0,

0,

0,

0,

1
0,0

7 10,

0,
1

2

3
4

9

8

5

6

0,

0,

0,

0, 0,

6
0,

0,

     : 
-  (1,2,3,6); 
-  (1,2,6). 

0,4 

0,4 

0,3

0,8 

0,9 

0,7 

0,5 

10
0

7 110,7

0,9
1

2

3
4

9

8

5

6

0,5 

0,7 

0,8 

6

0,6 0,9 

0,9 

0,8 

47 



       

  

ISSN 2311-7249               3 (21)/2014 

 
1. Piret, P. On the connectivity of radio networks [ ] : 
IEEE Transactions on Information Theory 37, 5 (1991), pp. 
1490–1492. 2. Gupta, P. Kumar P.R., Critical power for 
asymptotic connectivity in wireless networks [ ] : P. 
Gupta, and P.R. Kumar. – Stochastic Analysis, Control, 
Optimization and Applications, 1998. 3. Philips, Thomas 
K Connectivity Properties of a Packet Radio Network Model 
[ ] : Thomas K Philips, Shivendra S. Pandwar, Asser 
N. Tantawi IEEE Transactions on Information Zlieory, 
p.1044-1047, September 1989. 4. Yuan-Chieh Cheng, 
Critical Connectivity Phenomena in Multihop Radio Models 
[ ] : Yuan-Chieh Cheng, Thomas G. Robertazzi, IEEE 
Transactiorvls on Communications, vo1.37. 5. Gilbert, E. 
N. Random plane networks [ ] :  JSoc. Indust. 
Appl.Math, vo1.9, pp.533-543, December 1961.  

 
6. , . .  -

      
     

 . [ ] :  . . , . . , 
   . .:   

, 1984. 7. , . .    
   ,   

 [ ] :   . 1980.  10. . 104-115. 
8. , . .     

      
. [ ] :    4. : -  . 

  , 1983. 9.  .    
  / . . – .:   , 

1982. – 432 . 

 
     -

    
 

   ( -  . , ,    -  )1 

   ( )2 

 
1       , ,  

2  -     , ,  
 

        
       , 
   . 

           
        . , -  

 -        
          

  .  
        -

            
    . 

            
   ,      

,    . 
        

       . 
 :   ;  - ; 

 ;  ;  . 
 

METHODOLOGICAL APPROACH TO THE ESTIMATING RADIO TERMINAL-
RETRANSMITTERS CONNECTIVITY OF MOBILE RADIO SYSTEM  

 

Anatolii I. Sbitniev (Doctor of Technical Sciences, Professor, Leading Research Fellow of Research Laboratory)1 

Dmytro A. Bukhal (Postgraduate Military Student)2 

 
1National Defence University of Ukraine named after Ivan Cherniakhovsky, Kyiv, Ukraine 

2Central Scientific Research Institute of Armed Forces of Ukraine, Kyiv, Ukraine 
 

One of the most effective technique to counteract enemies modern electronic reconnaissance facilities is 
creation mobile radio communication systems which can function with reduce power. 

In these systems radio terminals have equal status and interact with each other directly or via relaying 
messages thought other ones. However, mobility radio terminal-retransmitters and existing destabilizing natural 
and manufactured factors with an influence on communication give a problem to estimate connectivity during 
functioning these systems. 

In this paper it is proposed the methodological approach to estimate radio terminal-retransmitters 
connectivity of mobile radio systems using fuzzy graphs through fuzzy neighborhoods and boundaries.  
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The approach allows solving the problem of estimating connectivity in simple analytic form. This form 
gets corresponding quantitative rate and avoids excessiveness in calculations which are inherent in traditional 
methods. 

Subsequent progress with the methodological approach will give us an chance to solve special tactical 
tasks in military control and communication area. 

Keywords: mobile radio system; radio terminal-retransmitters connectivity; membership functions; fuzzy 
graph; degree of connectivity. 
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METHOD OF OBJECTIVE FUNCTIONS COORDINATION OF INTELLECTUAL NODES 
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Objective functions are optimality criterion for the nodal intellectual control systems decisions. The 
primary objective functions are: throughput maximization, the messages delivery time minimization, 
transmission power minimization or radio network lifetime maximization. The special features of these objective 
functions are the fact that most of them depend on each other, and may deny with each other. In this context, the 
aim of this paper is to develop a new objective function coordination method. 

The proposed method assumes that membership function of decisions belonging to a subset of effective, 
acceptable and coordinated solutions is used as a coordination decisions characteristic of nodal intellectual 
control systems objective functions. This will allow not only determining the existence or absence of intrasystem 
conflicts and their nature, but also adjust the nodes parameters and assign nodes operating modes in 
accordance to the situation in the MANET. 

The novelty of the method lies in the fact that for the first time to describe the elements of the nodal 
control system and relations between them have been applied recurrent decision-making process, based on using 
of hierarchical systems theory and fuzzy logic. Application of the method will allow to display the key properties 
of the nodal control system and simplify the process of its analysis. 

Keywords: intellectual control system; objective function; mobile radio networks. 
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1
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2 = 1,56832( 2

2 – 0,0387083X  – 0,34791); 2

2
3 = 3,195( 2

3 – 0,0147624 2
2 – 0,663917 X2 – 

0,08331); 
3 = 1( 3

 – 1); 
3
2 = 1,6( 3

2 – 0,625); 
x4 = 0,00941176(X4 – 766,75); 

4
2 = 1,64632( 4

2 – 0,0907563 4 – 0,605536); 
x5 = 0,0227556(X5 – 74,8047); 

5
2 = 1,55962( 2 – 0,0132701 5 – 0,354272); 5

5
3 = 3,1495( 5

3 – 0,00418042 5
2 – 0,675089 5 – 

0,00322023); 
6 = 0,098507 ( 6 – 13,4424); 
6
2 = 1,66877 ( 6

2 – 0,0706331 6 – 0,349593); 
6
3 = 3,23485 ( 6

3 – 0,0766846 6
2 – 0,623196 6 

– 0,0021555. 
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OPTIMIZATION OF VACUUM GASTHERMALCYCLIC ION-PLASMA NITRIDING 

TECHNOLOGICAL PROCESS OF THREADED TOOL JOINT OF DRILL STRING  
 

Mykola Y. Tkach (Military Student)  
 

National Defence University of Ukraine named after Ivan Chernyakhovsky, Kyiv, Ukraine 
 

Promising technological process of strengthening threaded tools joint of a drill string is gasthermalcyclic 
ion-plasma nitriding. However, the formation of hardened surface layers by the specified process, despite the 
experience gained, has a some unresolved issues, such as inadequate level of scientific and methodological basis 
of hardened surface layers development under the conditions the simultaneous action of static and dynamic 
loads, corrosive environment, lack of technological process control principle according to durability criteria of 
fatigue strength and corrosion resistance, which is based on technological process optimization. The influence of 
vacuum gasthermalcyclic ion-plasma nitriding parameters on abrasion and corrosion resistance, fatigue 
strength limit of 40 HN steel was conducted in the article. By result of researches, the mathematical dependence 
models of ageing intensity, the fatigue resistance limit and specific increase in weight from technological and 
operational factors were obtained. Using mathematical models the technological process optimization of 
gasthermalcyclic ion-plasma nitriding was conducted. 

Keywords: vacuum technology; ion-plasma nitriding; criteria; factors; mathematical models; 
optimization. 
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IMPLEMENTATION STUDY OF MULTI-PROTOCOL COMMUTATION TECHNOLOGY ON LABELS 

AS THE TRANSPORT COMMUNICATION NETWORK BASIS 
 

Mykola M. Fomin (Senior Teacher)1 

Inna V. Zhytnyk (Student)2 

 
1Military Institute of Telecommunications and Informatization of State University of Telecommunications, Kyiv, Ukraine 

2State University of Telecommunications, Kyiv, Ukraine 
 

The article deals with characteristics of transport networks and basic requirements for their construction. 
Multi-protocol commutation technology on labels, its architecture were analyzed; the basic definitions 

and the terms of this technology were also given.  
It was shown the new opportunities in such areas as service support quality, traffic construction, private 

virtual networks support, multi-protocol support, enabling more efficient use of existing network structure. 
In the article routing protocol was revealed. The principal advantages of the multi-protocol commutation 

on labels, which can be taken as a basis when selecting transport network technology were defined. 
This will enable the more efficient networks, predictable service quality with more flexibility. All these 

will adapt to the changing users’ needs and can be useful in the transport network design and operation for 
specific users. 

Keywords: MPLS; traffic management; transport network connection. 
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APPLICATION OF SPLINE APPROXIMATION METHOD FOR STUDYING PROBLEM TASKS OF 

ASSESSING INFORMATION SECURITY  
 

Yurii I. Khlaponin (Candidate of Military Sciences, Senior Research Fellow, Associate Professor of a Department)  
 

National Aviation University, Kyiv, Ukraine 
 

The use of spline approximation method for studying the information security problem tasks is considered 
in the article. The all possible technical channels of information leakage must be considered and researched for 
assessing information security. The universal analysis method of such processes is the method of statistical 
modeling. The critical problem is also software protection of network servers, where information threat 
detection is clearly statistical defined and it is solved by methods of probability theory and statistical decision 
theory. The information security process is considered as a service process of requirements flow for information 
security systems, caused by necessity of respond to information threats for the purpose of their prevention or 
neutralization. The necessity of calculating the correct threat detection probability for information is becoming. 
The method of spline approximation of empirical relationships is effective in this case. This method allows 
calculating probabilities data.  

Keywords: information security; spline; spline approximation; threat; neural network. 
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THE FUNCTIONING RELIABILITY INDICATOR SYSTEM OF GEOGRAPHICAL INFORMATION 
SYSTEM FOR MILITARY USE 

 

Oleksandr A. Chornoknyzhnyi (Candidate of Technical Sciences, Associate Professor, Deputy Chief of an Institute)  
 

National Defence University of Ukraine named after Ivan Cherniakhovsky, Kyiv, Ukraine  
 

In the course of designing and creating geographical information system for military use it is necessary 
to identify the list of basic indexes which characterize the quality of such information system. The properties and 
indicators system which are used for reliability characteristic of functioning geographical information system 
were analyzed in the article. 

The main types of support which were implemented in practice in the course of creating and operation of 
a geographic information system were considered. 

The considered properties and reliability indicator system of geographical information system as well as 
support type requirements allow to model the requirements system for geographic information system in the 
course of it designing and objectively evaluate the system quality in terms of the reliability indicator of 
functioning in the course of further intended use. 

Keywords: geographical information system; functioning reliability; reliability indicators of 
geographical information system. 
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ANALYSIS OF DIGITAL IMAGES STEGANOGRAPHY METHODS 
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The progress in the area of computer systems and networks is always take place in the modern world. 

Existing methods of digital images steganographic don’t take into account, to some extent, the privacy and 
robustness at the concealment stage that does not provide a response to active enemy attacks. 

The methods of steganographic protect of digital images were presented and analyzed in the article, that 
allow to observe, if combine embedding method into the area of coefficients of discrete cosine F5 transformation 
with methods of pattern embedding, this combination will allow to improve the robustness and secrecy 
indicators.  

Keywords: methods of steganographic information security; high robustness and secrecy. 
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OMMON METHODICAL APPROACH TO CREATING EDUCATIONAL 3D COMPUTER  
MODELS FOR MILITARY AND TECHNICAL USE 

 

Anatolii Y. Dereviyanchuk (Candidate of Technical Sciences, Professor, Professor of a Department) 
Denys R. Moskalenko (Postgraduate Student) 

 

Sumy State University, Sumy, Ukraine 
 

The general procedure of creating educational 3D computer models for military and technical use and 
their use efficiency during military specialist’s preparation is considered in this article. The guidelines for 
improving military specialists training using 3D computer models are given. The general scheme of creating 
educational 3D computer models for military and technical use is shown. The short of the each phase of creating 
educational 3D weapons models is revealed. Pay closer attention to problems of proper designing and 
visualization of educational 3D models. The main advantages of using 3D models for highly skilled military 
specialists training in the sphere of military-technical disciplines are covered. Pay attention to influence of using 
3D models in increasing the motivation level in the learning process and the quality of mastering complex 
military and technical disciplines educational material after using 3D computer models in class. 

Keywords: educational 3D computer models; stages of 3D models development; methods of creating 3D 
models; visualization, 
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THE USE OF TECHNOLOGIES IN ENGLISH 
LANGUAGE TEACHING 

 
In the early part of the 21st century the range of technologies available for use in language learning 

and teaching has become very diverse and the ways that they are being used in classrooms all over the world 
have become central to language practice. Technology in its various forms has long been used in ESP, whether 
in the form of a tape recorder or sophisticated digital technology. But maybe its impact on ESP has been more 
profound. ESP teachers have always used available tools to devise materials and create situations relevant to 
their students’ needs. The present article focuses on the role of technologies in English language learning and 
teaching showing the benefits of technology use in ELT. It also deals with the challenges which the teachers and 
institutions that integrate technology in their ELT can face. 

Keywords: technology; computer assisted language learning; teaching; authenticity; multi-media. 
 

Introduction 
Digital tools have long been a feature of the world 

of education and particularly language education. 
These digital tools are, of course, central in the 
established and recognised field of computer assisted 
language learning (CALL), but are also increasingly a 
core part of English language teaching (ELT) in 
general. Since computers started to be introduced in 
language learning (and in education in general) people 
have rightly asked whether the investment we are 
making in these technologies gives us value for 
money. As digital technologies have taken a hold in 
society in general, this particular question is not asked 
quite so often, but it is still important to make sure that 
the technologies that we have available are used 
effectively. People are always tempted to try to make 
an argument for technology having an impact on the 
development of pedagogy and in many cases we can 
see that the use of technology has enabled teachers to 
re-think what they are doing. If we leave compulsory 
education aside, people have always learned a 
language out of a special need and for a special 
purpose. This could be the need to communicate with 
someone who does not speak a shared language about 
something ‘specific’, for example, a tourist who needs 
to ask someone for directions, a hobbyist who wants 
to find out more about his favourite subject on the 
internet, an officer who needs to attend briefings with 
international partners, or a technician who needs to 
order parts from a catalogue that is only available in 
one specific language. 

However, in many situations adult professionals 
know the terms related to their field much better than 
the teacher, who often does not know the field-specific 
terminology. What learners need is to learn how to use 
those words in sentences, how to understand authentic 
texts with certain field-specific expressions, or how to 
communicate effectively in typical situations that arise 
in their jobs. This is why the analysis of needs, 
discourse genre, and linguistic corpora has become so 
important in ESP. Just as in general English language 
teaching and learning, technology in its various forms 
has long been used in ESP, whether in the form of a 

tape recorder or sophisticated digital technology. But 
maybe its impact on ESP has been more profound. 
ESP teachers have always used available tools to 
devise materials and create situations relevant to their 
students’ needs. 

Analysis of recent research and publications. 
Just as in general English language teaching and 
learning, technology in its various forms has long 
been used in ESP, whether in the form of a tape 
recorder or sophisticated digital technology. But 
maybe its impact on ESP has been more profound [1]. 
ESP teachers have always used available tools to 
devise materials and create situations relevant to their 
students’ needs [2]. Technology-integrated English for 
Specific Purposes lessons Technology-integrated 
English for Specific Purposes lessons. However, 
technology’s role in language learning in general, and 
in ESP in particular, has changed over time and 
significantly so in recent years [1]. Not only has the 
view of learning changed with time, from the 
behaviourist to communicative to an integrative view 
[5], but technology has also evolved and become more 
ubiquitous in everyday life, and particularly in the 
professional world. Both of these have affected how 
technology is employed in ESP lessons. 

In the past, teachers had to book computer rooms 
or language labs to go with their learners and allow 
them to use CALL software with mostly drill-type 
exercises [1]. Today, technology has become 
integrated into the classroom physically and 
pedagogically rather than being an add on. Computers 
particularly have come to be seen and used as a tool to 
accomplish certain tasks or to communicate [6].  

Therefore, defines CALL now as ‘the full 
integration of technology into language learning’ with 
its three elements of theory, pedagogy, and technology 
playing an equally important role [3].  

Although technology has always played a role in 
ESP [2], the internet has had a particularly strong 
impact. As ESP puts emphasis on the needs of 
learners, and authentic materials and tasks, IT has 
become a very suitable tool for ESP [1], specifically, 
the ‘second wave of online language learning’ [1], 
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which Arnó-Macià describes as going ‘beyond 
language learning by focusing on culture and social 
discourses’ and allowing ESP learners to collaborate 
and engage in authentic communication in their 
professional discourse community, to access up-to-
date information relevant to their profession, and to 
publish their ideas, which can all give them a sense of 
empowerment as learners. This is why Warschauer 
and Kern termed teaching using IT as ‘networked-
based language teaching’. 

Problem formulation. Today, technology has 
become integrated into the classroom physically and 
pedagogically rather than being an add on. Computers 
particularly have come to be seen and used as a tool to 
accomplish certain tasks or to communicate. CALL is 
now defined now “the full integration of technology 
into language learning” with its three elements of 
theory, pedagogy, and technology playing an equally 
important role. Although technology has always 
played a role in ESP, the internet has had a 
particularly strong impact. As ESP puts emphasis on 
the needs of learners, and authentic materials and 
tasks, IT has become a very suitable tool for ESP, 
specifically, the “second wave of online language 
learning” allowing ESP learners to collaborate and 
engage in authentic communication in their 
professional discourse community, to access up-to-
date information relevant to their profession, and to 
publish their ideas, which can all give them a sense of 
empowerment as learners. 

The internet has taken centre stage and allows, in 
an increasingly globalised world, fast and efficient 
communication and collaboration, information 
generation, exchange, and management. The 
professional world today would in most cases not be 
possible without information technology. This places 
a challenge on teachers who need to prepare their ESP 
students to ‘deal with global communicative practices 
online, in all their complexity’. 

The main material research 
As learners’ needs and authentic tasks are 

paramount in ESP courses, many language teachers 
have integrated the same kinds of technology into 
their courses which their learners use in their 
profession, whether it is the word processor and email, 
the internet as a source for authentic material and 
place for authentic communication, virtual 
conferencing platforms, simulation software, or, in 
recent years, mobile technologies. 

While each type of technology has its own specific 
advantages, it is worth listing some of the general 
benefits of using it in ESP. Some benefits of 
technology in language learning are the same for ESP 
learners as for general English learners. For example, 
finding native speakers as learning or communication 
partners or reading or watching the news in the target 
language for those who do not have easy access to 
these locally. In lessons, teachers can bring the outside 
world into the classroom, provide authentic contexts 
in which English is used, expose students to different 
varieties and accents of English, and give students 
listening practice. But, whereas in general English 
lessons even the teachers themselves can be a valuable 
resource for listening, speaking and authentic 
language use, in many cases technology, whether, for 

example, in the form of videos or on the internet, is 
the only means for ESP students to access the specific 
language they need in order to communicate 
appropriately. Although it is not usually the case that 
teachers also have to teach the content, especially 
when teaching adult professionals, they do need to 
teach the field-specific language, which they might 
not always know, and which changes and develops 
over time.  

The advantages of technology use in ELT are that 
it: 

1. Provides interaction and communicative 
activities representative of specific professional or 
academic environments. 

2. Fosters understanding of the socio-cultural 
aspects of the language as practised in various fields 
and professions. 

3. Provides comprehensible field-specific input 
and facilitates student production. 

4. Provides sheltering strategies for language 
development and content-specific understanding 
(modelling, bridging to students’ background 
experiences, contextualising, metacognitive activities, 
etc.). 

5. Supplies authentic audiences, including outside 
experts in specific fields.  

6.  Supports cognitive abilities and critical thinking 
skills required in the disciplines. 

7.  Uses collaborative learning.  
8.  Facilitates focused practice for the development 

of reading, writing, listening and speaking skills 
across the curriculum and disciplines. 

9.   Is student-centred and addresses specific needs 
of students. 

10. Uses multiple modalities to support different 
learning styles. 

11. Meets affective needs of students: motivation, 
self-esteem, and autonomy.  

12. Provides appropriate feedback and assessment 
of content knowledge and English skills. 

Technologies for ESP 
There are many different technologies that are 

successfully used in ESP courses from the traditional 
tape recorder or CD player, to interactive whiteboards, 
mobile technologies and 3D virtual environments. It is 
impossible to list them all. I will look at some more 
widely used ones in greater detail. 

Skype/online conferencing tools 
There are many online voice-over internet protocol 

(VoIP) services that allow users to make telephone or 
video calls and conduct group conferences using their 
computer, and Skype is one of the better known and is 
widely used. In its basic form, the application is freely 
downloadable and calls made between computers are 
without charge. Audio and video conferences can be 
made between participants, however, free video calls 
are restricted to two participants. The new version of 
Skype also allows screen sharing, which means that 
the teacher or students can show Word documents, 
slide presentations, or websites on their screen to the 
other participants in a Skype session, to talk about 
them or explain something. 
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There are free and paid add-ons and services and 
third-party applications that can extend Skype’s 
functionality such as whiteboards and software that 
allow the recording of voice or video conversations on 
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Skype. Text chat can be used concurrently with voice 
and video and is recorded automatically. Skype is 
used in many different ways for formal and informal 
language learning and teaching. A search on the Skype 
community platform shows how many language 
courses, language chat groups or conversation clubs 
there are. Many teachers also offer online courses via 
Skype, which are often individually bookable lessons. 

There is also a special social media language 
course and materials integrating Skype called English 
Out There (http://englishoutthere.com/), which can be 
used by online teachers or as self-study material by 
learners. Other teachers invite guest speakers via 
Skype into their classrooms thus breaking down 
distance barriers. Skype is also used for tandem 
language learning either on a one-to-one basis or 
arranged by teachers for whole classes to bring them 
together with classes in other countries or regions in 
order  to practise the target languages. 

The convenience of learning from a distance from 
the comfort of one’s home or from any location where 
one happens to be, in the case of frequent travellers, 
and having access to teachers and native speakers 
around the world are some reasons for the popularity 
of Skype for language learning. Other reasons might 
be the mostly free service, availability for major 
computer platforms, the reliability of the service, the 
relatively good quality of audio and video if used with 
a broadband connection, and also its ease of use. 
Many language learners are also already familiar with 
the tool from their professional work and use it to 
communicate with colleagues or business partners. 

However, just because a particular technology is 
widely used does not mean it will automatically 
enhance language learning. Skype, like any other 
technology, is just a tool, and it needs to be used in a 
pedagogically sound way to have a value for language 
learning. 

The internet 
Technology, especially the internet with its 

abundance of authentic material (texts, audio, videos, 
etc.) and information on many topics, the tools and 
possibilities for communication, and platforms that 
allow sharing of ideas and knowledge, is particularly 
important in ESP.  

Many English teachers now use the internet in their 
courses, set online homework, and use it to find 
materials and ideas for their lessons, even if only 
occasionally. Some have become online teachers. 
Others also use it for their own professional 
development as a ‘virtual staffroom’ to connect with 
colleagues around the word, share ideas, participate in 
webinars or conferences, or write and read blog.This 
extended staffroom is particularly important for ESP 
teachers, whose multiple roles, for example as teacher, 
materials designer, collaborator, assessor, and 
researcher have expanded and evolved through IT, 
allowing collaborations with field-specific experts and 
other colleagues around the world, and giving them 
more easy access to an abundance of multimedia 
materials for even the most specialised of fields in order 
to design materials and courses that meet their learners’ 
needs. Today’s technology makes it further possible for 
teachers to create more sophisticated and professional 
looking (multimedia) materials and online or blended 
courses. The three main areas that the internet is used 
for in ESP are namely as a source for authentic, 

specialised material, a place for authentic 
communication, and a collection of tools that allow for 
the sharing of ideas, knowledge, and student- or 
teacher-created materials. With the availability of a 
wealth of information and materials on all kinds of 
topics and in various forms on the internet, finding 
relevant and up-to-date material has become much 
easier. Besides company websites, there are websites 
with user-generated content such as How Stuff Works 
(www.howstuffworks.com) or E-How 
(www.ehow.co.uk), where lay people or professionals 
can share videos and text showing and describing how 
certain things are done (from repairing an airplane, to 
blogging, to how to give a presentation), and websites 
dedicated to certain professions or fields of knowledge 
where teachers or learners can read, watch, or download 
materials. Sometimes, however, it is very difficult and 
time-consuming to find exactly the kind of material a 
teacher needs for a certain level or context and to 
prepare lessons based on these. This is where websites 
like Macmillan’s www.onestopenglish.com or 
http://breakingnewsenglish.com come into play, and 
which can be seen as a middle way between following a 
coursebook or entirely creating one’s own materials. 
They can help teachers make use of website resources 
without having to spend hours searching for materials 
and designing tasks for them. They also allow teachers 
to download a limited number of units or pages from 
coursebooks. 

By using such internet and communication 
technologies to collaborate internationally and 
communicate with fellow students around the world, 
and engage in genuine conversations with experts in 
their field, teachers and learners can bridge the gap 
between the LSP classroom and workplace. In order 
for this to happen effectively, however, teachers need 
to understand the characteristics of internet 
communication so that they can help their ESP 
students to deal with specific aspects or features of 
this type of communication and environment.The 
internet is authentic not only because of the 
authenticity of the language that can be found there 
but also authentic as a place, which is very important 
in the situated learning approach according to which 
the socio-cultural setting has an influence on the 
learning and its outcome. The more the learning 
situation and activities resemble the students real-life 
situation and tasks, the more the students will be 
motivated to learn, and the more relevant the learning 
will be. 

 Challenges of technology use in ESP 
Teachers and institutions that integrate technology 

into their ESP courses can face multiple other 
challenges such as: 

issues of accessibility, availability and reliability 
of the technology; 

the need for one-off and ongoing teacher and 
learner training; 

varying levels of tech-savviness of teachers and 
learners; 

time and resources needed to create technology-
integrated courses; 

the need for new ways of managing classes in 
which technology is used, including; 

 how to deal with technical problems during 
lessons; 

having to adapt to the changing roles of teachers as 
well as learners, particularly in online courses, etc. 
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These issues need to be thought through carefully 

to enable a smooth and successful integration of 
technology and ensure that teachers as well as students 
will accept the use of the technology as a valuable 
addition to their ESP course, rather than a distraction 
from the real purpose, which is learning the target 
language. 
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Conclusion 
Whether they like technology or not, ESP teachers 

today cannot afford not to integrate technology into 
their courses, because technology plays an essential 
role in their learners’ everyday professional lives, in 
which they need digital and electronic literacy skills to 
communicate internationally across cultural borders 
using different media, and to become autonomous 

learners who can keep up with the fast-paced 
professional world. 

Teachers who like technology and feel 
comfortable using it, will keep up with the latest 
developments and often readily adopt and experiment 
with various technologies in their teaching, whether 
offline or online. Sometimes, they are criticised by 
more techno-critical educators for unnecessarily using 
technology without having a proof for their 
effectiveness in helping students learn better or faster.  
In ESP the reason for using technology is not only or 
always because it makes learning the language more 
effective or efficient, but also because it can offer 
tools that simulate real life work situations, while 
giving students the opportunity to acquire and practise 
essential 21st century professional skills. 
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The article describes and analyzes the main approaches to command and control. Their positive and 
negative sides were determined. The most effective command and control approach is offered based on the 
analysis. This approach is based on the educational model which is based on the feedback process. These models 
represent the individual mental (“intellectual”) models, which have an essential role when making command 
and control commander decisions in peacetime and in a special period. 
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feedback. 
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Events that occurred during 2014 on the territory of Ukraine, namely, the fact that the annexation of the 
Crimea by the Russian Federation and hybrid war in the Donbas, indicate that to the problem of early warning 
of conflicts in our country paid little attention. To achieve both national and international security is more 
appropriate actions that are focused on advancing the potential conflict rather than resolving the conflict that 
has already taken place. Such actions include timely and continuous monitoring of the situation in other 
countries in order to identify measures aimed at preparing for possible aggressive actions by means of early 
warning of conflicts. The analysis results of modern achievements of world practice in solving early warning 
problems of conflicts are presented in this article. 

Keywords: conflict; prevention; defence capacity.
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The article deals with the aerospace defense tasks, the development trends of aerospace defense means in 
the world developed countries were considered. The embracement necessity of the aerospace defense doctrine in 
Ukraine was grounded. The technical propositions about creating own aerospace defense technical means were 
developed. The low-budget project of the space-rocket complex with the multipurpose unmanned orbital vehicle 
was offered. The technical capabilities of the multipurpose unmanned orbital vehicle in terms of aerospace 
defense tasks performance by it were analyzed. 

Environmentally friendly liquid rocket engines were designed for multipurpose unmanned orbital vehicle. 
The control system uses data from the global positioning systems without using an inertial board system, 
includes stellar and solar sensors, airborne side-looking radar to guide it on the map of the earth's surface. 

Ukraine has the scientific and technical basis for the production of multipurpose unmanned orbital 
device, has its own system of space control and can control Ukrainian orbiter in the interests of the state and 
developing the Ukrainian business in the missile and space activity. 

Keywords: aerospace defense; hypersonic orbiter; launcher. 
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