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Abstract
The present article presents an approach to evaluating the transformation of the indus-
trial complex in the context of deep penetration of digital technologies into the material 
sector of the economy. The authors propose a theoretical research platform based on 
the theory of a new industrial society, substantiate a methodology, which comprises 
reproduction, institutional and synergetic approaches. The study showed that the trans-
formation of the industrial complex, caused by any factors and implemented in any 
conditions, is always a discrete process of qualitative changes, resulting in significant 
structural changes and institutional transformations. The authors proposed a method-
ology to define the stages of industrial complex transformation in a digital economy. 
The authors’ model of the digitization process consists of five stages – primary informa-
tion and communication digitization; electronic data exchange with external partners; 
use of specialized software; electronic data exchange with external partners. Within 
this framework, an empirical analysis was carried out to determine the digitization lev-
el of the industrial complex of Russia that implies a sufficiently high degree of primary 
computerization, the involvement of the industrial enterprises in the “digital” commu-
nication with counterparties and the dynamic software development. The study shows 
that the process of digital transformation of the Russian industry is still in its formative 
stages.
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INTRODUCTION
Today, the formation of a digital economy is not only a matter of na-
tional security, but also groundwork to improve competitiveness. 
Although the share of the digital economy in the Gross Domestic 
Product of Russia is currently not as crucial as the traditional material 
production sectors, its growth rate already exceeds the growth rate of 
Gross Domestic Product (GDP). At the same time, the technological 
development of industrial production and structural distortions to-
wards the low-tech and environmentally disadvantaged sectors allows 
to perceive the predictions of a comprehensive digitization of industry 
in the nearest future very carefully. At the same time, the prospects for 
digitalization are estimated as very significant.

According to McKinsey Company, the digitization of the Russian 
economy will increase the country’s GDP by 4.1-8.9 trillion rubles by 
2025, which will account for 19-34% of the total expected GDP growth 
(Aptekman et al., 2017). According to the Ministry of Industry and 
Trade of the Russian Federation, the systemic transition to a digital 
model of development will ensure labor productivity growth in man-
ufacturing by more than 30% by 2024, while the contribution of the 
sectors based on advanced production technologies in the country’s 
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GDP will increase by 15% (Press Release of the Meeting of the Presidential Council, 2017). Even if the 
real figures will be more modest, this trend will allow speaking about a complete consistent digitization 
of the Russian industry. 

The real or the “analog” economy is the economic activity of the company, as well as a combination of 
relations in the system of production, distribution, exchange, and consumption. Therefore, there is no 
independent digital economy, only a digital segment of the material economy – a virtual environment 
complementing the reality. The digital economy is an infrastructural superstructure above the material 
sector of the economy, designed to increase the efficiency of interaction between the participants of pro-
duction and sale of industrial products, as well as the relationship of individuals in the process of the 
economic activity. Accordingly, if the introduction of digital technologies will be implemented without 
a commensurate development of the material production, the overall economic impact of digitization 
is not going to make the critical difference: the country will continue to “digitize” the technological 
underdevelopment. 

Therefore, the purpose of this study is to justify the methodological approach to the evaluation of the 
process of transformation of the industrial complex in the context of deep penetration of digital tech-
nologies into the real sector. The digital transformation of such a poly-structural system with a lot of 
vertical and horizontal connections as the Russian industrial complex is quite a long process involv-
ing several successive stages. It is essential to systematize these stages, to substantiate their qualitative 
and quantitative characteristics, to define patterns and conditions for transition between the stages. 
Defining the stages of the real sector digital transformation will allow not only assessing the current 
stage, but also predicting the prospects for industry digitization.

1. THEORETICAL BASIS

Methodological approach and the methodological 
tools for assessing the level of industry digitiza-
tion can only be considered on a combined theo-
retical platform, incorporating four fundamental 
approaches: neo-industrial, reproduction, trans-
actional and network. Every approach determines 
its own set of research methods. 

The new industrialization is associated with the 
birth of the Fourth Global Industrial Revolution, 
which creates an innovative industrial and eco-
nomic model using hybrid NBIC technologies, 
among which information technologies are inte-
grating technologies. New industrialization in-
volves the inevitable transition from simple digi-
tization (the Third Industrial Revolution) to in-
novations based on hybrid convergent technolo-
gies (the Fourth Industrial Revolution), which 
will result in a fully automated digital production 
with the prospect of integration into a global in-
dustrial network of things and services. Therefore, 
in the recent decade, economists, sociologists, 
and political scientists have indicated that the 
idea of post-industrial society was if not utopian 

(Heilbroner, 1974; Webster, 2006; Kumar, 1978, 
1996; Frankel, 1987), then, in any case, prema-
ture (Bell & Inozemtsev, 2007; Bodrunov, 2014, 
2016; Inozemtsev, 2014). No economy can grow 
without a material segment, and in this connec-
tion, the re-industrialization of the economy be-
comes the main course of economic development 
in most countries (Bodrunov, 2014). The industry 
is changing qualitatively, and it goes beyond the 
formation of a high-tech sector of the economy 
and the technological inclusion (involvement) of 
traditional industries in this development vector 
(Romanova et al., 2016, 2017). The key indicators 
and differences of new industrial production will 
be, first, its modularity as opposed to “monolithic” 
production capacities in a single enterprise; sec-
ond, the distribution of production as opposed to 
the existing hierarchical approach; third, wireless 
communication between sensors, actuating mech-
anisms and assembly units. 

The reproduction approach was considered in the 
traditions of the world classical economics (Desai, 
2018), each of which proposed their model-theo-
retic vision of the reproduction processes, their 
structure, dynamics, and institutional conditions. 
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At the same time, the authors are more interested 
in the analysis and theoretical understanding of 
characteristics of the new paradigm of the theo-
ry of reproductive process in the context of dig-
ital society development, analyzed in the works 
by Babaev (2012), Buzgalin and Kolganov (2007), 
Valtukh (2009), Maevskii (2012), Nizhegorodtsev 
(2002), Ryazanov (2013), Khubiev (2012) and oth-
ers. The influence of digitization on the nature of 
economic dynamics predetermines the transfor-
mation of industrial cycles and the increasing role 
of long waves in modern industrial production 
processes associated with a change of the role of 
information in the system of production factors 
(Shatrevich & Strautmane, 2015). 

According to the transactional approach formulat-
ed by Coase (2007) and developed by Arrow (1973), 
Williamson (1979, 2007) and others, it is especial-
ly difficult to achieve effective transactions in an 
emerging transaction space, since the number of 
interested parties is large, while negotiation with 
all the interested parties is too expensive (Kuzmin, 
2017). The use of digital technologies and the prin-
ciples of network interaction contributes to a sig-
nificant reduction in transaction costs. Less effort 
is needed for digital transactions to collect and 
process information, select counterparties, pre-
pare transaction decisions, make payments, and 
provide legal support. Information and commu-
nication technologies create new factors of val-
ue-added growth, which are associated, on the one 
hand, with the ability to reduce production costs 
by increasing the information processing speed 
and decision-making, and on the other hand, with 
the growth of product competitiveness resulting 
from a quicker development period for innovative 
products. 

The network approach is perhaps the primary one 
in justifying the effects of industry digitization 
process. The first studies describing the network 
approach were made by Granovetter (1992, 2006) 
and White (2002) who published several works 
on the network organization of the market. By 
the mid-1990s, the network approach has become 
a key approach in economic science due to the 
works by Bert (1995), Powell and Brantley (1992),  
Grabher and Stark (1997). Today, the specificity 
of this approach lies in the fact that the main at-
tention is paid not to the agents, but to their re-

lations (Prause & Atari, 2017). The structure and 
nature of network connections are the key proper-
ties of their constituent elements (Bolychev, 2014, 
Weiber, 2005, Popov, 2016). From a theoretical 
point of view, the fundamental patterns described 
in Moore’s law and Metcalf ’s law can be distin-
guished as catalysts for the process of digital tech-
nology distribution in industrial markets. Moore’s 
law describes one of the most powerful economic 
factors in the modern digital world – the decreas-
ing cost of digital communications (Moore, 1965). 
Metcalf ’s law explains that the development of the 
Internet leads not only to the expanding commu-
nication capabilities of individual users, but also 
to the growth of its social value. This law reflects 
the relationship between the number of network 
users and its value (Dyatlov, 2014). Metcalf ’s law 
states that the value of a network is proportion-
al to the square of the number of network mem-
bers. It should also be noted that the increasing 
size of the network results in a growing value of 
each member. The relationship between the size 
of the network and its network-wide value for an 
individual company is transformed into a perfor-
mance improvement of its operations, a more effi-
cient use of the resources and implementation of a 
more effective communication policy.

Within the global information economy, there is 
a variety of information network effects. In fact, 
these are synergistic network effects, expressed in 
various forms. Varian (2005) has revealed that the 
simultaneous effect of Moore’s law, the Internet, 
computer involvement and new financial instru-
ments has resulted in a period of “rapid innova-
tions”. According to Weiber, in contrast to the tra-
ditional economy, the network economy is subject 
to the law of diminishing marginal profitability. 
Direct network effects and positive feedback pro-
vide the increasing marginal profitability (Weiber, 
2003). At the same time, the scale of the process-
es of integration and networking of developers, 
producers, sellers and consumers of intellectual 
information goods and services, along with the 
processes of value-adding to the network effects, 
is increasingly growing.

The transformation of the industrial complex, 
caused by any factors and implemented in any 
conditions, is always a discrete process of qualita-
tive changes, which leads to significant structural 
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changes and institutional transformations. The al-
location of stages of the industrial complex trans-
formation arose from the need for a gradual assess-
ment of irreversible qualitative changes that form 
a transition to a fundamentally new state with 
higher socio-economic indicators of efficiency to-
wards the formation of a future industry model. 
In this interpretation, the term “transformation” 
does not include the entire preparation process of 
this transition, which, as is well known, is divided 
into different periods of quantitative and qualita-
tive transformations. In this case, the transforma-
tion is only the result of previous transformations, 
the moment of transformation, not the process of 
system transformation.

2. MATERIALS  
AND METHODS

The authors propose to single out the stages of the 
industrial complex transformation, representing 
them in the form of a pyramid, each of which hav-
ing a certain “digitization gene” (Figure 1). A set 
of indicators to assess each stage is formed consid-
ering the global reports and digitization indices 

– the world’s digital competitiveness rating (IMD 
World Competitiveness Center, 2017), the com-
posite index of readiness for the global era (Baller 
et al., 2016) and the composite index of digital evo-
lution (Chakravorti & Chaturvedi, 2017).

The first stage of digitization is primary informa-
tion and communication digitization. This stage 
involves computerization in the broad terms, 
large-scale introduction of electronic computers 
in different industries. The use of computers in 
various areas increases the efficiency of accumula-
tion and processing of information, becoming the 
factor of improving the efficiency of managerial 
interactions and the reliability of feasibility stud-
ies of industrial development projects (Ragulina et 
al., 2018; Samašonok et al., 2016).

The indicators characterizing this stage include 
the shares of enterprises using personal comput-
ers, servers, local area networks, electronic mail, 
global information networks, Internet websites, 
cloud services, allocated technical means for mo-
bile access to the Internet for the general industry 
and the individual industries. 

The second stage of digitization is electronic data 
interchange (EDI) with external network partners. 
In conjunction with the Internet, EDI enables 
electronic transactions in real time and thereby 
significantly accelerates the processes of interac-
tion between suppliers, contractors, cooperators, 
and consumers.

The indicators characterizing this stage include 
the share of enterprises using EDI in exchange for-
mats; the percentage of the purchases (sales) cost 

Figure 1. Digitalization process of the industrial complex

FIRST STAGE OF DIGITIZATION
Primary information and communication digitization

SECOND STAGE OF DIGITIZATION
Electronic data interchange with external network partners

THIRD STAGE OF DIGITIZATION
Use of specialized software

FOURTH STAGE OF DIGITIZATION
Production of information and communication technologies and equipment

FIFTH STAGE OF DIGITIZATION
Robots, sensors
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of goods per orders transferred (received) by the 
enterprise via the Internet and other global infor-
mation networks; percentage of enterprises using 
the Internet to communicate with counterparties; 
share of enterprises using the Internet to commu-
nicate with consumers.

The third stage of digitization is the use of spe-
cialized software. This step is closely related to the 
widespread introduction of automation, using the 
self-regulating hardware and mathematical meth-
ods in order to liberate humans from the process-
es of preparation, conversion, transmission and 
the use of materials, supplies or information, or to 
reduce the degree of human involvement or the la-
bor intensity of these operations.

The indicators characterizing the third stage of 
digital industry transformation include the share 
of industrial enterprises using specialized soft-
ware for scientific research, design, management 
of automated production and/or individual pro-
cesses, CRM, ERP, SCM systems; solutions for 
organizational, managerial and economic tasks; 
share of the CNC equipment and the machining 
centers in the machinery park.

The fourth stage of digitization is the production 
of information and communication technologies 
and equipment. This stage brings the industry close 
to the “digital” status and describes the transition 
from the simple use of information and commu-
nication technologies results to their production, 
large-scale development of the internal market for 
electronic components and equipment, develop-
ment of import substitution software. This is the 
A-type production. The production of electrical and 
electronic and optical equipment is the industry re-
sponsible for the fourth stage of industry digitiza-
tion. In this regard, the key indicators characteriz-
ing this stage are the share of goods (works, servic-
es) of own production related to the ICT in the total 
shipment volume, both in general and by type.

The fifth stage is the production and use of robots 
and sensors (industrial Internet). The key mes-
sage is that enterprises’ production capacity will 
interact with the produced goods and, during the 
production process, adapt to the new consumer 
demands. In such a world, the role of intelligent 
machines and devices will increase – they will 

be involved in the production and management 
of services and goods. They will also network to-
gether, independently analyze data and make the 
decisions. Production machines, assembly lines 
(conveyors) and the entire factories and plants 
will be merged into one network (Chernyak, 2012; 
Ashton, 2009).

3. RESULTS 

The results of federal statistical observation in 
Russia according to the form “Data on the use 
of information and communication technologies 
and the production of computers, software and 
services in these areas”, presented in the context 
of economic activities (industry characteristics), 
served as the information base for the study.

Let us consider the stages of transformation of the 
industrial complex of Russia in the context of dig-
itization in accordance with the method proposed 
above (the pyramid of digitization process).

Primary information and communication digitali-
zation (the first step of the “pyramid of digitization”)

The Russian economy in general and the indus-
try in particular demonstrate quite a high level of 
primary computerization (Table 1, see Appendix). 
More than 90% of industrial enterprises use per-
sonal computers, electronic mail, global informa-
tion networks. Manufacturing enterprises show 
values close to 100%. At the same time, one cannot 
claim that the high initial computerization pro-
vides high rates of primary informatization. Only 
66.4% of industrial enterprises use servers, 54.5% 
of enterprises have websites on the Internet, and 
only every fifth company uses cloud technologies. 

Electronic data exchange with the external net-
work partners (second stage of the “digitization 
pyramid”)

Industrial enterprises are sufficiently integrat-
ed into the information flows with partners, yet 
there is an interesting paradox. Industrial enter-
prises are more intensively involved in “digital” 
exchange with suppliers rather than with con-
sumers, which once again confirms the fact that 
industrial enterprises are separated from sales 
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markets. Slightly more than 80% of enterprises 
use global networks to communicate with their 
suppliers, while only 68.7% of the enterprises use 
the Internet for communication with customers 
(Table 2, see Appendix).

Most of the “digital” exchange is information ex-
change on products and needs. Thus, using the 
global networks, 75.2% of enterprises receive in-
formation from suppliers, 63.4% – provide infor-
mation about products to their customers, and 
55.5% – provide information about their needs. 
At the same time, the share of enterprises placing 
electronic orders for the supply of raw materials 
and components via the Internet accounts for only 
42.1%, while the share of enterprises receiving or-
ders via the Internet is even less – 32.2%.

Among industries, enterprises of light industry, 
woodworking, as well as machine-building enter-
prises producing vehicles and equipment, are the 
least integrated into electronic data interchange 
with external suppliers. The percentage of enter-
prises included in the “digital” exchange with 
consumers in the machine-building industry (ex-
cept for the electronics segment) and the timber 
industry complex is low. 

The use of specialized software (the third step of the 
“digitization pyramid”)

While the first two stages demonstrate a sufficient-
ly high level of enterprises’ readiness for network 
digital interrelations, the third stage figures are 
much worse (see Table 3, see Appendix). Despite 
the fact that the share of industrial enterprises us-
ing specialized software is high (90.3%), the con-
tent of the used software demonstrates a clear bias 
towards specialized programs for solving mana-
gerial and economic objectives (accounting, legal 
bases, etc.), while the share of industrial enter-
prises using software for research (4.5%) and engi-
neering (29.1%) remains catastrophically low.

Only one of four enterprises (25.1%) uses ERP, 
SCM and CRM systems, specialized software for 
managing automated production – one of three 
enterprises (36%), software for managing purchas-
es and sales of goods (works, services) – every sec-
ond enterprise (48%). Among industries, the ex-
pected leaders in the use of specialized software 

(in addition to accounting programs and legal 
frameworks) are high-tech enterprises of electri-
cal and chemical industries. Among them, the 
share of enterprises that have implemented ERP 
and CRM systems accounts for 35-40%, and the 
share of enterprises using software for research – 
12-18%. The number of enterprises using design 
software is quite high in the production of elec-
trical and electronic equipment (57%) and in met-
allurgical production (53.7%). The use of special-
ized software in the machine-building complex is 
significantly less in the segment of transport engi-
neering industry, and in general, in the light, food 
and woodworking industries.

Own production of information and communica-
tion equipment (fourth stage of the “digitization 
pyramid”)

The development level and the volume of own pro-
duction of the enterprises in the electrical indus-
try is an indicator of the overall technological lev-
el of development in any country. In Russia, the 
industry for production of electrical equipment, 
electronic and optical equipment accounts for less 
than 5% of the industrial output, with an insignif-
icant change in its share from 3.3% in 2005 to 4.4% 
at present (Russian Federal State Statistics Service, 
n.d.). At the same time, the Russian market of 
electronics and components is consolidated with 
a dominant position of foreign manufacturers; its 
imports account for 73%. 

The volume of export of electrical industry goods 
related to ICT is 28.1%, which in terms of the total 
industrial production shows a frightening value of 
1.8% (Table 4, see Appendix). The main reason for 
the low growth rate of production of microelec-
tronic components in Russia is the technological 
lag. Moreover, the manufacturers of microelec-
tronic components are very dependent on gov-
ernment orders in the domestic sales market (sub-
stantial amount is occupied by the military and 
special-purpose products).

Production and use of robots and sensors (industrial 
Internet) (fifth stage of the “digitization pyramid”)

The potential of robots use is much higher than 
the current extent of their use. In Russia, there are 
still very few robots designed for private and com-
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mercial mass consumer. According to the National 
Association of Robotics Market Participants, the 
average annual sales of industrial robots in Russia 
accounts for 500-600 units, which is about 0.25% 
of the global market volume.

In general, the density of robotization in Russia 
(the use of industrial robots – programmed ma-
nipulators for 10 thousand workers) is almost 70 
times lower. However, if one considers the segment 
of industrial robots in the context of the manipu-
lator, they are 10 times “popular” than service ro-
bots. This market in Russia is quite mature, it is 20 
years old and it grows at an average of 11% per year 

– better than the steel industry and the automotive 
industry. However, the existing positive dynamics 
is insufficient for the “fifth stage” of digitization.

The situation is similar with sensors. Workshop and 
test equipment is an important material compo-
nent of the technological level. Increasing demand 

for sensors and analytical equipment is happening 
faster than the overall growth of industries. This is 
due to the fact that aside from creating new produc-
tion facilities, there is an active modernization of 
equipment installed 20 or 30 years ago and thus in-
adequate in the modern requirements. One can now 
observe a gradual formation of the environment in 
which the machines begin to understand their sur-
roundings and communicate with each other using 
the Internet protocol, bypassing the operators, inde-
pendently solving issues of increasing efficiency or, 
otherwise, preventing emergency situations. 

Thus, the introduction of new management sys-
tems and automation equipment in Russia is at the 
early stage of development. Now the main objec-
tive for Russia is not to teach robots to work au-
tonomously, but to help people and machines to 
interact. One can safely say that the potential for 
improving efficiency through the introduction of 
elements of the industrial Internet is high. 

CONCLUSION
The study enabled a systematic assessment of the digital transformation of the Russian industry. Firstly, 
the authors managed to demonstrate that the high values of primary and secondary digitalization in-
dicators point to the “digitalization”, but not the digitation of the industrial complex. The availability 
of computers, servers, local area networks, the use of global networks, and the commercial use of the 
Internet indicate a fairly high level of enterprise readiness for network digital relationships. Secondly, 
the authors revealed that with a high proportion of industrial enterprises using special software, the 
proportion of enterprises using specialized software for research and development remains catastroph-
ically low. Thirdly, the study showed that the fourth and fifth stages of digitalization are currently rep-
resented in an extremely fragmented manner. Production of electrical equipment and electrical en-
gineering accounts for less than 5% in the volume of industrial production with insignificant growth 
dynamics, while the robotics industry is also in its formative stage. The main causes of low growth rates 
in the production of microelectronic components and robots in Russia are the technological lag amidst 
a significant share of imports.

Furthermore, the analysis of digitization processes showed a significant differentiation of various in-
dustries, both in terms of primary digitization (personal computer equipment, use of servers, local 
networks, websites, etc.) and digitization of relationships with suppliers and customers (submitting re-
quests and providing information, electronic payment of orders via the Internet, placing orders for co-
operative supplies, after-sales service, etc.).

The article also justifies that the degree of high-tech industries is determined primarily by the level of 
digitization, automation, and networking. The level of digital economy development directly correlates 
with the level of material sphere development: development of the digital segment is most appropriate 
only in a high-tech segment of the industrial complex. Nevertheless, one can safely conclude that the 
reverse is also true: the more production processes are digitized and virtualized, the greater the devel-
opment of the analog types of services and production.
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APENDIX
Table 1. First stage: primary information and communication digitization in Russia as of 2017

Source: Russian Federal State Statistics Service (2017).

Industry

Share of enterprises (in percentage) that used Internet

Personal 
computers Servers Local area 

network
Electronic 

mail
Global 

information 
networks

Internet  
web site

Cloud 
services

Production 95.6% 66.4% 72.8% 92.6% 94.0% 54.5% 20.7%

Mining operations 93.9% 71.9% 78.6% 92.1% 92.7% 41.0% 17.7%

Manufacturing 
industries 97.0% 71.3% 75.5% 94.4% 96.0% 62.3% 23.2%

Electricity, steam, gas, 
water 93.1% 93.1% 55.0% 65.7% 89.0% 90.2% 16.2%

Table 2. Second stage: electronic data exchange in the chains of the final product creation and its sale 
to consumers in Russia as of 2017

Source: Russian Federal State Statistics Service (2017).
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Production 80.1% 75.2% 55.5% 42.1% 50.3% 36.6% 68.7% 63.4% 32.2% 37.0% 6.9% 7.9%

Mining 
operations 95.2% 90.8% 64.5% 43.1% 53.8% 45.7% 66.5% 61.0% 24.4% 35.9% 4.2% 6.0%

Manufacturing 
industries 84.2% 79.6% 58.1% 42.0% 53.8% 37.3% 75.5% 70.1% 41.4% 41.4% 9.1% 10.3%

Electricity, 
steam, gas, 
water

72.3% 66.0% 50.7% 44.0% 44.7% 34.8% 58.0% 52.8% 15.9% 29.8% 3.3% 3.7%

Table 3. Third stage: use of specialized software in Russia as of 2017
Source: Russian Federal State Statistics Service (2017).
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Industry, total 
including 90.3% 4.5% 29.1% 36.0% 62.2% 48.0% 42.7% 37.9% 66.2% 25.1%

Mining operations 98.8% 5.5% 36.9% 45.9% 73.2% 44.4% 41.1% 28.6% 70.8% 32.5%

Manufacturing 
industries 92.4% 5.7% 30.9% 40.5% 64.8% 51.0% 44.9% 44.4% 70.0% 28.1%

Electricity, steam, gas, 
water 86.9% 2.0% 24.6% 25.7% 56.5% 44.2% 39.8% 27.5% 59.4% 17.9%
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Table 4. Fourth stage: own production for ICT in Russia as of 2017
Source: Russian Federal State Statistics Service (2017).

Industry

Shipped goods of own production, performed works and services, related to ICT

Total

Of them:

ICT equipment

computers 
and 

peripheral 
equipment

software

databases, 
computer, 

information 
resources

ICT related 
services

Manufacturing industries 1.84% 1.54% 0.05% 0.01% 0.00% 0.22%

Production of electrical, electronic 
and optical equipment 28.10% 23.44% 0.82% 0.14% 0.01% 3.33%
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