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DESIGN OF DATA BUFFERS IN FIELD PROGRAMMABLR GATE
ARRAYS

A. Sergiyenko, P. Serhiienko, I. Mozghovyi,
A. Molchanova

The design of the data buffers for the field programable gate array (FPGA) projects is considered.
A new method of buffer design is proposed, which is based on the representation of the synchronous
dataflow graph in the three-dimensional space, optimization of them, and description in VHDL. The
method gives the optimized buffers which are based either on RAM or on the register pipeline. The
derived pipeline buffer can be mapped into the shift register primitive of FPGA. The method is built
in the experimental SDFCAD framework intended for the pipelined datapath synthesis.

Keywords: FPGA, VHDL, synchronous dataflow, datapath synthesis.

Introduction

Field programmable gate arrays (FPGAs) are popular devices that provide both high-speed
computations for any complex task and availability for many designers of application-specific
computers. The FPGA design technology was expanded over the last decades, which is based on the
register transfer level (RTL) description of the computational datapath using the hardware description
language like Verilog or VHDL. In recent years, high-level synthesis tools become popular because
they provide a compilation of the C programs into the hardware descriptions, inviting the firmware
programmers for designing the FPGA applications [1].

In many cases, the FPGA project consists of a set of ready blocks and intellectual property cores
(IP cores) that communicate with each other through the proper interfaces and data buffers. But the
selection of these interfaces and designing these buffers are still uncertain. In most cases, the usual
methods of the RTL design are used or the ready IP cores are selected to build the data buffers, which
gives the increased hardware volume, insufficient throughput, or both.

Most FPGA projects are pipelined, application-specific processors. The FPGA architecture
contains a lot of hardware resources like registers, FIFOs, pipelined DSP blocks, two-port blocked
RAMs (BRAM), and pipelined input-output pads, which support the pipelined computations. But
they are utilized in the data buffers using the old synthesis methods which dont provide good results.
In particular, the buffers are usually designed separately from the pipelined datapath to which they
are connected [2].

In the article, a new method of data buffer design is proposed which provides effective FPGA
resource utilization. The derived buffer solution is described by the VHDL language and can be used
effectively in any hardware project.

Methods for the buffer design

The methods of the data buffer design evolved for decades. The memory bandwidth increase is
the usual goal of the buffer design. The easiest way to increase the memory bandwidth is to have
multiple memory blocks in parallel. Similarly, it is possible to implement a memory with an extra-
large data word length that stores several adjacent data. But in these cases, when the memory is out
of FPGA, in addition to several memory chips, it is necessary to have many separate outputs from
FPGA for addresses and data, which is often unacceptable. The impact of this problem is somewhat
reduced by organizing several blocks of cache memory in FPGA. By dividing the address space into
multiple banks, using one memory bank for odd addresses and another one for even addresses, the
adjacent addresses can be accessed simultaneously. For example, four banks can be used to access
four pixels in a 2x2 block. In addition, for efficient access to the pixels in the aperture, the address
can be coded as proposed in [3].

In the pipelined random access to RAM, one process can write results to one memory bank, and
another can read data from the second bank. When the processing of the next data array is completed,
the banks switch their roles. At the same time, a third memory bank is used for better synchronization
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[4]. But such switching of banks adds a long period of time to the latency of the algorithm and has
the consequence of increasing the hardware costs of the system, and the use of more FPGA pads.

A more practical approach is to run the memory at a higher clock frequency than the rest of the
system. Double data rate (DDR) memory is one example of memory that allows data to be transferred
twice per clock. As a rule, modern high-capacity FPGAs have dedicated outputs and a built-in access
controller for external dynamic DDR memory of recent generations [5]. At the same time, the project
simulates multiport memory due to access time slots. In addition, blocks of the buffer memory are
required for writing and reading, since dynamic memory has high throughput only when transferring
rows of data from neighboring cells. Unfortunately, in many projects, DDR memory is also required
to support the operating system of the processor embedded in the FPGA, and therefore the bandwidth
of this memory drops when processing large data arrays.

Pipeline and FIFO first-in-first-out (FIFO) type buffers are two popular types of memory
organization methods utilized in FPGA. They are distinguished in the following. The data stored in
and retrieved out of a pipeline is also in the first-in-first-out category. But the steps of storage and
retrieval are constant as in the serial-in-serial-out shift register. A FIFO buffer is a storage where the
data can be pushed into and popped out with the same data order, but these operations can be
uncorrelated. However, the implementation of both long pipeline buffer and FIFO is based on RAM
which is operating as the circular buffer. The method of such buffers design is explained in [6]. But
the designer must organize the proper order of data pushing and popping separately.

If the data are executed sequentially, then it is worth using the buffers of the FIFO type, which
cell groups store blocks of data, and the output data are selected by the local addresses [7].

When the algorithm can be represented by some Petri net, then the stream processing
computational model can be used. In this model, the computational node or processing kernel consists
of the stencil buffer and computing module connected to the buffer inputs. During the computational
process, the input data are loaded into the buffer asynchronously and just when they form the proper
stencil the computations start [8]. So, the buffer is really the register pipeline with a large set of
outputs, which is often the inefficient solution.

When the usual serial program is mapped in the hardware, then the data buffer with the last-in-
first-out discipline is needed. The method of such stack buffer design as well as the respective finite
state machine development named Hierarchical Finite State Machines (HFSM) method is described
in [9].

The von Neumann architecture paradigm is widely used in which each datum has its own robust
address in the common address space. The data buffers are implemented as the cache memory blocks
in this paradigm. Note, that in particular, when the data lose their addresses in the moment before
their execution, then this cache memory can be represented as a usual FIFO buffer. Therefore, the
usual data buffer is often called the cache [10]. The method of the cache buffer design for FPGA
based on the optimized data throughput is described in [11]. When the FPGA application deals with
dynamic memory allocation, then the cache buffers can be designed using the method of algorithm
analysis which selects the independent and shared memory fields [12].

The dataflow processing is the kind of algorithm that is usually implemented in FPGA because
the FPGA architecture provides the effective implementation of such algorithms. The most common
model for the dataflow algorithm representation is the Kahn processing network (KPN). The nodes
of this network represent the operations or actors, and the edges represent the dataflows. The edges
contain the FIFO buffers of the proper length. Usually, KPN is mapped into FPGA by one-to-one
mapping. So, the FIFO buffers serve as the proper data buffers [13]. Note, that this model considers
that the data are retrieved from FIFO in arbitrary order, i. e., the buffer can contain several outputs
from its head registers.

The unified modeling language or UML provides an effective KPN representation. Many tools
like IBM Rational Rhapsody provide translation of the UML description into hardware [14]. The
Matlab Real-Time Workshop (RTW) tool offers code generation capabilities directly from Simulink
graphical system descriptions which is a kind of KPN [15]. These tools implement the FIFO buffers
as they are foreseen in the given KPN. But these buffers must obey the rules of the asynchronous
reading and writing data in them in the respective order.
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The synchronous dataflow (SDF) graph is the abridged KPN model, in which all dataflows are
synchronous. Note, that two dataflows are synchronous if the data in one flow are correlated with the
data in the other one, for example, both data samples have the same index sets. The FIFO buffers in
the SDF model are always synchronous ones, and this model is usually free of deadlocks. This model
gives simple mapping to hardware, providing effective methods of structure optimization like
pipelining, retiming, folding, and resource sharing [16]. This idea is expanded and fulfilled in the
SDF modeling framework Ptolemy [17]. By this method, the optimized data buffers are synthesized
as well. But the synthesis results can be far from excellent because the optimization is performed by
hand or automatically. Through this process, the effective schedule is searched which disagrees with
the hardware minimization.

When the algorithm given by SDF has no loops and feedback then it is usually represented by
the dataflow graph (DFG). Then, the data buffers with the minimum volume can be synthesized using
the method proposed in [18]. This method combines the register allocation by the left-edge scheduling
and the SDF folding.

When the 2D signals or images are processed, then the problem of the buffer design becomes
more complex. In this situation, the multidimensional SDF can be used, in which the data have the
vectors of indexes which can be considered as the pixel coordinates in the image frame [19]. But the
buffer design remains a complex task.

Many algorithms including ones of image processing are represented by the loop nest. The index
vectors of the loop nest iterations and the data themselves form the multidimensional grid, and the
algorithm does the respective lattice-like DFG. The method of the systolic processor design is widely
used for mapping these algorithms both into the processor structure and into the timetable of the
operator execution [16]. The pipelined data buffers are the obligatory result of such mapping.
Therefore, this method is widely used now to design data buffers in many synthesis methods and
automatic design frameworks.

Placing the operators in the iteration space and mapping them in the structure and timetable is
used in [20] as well. To optimize the data buffers, the system of linear inequalities which takes into
account the operator data dependencies, data moving delays, and time limitations. This system is
solved using the usual integer linear problem solver. As a result, the throughput is optimized and the
pipelined data buffers are synthesized. But the synthesis process becomes very complex when the
problem dimension increase.

This method is expanded using the polyhedral model of the parallel algorithm DFG
representation and its mapping [21]. Due to this method, the executed iterations of the algorithm and
their data form the polyhedron in the multidimensional iteration space which limits the volume of the
lattice-like DFG. Each iteration in it occupies a particular integer vector in the space. This polyhedron
is mapped into the systolic structure of the computer and the timetable using the optimized affine
transformations of this space. When the loop nest describes the data array behavior then the result of
the mapping is a set of pipelined data buffers. A similar method is proposed in [22]. The method
named lattice-based partitioning is based on the same principle and performs the selection of a set of
distributed buffers [23].

FPGA hardware is utilized very well providing high throughput when the data are reused
frequently. The method of the buffer design described in [24] provides the data reusing when the
algorithm performs the sequential array processing using the modulo addressing. A more
sophisticated method utilizing data reuse is proposed in [25]. The approach of the systolic processor
design is implemented in it and the data which are fetched from the one- or two-dimensional array
are reused in the algorithm.

The buffers of different lengths should be designed for different data array sizes. It is proposed
to use a universal buffer, which is adjusted to the array size and the computed frame in it with the
possibility of dynamic reconfiguration [26]. A similar method for image processing is described in
[27], which is capable of transposing the position of pixels in the frame, as well as performing image
correction at the frame edges.

The works [28, 29] present general methods of designing a pipelined structure for image
processing with a sliding aperture selected for processing. At the same time, the functions that are
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sequentially performed in the algorithm are mapped in the corresponding processing blocks, which
are separated from each other by buffer blocks that store several adjacent lines. The interconnections
between processing blocks and buffer blocks are buses that correspond to the edges of DFG.

The smart buffer is a compiler-generated data buffer that provides re-using the fetched data in
the sliding aperture. The structure of the buffer is determined by the window size, array size, and the
stride of the reuse in each dimension [30]. This method is effectively utilized in the Riverside
optimizing compiler for configurable computing (ROCCC) approach and compiler [31].

Goals of the investigation

The analysis of different methods of the data buffer design makes it possible to conclude the
following.

KPN mapping gives a set of pipelined data buffers in a natural manner. However, the resulting
buffers have several output ports in many cases and the deadlock problem is solved hard.

SDF is the abridged model of KPN, but it is a rather impressive one and it is free of deadlocks.
Many dataflow algorithms like digital signal processing are represented as SDF and are effectively
mapped into hardware structures including pipelines and FIFOs.

The most sophisticated and formalized methods are ones that are based on the representation of
the algorithm as DFG in the multidimensional grid and mapping it into the systolic-like processor
structures. Many of them are implemented in high-level synthesis frameworks. But these methods are
limited by the algorithms which are represented by the loop nests and do not take into account the
features of the hardware technology.

The goal of the investigation is to develop a new method of data buffer design that is more
sophisticated and is able to take into account the features of the FPGA architecture. The method is
intended for the pipeline buffer design however it is fitted for the buffers based on RAM. These
buffers are designed in general for the streaming algorithms like DSP, image processing, or others
that can be represented by SDF.

The derived buffers must be optimized both in the clock frequency and in hardware. Therefore,
first of all, the FPGA features are considered. Then, the method of the pipelined datapath design is
selected which involves the better features of the methods considered above. And next this method is
adapted to the data buffer design.

FPGA resources for the buffer design

The FPGA chip usually contains sufficient volume of different memory resources. Usually, the
basic building block is the Look-Up Table (LUT) in Xilinx FPGAs or Adaptive Logic Module (ALM)
in Intel FPGAs. Each of them is accompanied by one or two 1-bit registers. These registers usually
form the storage elements of the pipeline stages including the pipeline buffers. LUT by itself is
configured as the buffer RAM with a volume of up to 64 bits, and with several possible reading ports.
Moreover, it can be configured as the pipeline buffer of the variable length. Fig. 1 illustrates the
structure of such an SRL16 primitive which contains the 16-bit shift register, and each of its taps is
selected statically or dynamically by the output multiplexor.

Fig. 1. Pipeline buffer SRL16 structure
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FPGA contains from tenths to thousands of two-port blocked RAMs (BRAMs). Each of them
contains kilobytes of memory of programable bit width. The ratio of BRAM number to LUT number
in FPGA is equal from 60 to 200. Usually, they can be configured as FIFO buffers [32, 33].

The Intel Hyperflex FPGA architecture provides the pipeline buffers of the arbitrary length in
the routing segments in the inter ALM communications. These buffers enable the highest clock
frequencies in Intel Stratix® 10 and Intel Agilex™ devices [34].

Usually, the most effective structure solutions are derived from the register transfer level (RTL)
design. But in such a design, the buffer selection, and its dynamic control, which depends on the
modules attached to it, is a hard design task. Therefore, the usual solution is selection the FIFO buffer
based on BRAM, which takes increased hardware volume. The SRL16 buffers are utilized rarely in
some specific finite state machines (FSMs), filters, or encryptors [35]. The Hyperflex register
utilization in the projects takes specific knowledge about the SDF optimization and is not fulfilled in
most cases when SDF contains the loops [34].

Spatial SDF method

A method of designing the pipelined datapaths by mapping SDF is proposed in [36, 37]. The
feature of the method is that SDF is represented in the resource-time space in the form of an algorithm
configuration (AC). The method makes it possible to search for a schedule, minimize the number of
processor units (PUs), and search for effective interprocessor connections simultaneously. Here, PU
means an elementary computing element with or without result registers, for example, an adder, a
multiplier with a register, a pipeline buffer, etc. Therefore, it makes sense to create a method for the
data buffers development based on this method. It is described below in short.

At the first stage of the synthesis, according to the specified method, operators-nodes of a
homogeneous SDF together with the data dependency edges are located in three-dimensional space
73 as sets of vectors K; and Dj, respectively, taking into account the conditions, given in [36]. The
coordinates of the vector K; = (s,¢,¢)T mean the number s of the PU, where the operator is executed,
the type ¢ of this PU, and the time component #, which is equal to the clock number during the
execution of the algorithm. Vectors K; with equal time components form one row and are executed
simultaneously. The time component R(D;) of the vector D; = K; — K; is equal to the delay between
the executions of operators whose nodes K, K; are adjacent. The number of PUs is minimized by
fulfilling the requirements |Ks 4| —L, i.e. the number of nodes mapped in the s-th PU approaches to L,
where L is the algorithm execution period in clock cycles. In addition, when forming the effective
algorithm configuration, it is desirable to build a perfect spanning tree of SDF, as suggested in [38].

In the second step, AC is balanced, which consists in adding delay nodes to the edges of SDF
until the time components of all vectors D; are equal to 0 or 1. After that, AC is optimized by
permuting the node vectors from the same column in order to minimize the number of registers and
the number of multiplexer inputs in the resulting structure and/or using other strategies, for example,
retiming. Also, the number of registers is minimized by gluing delay nodes from the same column
that store the same operand.

In the third step, the obtained optimized AC is mapped in the graph of the computer structure
in the subspace 72 named as the structure configuration. This is done by gluing the node vectors with
the same coordinates s, and g. AC is transformed into the schedule of operator execution, using the
property that the time component of the vector K; is equal to the moment of execution of the operator,
regardless of the number of the execution period. At the same time, the resulting structure is not built
and the schedule is not formed because the resulting structure is described in VHDL on the base of
information in AC.

Method for the buffer design
Consider AC C'a, which performs the iterative algorithm with the period of L = 4 clock cycles,
and which consists only of input and output nodes. This AC is mapped into the data buffer. When

placing the nodes of CA in the space Z3, one should use some strategies to minimize the number of
connections between PUs. The location of the nodes of the delay operators according to the strategy
of placing the edges D;; in parallel to the axis Ot in the second step of the synthesis is shown in Fig. 2,
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a. And the configuration C’a, according to the strategy of placing the edges D;; at an angle to the axis
Ot is shown Fig. 2, b. The structure configurations corresponding to these CAs are shown in Fig. 2,
¢, and 2, d, respectively. Here, the bold points mean the nodes of input-output or some operator nodes,
and circles mean the delay nodes mapped into the registers. The bars mean the multiplexers attached
to the PU inputs, which perform the selection of the operand when it is read from the respective
register.

Fig. 2. AC which edges placed according to the strategy of RAM (a) or pipeline buffer (b)
synthesis, and respective RAM (c) and FIFO (d) configurations

Analysis of these structure configurations shows that they correspond to two-port RAM (one
port to read-write, second one only to read) and pipelined data buffer, respectively. Applying one or
another strategy of connection number minimizing, the designer can orient the process of synthesis
of the data buffer to implementation in the form of RAM or a register pipeline. The strategy should
be chosen taking into account the following features.

When synthesizing the buffer based on RAM, the variable x; is allocated in the respective
register, i.e. the chain of delay nodes is located on a straight, which is parallel to the axis Ot. Also,
one register is assigned to several variables whose periods of existence do not overlap, i.e. several
chains of delay nodes are located on a straight, which is parallel to the axis O¢, and these chains do
not overlap. At this process, the edges D;;, which are adjacent to the outputs of the edges K, of the
AC before balancing the relation

max(¢pij) < L (D
ij

is satisfied, where 7p;is the time component of the vector-edge D;;. If it is not observed, it is necessary
to cut the balanced AC C’ay into several subconfigurations, each of which will corresponds to its own



Design of data buffers in field programmable gate arravs 10

RAM or ensure overwriting of the variable x; for which it is not observed the inequality (1), in the
second register of the RAM after L clock cycles. It is obvious that the volume of the resulting RAM
for AC C’a, with A input nodes (bold points in Fig. 2) is equal to

Np =\ )

When the pipeline buffer is designed, then the variable x; is sent to the adjacent pipeline register

in each clock cycle and, passing through a chain of 7p;; registers is outputted from it to the input of

PU which receives this variable. This is equivalent to the fact that the chains of adjacent nodes K;; of

the delay operators at uniformly increasing coordinates s;;, and #;; are placed along parallel lines,

located at an angle to the axis Ot (Fig. 2, b). Therefore, the value of #p;; in (1) can be any, however,

to minimize the number of the register pipeline stages, the number of different values of the vectors
D7; must be minimal. The number of registers in the pipeline is equal to

Np = mla]x(tDi,j). (3)

Thus, AC which performs the data transfer between input and output ports after its balancing
and optimization according to one of two strategies gives a minimized amount of memory in the
resulting data buffer. We get a buffer structure with memory organized in the form of RAM or a
register pipeline. At the same time, the number of registers in RAM is smaller than in the pipeline of
registers, if the number of input nodes that are mapped to one port node (the number of different
variables entering one PU) in AC is less than the maximum delay of the variable that is calculated in
this PU, i.e. at

A= ml?lj?((tDi ) “4)

When the resulting pipelined buffer is performed in the SRL16 primitive, then the method must
take into account the fact that it has a single output (see Fig. 1). This adds the additional limitation to
AC placement in the space that only a single edge must connect any delay node with the node which
is mapped into the output port PU. AC in Fig. 2, b does not satisfy this condition. Therefore, it is split
into two subconfigurations in Fig 3, a, which satisfies it and is mapped into the structure with two
units implemented in SRL16 primitives (Fig 3, b).

The SRL16 primitive has an additional clock enable input, the control of which makes it
possible to slow down the data moving through the pipeline registers. When using this input, the
number of registers can be minimized if the value of R(Dj) is greater than the number of available
registers in the pipeline. Fig. 4 shows an example of the transformation of AC, shown in Fig. 3, a, for
the purpose of additional delay of the operands. Such delays correspond to the vectors D;, which are
placed parallel to the axis Ot. Note, that the number of nodes that have the same coordinate s must
not be higher than the computation period L.

The Fig. 4 analysis shows that the technique of the clock enable control allows us to minimize
both the pipeline register number and output multiplexers substantially. This is important when the
pipeline registers are performed on the base of usual registers because it saves hardware and
minimizes the clock period.

If the nodes-sources of considered AC have different spatial coordinates s (in the examples
above s = 1), then an input multiplexor is obtained at the input of the SRL16 primitive. To minimize
such multiplexers, the method can be used which is described in [39].

Thus, the method of designing the pipelined datapaths with buffers based on SRL16 primitives
looks like the following. The initial data are AC, algorithm execution period L, and other optimization
parameters. The method is performed in the same way as described in [37, 38], with the exceptions
described below.

In the first stage of synthesis, the AC subgraphs corresponding to the transfer of operands
between computer resources with time delays and/or shuffling of operands, which are expected to be
mapped into separate data buffers, should be selected.
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In the first stage of synthesis, the AC subgraphs corresponding to the transfer of operands
between computer resources with time delays and/or shuffling of operands, which are expected to be
mapped into separate data buffers, should be selected.
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Fig. 4. Modified AC Fig. 3, a (a), and its mapping into SRL16 structures (b)

In the second stage, it is necessary to balance the dependence edges using the intermediate delay
nodes. The number of intermediate delay nodes is minimized, if possible. The delay nodes are placed
on parallel lines that are at an angle to the time axis or parallel to this axis in such a way that adjacent
delay nodes differ in time coordinates by one beat. The requirements for the correct placement of
nodes are fulfilled, including the requirement to implement a buffer with one input and one output. If
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it is impossible to get a single input in the buffer, the heuristic of minimizing the number of inputs of
the additional multiplexer at the buffer input is used according to [39], and if it is impossible to receive
a buffer with one output, the chain of delay nodes is split so that they are mapped in additional buffers
(see Fig. 4).

The dependency edges together with the corresponding delay nodes which are incident to the
nodes consuming the buffered data should be mapped in the data buffer. When a control algorithm is
designed, if only edges are displayed in the buffer that is at an angle to the time axis, then operands
are written to the buffer in each clock cycle. If there are edges that are parallel to this axis, then writing
to the buffer is prohibited in the corresponding clock cycles (see Fig. 4).

At the third stage, the pipelined datapath is described in VHDL according to the method
presented in [38] and is compiled into an FPGA configuration that contains the buffers based on
SRL16 primitives, which correspond to the selected AC subgraphs.

Experimental results
Consider the design of the input buffer for the pipelined datapath performing the 8-point discrete
cosine transform (DCT). The DFG of this algorithm is often based on the Chen algorithm [41]. This
algorithm is distinguished in that its period of the pipelined computations is equal to L = 8 clock
cycles, eight input data of a single DCT transform need to be delayed and permutated in the input
buffer before their calculations. DFG of the first stage of this algorithm which needs the data buffer

is shown in Fig. 5.
X
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Fig. 5. DFG of the first stage of the DCT algorithm

Optimized AC which is mapped into pipelined buffer and adder, and respective structure
configuration are illustrated in Fig. 6. Here, the resource names are placed in the Os axis and the clock
cycle number modulo L = 8 is mapped in the axis Ot. The addition-subtraction operator node has the
plus sign. This AC is described in VHDL as follows.

Tibrary IEEE;
use IEEE.STD_LOGIC_1164.al11;
use IEEE.Numeric_STD.all;
entity DCT_BUF is
port(
CLK : in STD_LOGIC;
RST : in STD_LOGIC;
START : in STD_LOGIC;
X : 1in SIGNED(8 downto 0);
Y : out SIGNED(8 downto 0)

);
end DCT_BUF;
architecture synt of DCT_BUF is
type TARRAY16 is array (0 to 15) of SIGNED(8 downto 0);
type TN is array(0 to 7) of natural range 0 to 15;
constant al: TN:=(7,8,8,9,8,9,11,12);
constant ar: TN:=(0,1,3,4,7,8,8,9);
signal rl,r2:TARRAY16; -- register array of SRL16
signal cycle:natural range 0 to 7;
signal sm,1,r: SIGNED(8 downto 0);
begin
CT8:process(CLK) begin -- period counter
if CLK'event and CLK='1l"' then
if START='1l' then
cycle<=0;
else
cycle<= (cycle+1l) mod 8;
end if;
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end if;
end process;

1<= rl(al(cycle));
r<= r2(ar(cycle));
SRL16_BUF:process(CLK) begin -- SRL16 description
if CLK'event and CLK='1l' then

rl<=x & r1(0 to 14); -- FIFO shift
r2<=X & r2(0 to 14); -- FIFO shift
case(cycle) s
when 0]2|4]|6 => sm<= 1 + r; -- adder
when others => sm<= 1 - r; -- subtractor
end case;
end if;
end process;
Y<=sm;
end synt;

X0 X1 X2 X3 X4 X5 X6 X7

ki<

Yo yi
1

——————— |
0123456701234567

4

a) b)

Fig. 6. Balanced spatial SDF for DFG in Fig. 6 (a), and respective structure configuration (b)

Here, signals 71, 72 represent two pipeline register chains, which load the input data X in each
clock cycle. They are synthesized after splitting AC in Fig. 6, a in two subconfigurations like it is
done in Fig. 4. The signals from them /, r are read at addresses which are sampled from ROMs al, ar.
These signals are directed to the left and right inputs of the adder-subtractor with the register sm
deriving the result Y. The calculating period counter cycle counts modulo L = 8 and controls both the
sign of the adder sm and the pipeline register chains through the ROMs al, ar.

This project is compiled by the Xilinx ISE and Vivado CAD packages into FPGAs of different
series. The results of compilations are shown in Table 1.

This table analysis shows that the ISE synthesizer recognizes the template of the SRL16
primitive and the synthesis results are the data buffers with the minimum hardware volume and good
performance. The Vivado synthesizer first tries to compound both pipeline buffer branches into one
and then minimizes the trigger number by substituting the chains of registers with the SRL16
primitives. The inferred structure is illustrated in Fig. 7. One can see, that additionally, the synthesizer
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doesn't perform the resource sharing of the adder-subtractor. As a result, the hardware volume in the
register number is much higher.

Tablel.

Results of a configuration of the buffer project in FPGAs

FPGA Compiler Slice Flip | LUTs | LUTs used | LUTs used | Minimum clock
series Flops as logic as SRL16 period, ns
Virtex-4 ISE 14.7 12 37 19 18 3.14
Spartan-3A | ISE 14.7 12 37 19 18 5.47
Spartan-6 ISE 14.7 12 39 29 10 4.72
Artix-7 Vivado2016 111 44 39 5 4.06
=
i = e gt
L5 Loy ] =

Fig.7. Data buffer structure derived by the Vivado design tool

Synthesis framework

As one can see from the method description and the design example, the considered algorithm
is given in the graphical form effectively. For the design method investigations, the synthesis
framework is developed named SDFCAD [42]. The framework is able to perform the graphical input
of SDF of the DSP algorithms with the given period L and data bit width. SDF can be optimized
either manually or automatically using one of the genetic programming algorithms [40]. One of two
strategies of the buffer design are used by the optimization as well. In particular, the pipelined buffers
for the DCT processor are synthesized automatically very well [42].

Conclusions

A new method of the data buffer design is proposed, which is intended for the complex
pipelined datapaths development and configuring in FPGA. The method is based on the SDF
representation in the three-dimensional space, optimization them and describing in VHDL.
Depending on the optimization method the derived buffer is based either on RAM or on the register
pipeline. The feature of the method consists in that the pipeline buffer is inferred into the SRL16
primitives of the AMD-Xilinx FPGA series which substantially saves the hardware. The method is
built in the experimental SDFCAD framework intended for the pipelined datapath synthesis.
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ORGANIZATION OF FAST EXPONENTIATION ON GALOIS FIELDS FOR
CRYPTOGRAPHIC DATA PROTECTION SYSTEMS

Al-Mrayt Ghassan Abdel Jalil Halil, O. Markovskyi, A. Stupak

The article proposes the organization of accelerated execution of the basic operation of a wide
range of cryptographic algorithms with a public key-exponentiation on finite Galois fields GF(2").
Acceleration of the computational implementation of this operation is achieved by organizing the
processing of several bits of the code at once during squaring on Galois fields. This organization is
based on the use of polynomial squared properties, Montgomery group reduction, and extensive use
of previous calculations. Procedures for performing basic operations of exponentiation on Galois
fields are developed in detail, the work of which is illustrated by numerical examples. It has been
proved that the proposed organization can increase the computational speed of this operation by 2.4
times, which is significant for cryptographic applications.

Key words: multiplication operation on Galois fields, cryptographic algorithms based on
Galois Fields algebra, Galois Fields exponentiation, Montgomery reduction.

Introduction

The algebra of finite Galois fields, whose fundamentals were developed in the first half of the
19th century, only gained widespread use in information technology at the beginning of the 21st
century. Currently, the mathematical principles of this algebra are the basis for many of the most
advanced modern technologies, including mobile communication, high-speed data transmission,
mechanisms for restoring lost data, cryptographic data protection, and information security [1]. One
of the most significant properties of Galois fields is that regardless of the choice of the generating
polynomial, it is feasible to generate a set of algebraic bases whose results will be different [2]. Using
this property, it was possible to implement the concept of mathematically distributing
communications carried out on the same carrier frequency. The implementation of such a concept in
mobile communication systems makes it possible to hold thousands of conversations simultaneously
while ensuring their reliable separation. This property is the basis for the application of Galois finite
field algebra in modern cryptographic data protection mechanisms. In particular, the algebraic
properties of Galois fields are the basis for the implementation of nonlinear transformations in the
AES algorithm, which is widely used in practice [3]. A number of protocols for asymmetric
encryption, identification, and digital signature with a public key [4], and schemes for
cryptographically strong identification of remote users, are based on the Galois field algebra.

It is widely known that the effectiveness of cryptographic data protection mechanisms is
determined by the level of security achieved by their use. In addition, it is determined by the speed at
which their computation is performed. The last criterion is critical for cryptographic algorithms with
a public key, the main computing operation of which is exponentiation performed on huge numbers.
When using traditional algebra, this basic operation has the form of modular exponentiation. In Galois
field algebra, the result of exponentiation is reduced to the field formed by the fundamental
polynomial. The computational complexity of exponentiating n-bit numbers is O(»®) [5]. This means
that with a doubling of the bit depth, the amount of computation increases by a factor of 8. In Galois
field algebra, this operation is much faster due to the fact that each bit of numbers is processed
independently. In modern conditions, when within the framework of cloud technologies,
cybercriminals have remote access to high-powered computer systems, there is an objective need to
improve the level of security of cryptographic tools. The only way to enhance protection is to increase
the number of bits used. And this dramatically slows down the computational implementation of
cryptographic protocols. One of the possible ways out of this situation may be to expand the use of
the Galois field algebra and search for ways to speed up the exponentiation of multidigit numbers.
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Therefore, the scientific problem of accelerating the computing implementation of the
exponentiation operation on Galois fields, which is fundamental to cryptographic applications, is of
current relevance to the current stage of development of information and computer technologies.

Problem statement and review of methods for its solution

The expansion of the use of Galois field algebra in modern cryptographic information security
protocols, as well as the potential for achieving a higher speed of exponentiation compared to
traditional algebra, has led to intensive study of the problem of efficient computational
implementation of basic operations in this algebra using hardware and software [6].

When using the Galois field algebra, for each number A=an.1-2"+a,22"%+.. . +a1-2+ao, Vje {0,
1, ...,n-1}: aje {0, 1} can be associated with the polynomial A(x)= @n-1-x"+an2-X"+.. . +a1-x+ao.

The addition operation on Galois fields is reduced to performing XOR and is further denoted
by the symbol ‘@®’. Reduction, or finding the remainder from the polynomial division A(x) by the
Galois field polynomial P(x), is further denoted as A rem P to distinguish the operation of finding the
remainder from dividing the number A by the number M in ordinary algebra: A mod M.
Multiplication operation on the Galois fields A®B rem P, consists of two operations: polynomial
multiplication, denoted by the symbol *®’, and reduction of the polynomial product with respect to
the generating polynomial of the field P. The operation of squaring the number A on the Galois field
with the generating polynomial P is denoted as A®A rem P or A]> rem P. Accordingly, the operation
of exponentiation on Galois fields, that is, the calculation of the remainder of the polynomial division
of the result of raising the number A to the power of E by the polynomial P, is denoted as A[F rem P.

The existing technologies of exponentiation, both in traditional algebra and on Galois fields,
are based on the classical algorithm that provides for the sequential analysis of the bits of the exponent
code E = {en1, en2, ..., €0}, Vje{0,1, ..., n-1}; ;€ {0, 1}. Each step performs a squaring operation
on the Galois field and a multiplication operation on the field, depending on the current value of the
exponent bit. As each step uses the results of the previous one, the algorithm cannot be parallelized
at the bit level of the exponent code.

Currently, there are two versions of this algorithm, which differ in the direction the bits in the
exponent code are analyzed. When exponentiating from the high-order digits of the exponent code,
at each of n steps, the current result (which is initially equal to one) is squared and multiplied by A if
the current bit of the exponent code is equal to one. Correspondingly, the average time t0 of
exponentiation from the most significant bits is equal to 1.5-n-t,, where ¢, is the multiplication time
on the Galois fields. As a result of exponentiation from the least significant digits of the exponent,
partial parallelization of calculations within a single step is possible. This makes it possible to speed
up calculations by a factor of 1.5 [7].

It can be concluded from the above discussion that there is no way to accelerate exponentiation
on Galois fields at the level of classical algorithms. This means that speeding up the operation of
exponentiation on Galois fields can be achieved by reducing the time of performing the most
multiplicative operations on Galois fields: multiplication and squaring [8].

Generally, these operations are divided into two phases: polynomial multiplication (polynomial
squaring) and reduction, which involves finding the remainder of the polynomial division of the result
of the first phase using the forming polynomial P(x) of the Galois field. The operation of polynomial
multiplication of n-bit numbers requires 0.5-n logical addition operations and n shift operations and
n bit value testing operations to calculate the product. Taking into account that the execution time of
the logical addition command is approximately the same as the execution time of the shift command,
it can be assumed that the implementation of polynomial multiplication is determined by the
execution time of 2.5-n logical operations.

During polynomial reduction, the number corresponding to the generating polynomial is added
to the current remainder. This operation includes determining the position of the most significant digit
of the current remainder, shifting the code of the forming polynomial, logically adding it to the current
remainder. Thus, to perform the reduction, it is necessary to perform an average of n bit test
operations, 2-n shift operations (shifting the code of the generating polynomial and the test code
containing one unit), as well as 0.5-n logical addition operations. In general, the number of logical
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operations for performing reduction by dividing polynomials is 3.5-n. Thus, the total number of
logical operations required to implement the multiplication of n—bit numbers on the Galois fields
formed by the polynomial P(x) of degree n is 6-n 8]

The operation of polynomial multiplication is reduced to the logical addition of a maximum of
n appropriately shifted multiplicand codes. In theory, the minimum time for this operation is
determined by the number of logzn operations of logical addition. Considering the fact that in real
applications the value of n is several thousand, the specified approach to accelerating polynomial
multiplication can be applied only within the framework of hardware implementations [9].

Almost all researchers consider the reduction operation as the primary source of acceleration
for multiplication on Galois fields. This means that further reduction in the time for multiplication is
achieved by speeding up the reduction operation. Most of the known methods [10 — 13] are based on
the use of previous calculation depending on the constant polynomial P(x), which in cryptographic
information protection systems is part of the public key and, accordingly, rarely changes.

In acceleration methods based on the use of this property of the generating polynomial, the
remainders from the division of codes 2!, ..., 22" by the generating polynomial P(x) are pre-
calculated: P(x) : Qi =2""" rem P, Q2 = 2" rem P, ..., Qu=2%" rem P. The calculated codes are
stored in the tabular memory of precalculations. The reduction is reduced to the addition of tabular
codes that correlate with the units in the higher » digits of the code of the polynomial product. For
this, it is necessary to perform an analysis of the higher n digits of the code of the polynomial product,
which requires 2-n logical operations (n operations of testing the value of the bit and » operations of
shifting the test code). Another 0.5-n operations are required, on the whole, to add the results of
recalculations. Thus, due to the use of previous calculations, it is possible to reduce the average
number of logical operations to implement the reduction to 2.5-n. At the same time, the total average
number of logical operations for multiplication on Galois fields is 5-n.

There is another method of speeding up multiplication on Galois fields by combining both
phases: polynomial multiplication and reduction using Montgomery technology [14]. In [15], a
modification of the Montgomery technology, known in traditional algebra, to the peculiarities of the
algebra of Galois fields is proposed. As a result of modifying Montgomery technology for the
specifics of Galois fields, the number of logical operations for computing multiplication on Galois
fields was reduced to 4.5-n.

Purpose and objectives of research

In the current research, the objective is to accelerate the execution of the exponentiation
operation on Galois fields, which is essential to the operation of cryptographic protocols. This will be
accomplished through the application of precomputation, which facilitates the simultaneous
execution of several operations.

In order to accomplish the set goal, the following scientific problems are solved:

— study of the specific properties of the squaring operation on Galois fields, which allow the
execution time of several operations to be combined by using the results of previous calculations;

— development, on the basis of the specified specific properties, of the method of accelerated
elevation to the square on Galois fields, which, due to the use of previous calculations, allows to
combine the operation of adding a multiple and correcting the intermediate result, as well as to
combine the processing of several adjacent digits of the multiplier in time;

— analyzing the performance of the developed organization of fast exponentiation on finite
Galois fields and comparing it with other known methods designed to accelerate the calculation of
exponents;

— study of the proposed organization of fast exponentiation on Galois fields based on software
modeling.

Accelerated squaring method on Galois fields with Montgomery group reduction.
The main amount of calculations in exponentiation on Galois fields falls on the operation of
squaring. As the main reserves for reducing the number of logical operations when squaring on Galois
fields, we can consider:
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— use of the property of a polynomial square;
— application of Montgomery reduction modified for Galois fields;
— group processing of discharges when performing the Montgomery reduction.

The basic property of a polynomial square that can be used to speed up calculations is that the
polynomial square A®A of a binary number A = @, 12" + a,2:2"2 +...+ 22> + a1-2 + ao, ne
Vie{0,1,...,n-1}: a; €{0,1} is equal to the number A®A = @, 1-22>" D + @, 22202 + . + a2*? +
a1-2 + ao [6] This means that polynomial squaring is reduced to inserting zeros between the binary
digits of the number A. For example, if A= 14 =11102, then A®A = 10101002 = 84.

It follows from the above that performing polynomial squaring comes down to shifts in software
implementation and permutation of bits in hardware implementation. This means that when using the
Montgomery reduction modified for the Galois field, the algorithm for squaring the number A reduces
to the following sequence of actions:

1. The cycle counter j is set to zero: j=0, as well as the (n+1)-bit result code R: R=0.

2. Shift R is performed: R>>=1. If the value of j is even, j mod 2 =0, then the most significant
digit of , is filled with the value of the least significant digit ao of the number A: 7, = ao. Shift
A: A>>=]. If the value of j is odd, then the most significant bit of 7, is filled with zero: r, =0.
Increment j: j = j+1. If j < n, return to repeat step 2. If j > 2-n go to step 4

3. If r=0, then code P is logically added to the current result P: R = R @ P. Return to repeat step
2.

4. End of procedure. The value R = AQA® U~! rem P, U™ is the multiplicative inversion of the
polynomial Q(x)=x" on the Galois field formed by the polynomial P(x), i.e. U®U™! rem P =1.

In order to obtain the correct value of the square of the number A on the Galois field, the result
of the procedure should be multiplied by U: R’= R®U rem P. However, the specified correction is
not performed during exposure.

The described procedure of squaring on the Galois field is illustrated by the example of squaring
the number A = 1219 = 1100 on the Galois field, formed by the polynomial P(x) = x*+x’+x+1, which
corresponds to the number P=10111,=231¢; n =4, a U=10000, = 32, U™ = 8,9=1000,. Indeed, U-U™!
rem P = 32-8 rem 23 = 1. Real result R'=A®A rem P = 12®12 rem 23 = 12. Step-by-step change of
variables R and A in the process of performing the above procedure of squaring A = 12 on the Galois
field, with a generating polynomial P(x) = x*+x’+x+1 is shown in Table 1.

The result R is the product AQA®U! rem P = 12®12®8 rem 23 = 9.To obtain the correct value
of the square of the number A=12 on the Galois field, multiply the result R by the value U: R'=R®U
rem P =9®16 rem 19 = 12.

The execution of the above procedure involves performing » shifts of the number A, 2-n shifts
of the number R, on average 0.5-n logical addition operations (XOR), n bit value testing operations.
Thus, the total number of logical operations required to implement the proposed squaring procedure
on the Galois field is 3.5-n.

The main advantage of the proposed procedure is that it eliminates the testing of bits of the
multiplier A. This opens up opportunities for group processing of several digits of the number and,
thereby, reducing the amount of required calculations.

To theoretically substantiate the possibility of Montgomery group reduction, we prove that for
any intermediate result code R = 742" + r1-2" .. 41 1: 2K 4. +71- 2410, where Vje {0,1,...,n}:
r;€{0,1}, there is a linear combination L(P) of no more than k& shifted codes P:
L(P) = vi1-2K 1P + v 2K2.P+. . 4v12-PHvg-P, Vie{0,1,....k — 1}: vie {0,1}, such that their k lower
digits are equal to k least significant digits of R. The considered linear combination L(P) of shifted &
codes P corresponding to the generating polynomial P(x) of the nth degree of the Galois field can be
represented as an (n+k)-bit code D: L(P) = vj_1- 28 L.P + vy 228 2.P+.. 411 2-P+vp-P = D = dypis-2"!
+ dpk 22" +dy - 2@d)

Each i-th bit d; from among the £ least significant bits of the code D can be represented as a
logical sum of pairwise products of bit components vo, v1, ..., v; and bit values po, p1, ..., pisuch that
the sum of their indices is equal to i :
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d;=vy-p®v-p ©.Ov-p =@V, p_;. 1
j=0

Table 1.
Dynamics of changes in variables R and A when performing the procedure of squaring A=12 on the
Galois field formed by the polynomial P(x) = x*+x+1

j Transformation R Transformation 4

0 R=0 R>>1 = 00000 A=1100 A>>1=0110
1 R= 00000 R>>1 = 00000 A=0110

2 R= 00000 R>>1 = 00000 A=0110 A>>1=0011
3 R= 00000 R>>1 = 00000 A=0011

4 R= 10000 R>>1 = 01000 A=0011 A>>1 = 0001
5 R=01000 R>>1 = 00100 A=0001

6 R=10100 R>>1=01010 A=0001 A>>1 = 0000
7 R=01010 R>>1=00101 R®P = 10010 A=0000

8 R=10010 R>>1 = 01001

If we take into account that the generator polynomial P(x) of the Galois field is prime, then po=1..
With this in mind, the expression for the i -th digit d; of the number D can be represented as:

i—1
di :vi@®vj “Pici-j. (2)
j=0

In order to prove that for any of the 2¥~1 possible combinations (except zeros) of values of the k
least significant digits of the number R, one can find a linear combination L(P) of codes P shifted by
no more than £ digits, it is necessary to show that for any code 741,742, ..,71,70 (except zeros) there
exists Vi-1,Vk-2,...,v1,vo,such that Vie {0,1,....k—1}: »; = d;.. This condition is satisfied if there is a
solution for the following system of linear equations:

=Y,
h=v,®v - p

HL=v,®v p®v-p, . 3)

L=V a®v 0 ®..Ovy - p

An analysis of system (3) shows that it has a unique solution. Indeed, the value of vy is easily
found from the first equation of systems (3): vo=ro. The second equation, taking into account the found
value vo=ro, contains only one unknown component vi, the value of which is uniquely found in the
form: vi=r1®ro-p1. Similarly, the third equation of system (3), taking into account the found valuesvo
and vi, contains only one known value v3, which is uniquely in the form: v3=r® p1-(ro @ r1) @ ro-p2.
Thus, the analysis of system (3) shows that each of its following equations, including into account
the previously identified unknowns, contains only one unknown component, which can be uniquely
found from this equation. This means that system (3) always has a unique solution, that is, there
always exists a linear combination of numbers P shifted by no more than -1 positions, such that its
lower k digits are equal to the lower £ digits of an arbitrary number R.
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By the proved statement, one can perform Montgomery reduction by & digits of the current
result simultaneously when squaring on Galois fields. This will significantly speed up the basic
operation of exponentiation on Galois fields.

To do this, it is proposed once for a given generating polynomial P(x) of the Galois field for
each of the possible 2%-1 ( except for zeros ) combinations of the k -bit code ri1,7%2,...,r1,70 to
calculate the values of the sums L(P) = vj_1-25" 1P + v32-2K2.P+.. . +v;-2-P+v-P, in which the values
of k least significant digits are equal to the above combination. For given values of 71, ..., 7o, the
corresponding values Vi1, Vi, ..., v1, vo are found as a result of solving the system of equations (3).
The calculation results are presented in the form of 2*~1 tabular values T(1), T(2), ..., T(2%-1).

The value of £ is chosen to be even and such that  is evenly divisible by it.

The foregoing is illustrated by the following example. Let n=8 and the Galois field is formed
by the polynomial P(x)=x®+x*+x*+x2+1 For n=8, the number U =2" =256, and its multiplicative
inversion U~! with the above generating polynomial P(x) is equal to U™'=127; indeed 256®127 rem
P(x) =1.

This polynomial corresponds to the number P=1000111012 = 28510. The lower four digits (for
k=4) of this number are: po=1, p1=0, p>=1 u p3=1 and p3=1. In order to determine the values of vo, v1,
v and v3 at which the lower three digits of the linear combination v3-23-P @ v,-22-P @ v;-2-P ® vy-P
are equal to 1010, i.e. r3=1, =0, ri=1, ro=0it is necessary to solve the system of equations (4) which,
in the framework of the example, has the following form:

0=v,

I=v,

0=v,®v, @)
l=v,®@v, ®v,

Substituting the found value vo=0 into the third equation, it is easy to determine v,=0. Similarly,
v3=0 is deduced from the fourth equation. The found values determine the linear combination: 4-P &
P =2-285= 57010 = 0010 0011 1010,. Thus, the table value T[1010] = T[10] = 570. The four least
significant bits of this linear combination are equal to 1010. Similarly, linear combinations can be
constructed for all possible 4-bit codes from 0001 to 1111, the values of which are summarized in
Table 2.

In addition, to quickly form £-bit fragments of a polynomial square from k& / 2-bit fragments of
a number by inserting zeros between their bits, it is proposed to create and use a Z table. Such a table
contains polynomial squares obtained by inserting zeros for each of 2#2—1 k/2-bit codes. In particular,
k=4 table Z consists of three rows: Z[1] = Z[012] = 00012, Z[102] = 0100 and Z[112] = 0101.

The actions outlined above, depending only on the generating polynomial P(x) and the number
k of simultaneously processed bits, are carried out only once for cryptographic data protection
systems, since the polynomial is part of the public key.

Calculation of the square A®A rem P of the number A on the Galois field is proposed to be
performed in the following sequence:

1. The cycle counter j is set to zero: j=1, as well as the (n+k)-bit result code R: R=0.

2. Risshifted by & bits: R>>=k. The upper k digits of R are filled with a table code, the number
of which is determined by the lower 472 digits of A: Z(aw2-1,ak2-2,. . .,a1,a0).

3. If the lower £ bits of R: ri1,712,...,70 are equal to zero, go to step 4. Otherwise, the code
T[#i1,rk=2,...,70] is logically added to R: R =R @ T[ri1,r2,...,r0].

4. A is shifted by /2 bits: A>>=k/2.. Increment j: j=j+1. If j < 2-n/k, return to repeat step 2.

The following example illustrates the proposed procedure for accelerated squaring on Galois
fields. Let it be necessary to square the number A=17219 = 1010 1100, on the Galois field with the
generating polynomial P(x)=x8+x%+x*+x3 for which table 2 is constructed for k=4. The true value of
the result AQA rem P =172 ® 172 rem 285 = 11111,=31.

The dynamics of changes in R and A over steps j of the described procedure for accelerated
squaring on Galois fields is shown in Table 3.
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The result R=66 differs from the true one and is the product AQA®U™! rem P = 172®172®147
rem 285. To obtain the real square R’ of the number A=172 on the Galois field, it is necessary to
perform the Montgomery correction, that is, multiply the result R by the value U: R'=R®U rem P =
66®256 rem 285 = 31.

Table 2.
Tabular values of the results of precomputations for the Galois field with
generating polynomial P(x)= x8+x*x3+x>+1 for k=4

73,12,/1,10 T 73,12,71,10 T

1000(8) 228010 = 1000 1110 10002
0001(D) 142510=0101 1001 0001> 1001(9) 138510 =0101 0110 10012
0010(2) 285010=1011 0010 00102 1010(10) 57010 =0010 0011 10102

0011(3) | 187510=011101010011, | 1011 (11) 4027,0= 1111 1011 1011,

0100(4) | 1140,0=010001110100, | 1100(12) 322810 = 1100 1001 1100,
0101(5) | 256510=111100110101, | 110 1(13) 28510 = 0001 0001 11015
0110(6) | 399050=111110010110, | 1110 (14) 171010=0110 1010 1110,

0111(7) 85510=10011 0101 0111> 1111(15) 313510=1100 0011 1111>

Table 3
Step by step changes of variables R and A in each step execution of the procedure when squaring
A®A rem P for A=172 and P=285 for k=4.

’ Transformation R Transformation A
/ XOR Shift ( R>>=4) (A>>=2)

0 0000 0000 0000 0000 0000 1010 1100

1 — 0000 0000 0000 0010 1011

2 - 0011 0000 0000 0000 1010

3 - 0010 0011 0000 0000 0010

4 R=R®T[3] = 547@1875=0101 0100 0000 0000 0101 0100 0000 0000

5 R=R®T[4] = 84®1140= 0100 0010 0000 0000 0100 0010

Analysis of the obtained results

The main advantage of the proposed method of performing the exponentiation operation on
Galois fields is to speed up its computer implementation. This makes it possible to accelerate the
implementation of a wide range of cryptographic data protection protocols accordingly.

When exponentiation on Galois fields is utilized in information security systems, the real length
n (typically 2048 or 4096) of operands is 1 — 2 orders of magnitude greater than the capacity of the
processor. Therefore, when estimating the number of operations required for squaring, one can
neglect operations on operands whose size is less than the processor capacity and take into account
only operations on “long”, that is, n-bit operands.
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The execution of the procedure described above includes performing n/k shifts of the number
A, 2-n/k shifts of the number R, n/k operations of logical addition (XOR). Thus, the total number of
logical operations required to implement the proposed squaring procedure on the Galois field is 4-n/k.
This means that the use of the group Montgomery reduction with processing of k digits at once makes
it possible to speed up squaring on Galois fields by 0.75-k times.

Conclusion

Conducted research aimed at speeding up the computational implementation of the
exponentiation operation on Galois fields, which is basic for elliptic cryptography, yielded the
following results.A method of accelerated squaring on Galois fields is proposed and studied, which
is distinguished by the fact that it uses the algebraic properties of this operation in combination with
the application of group reduction, which allows to speed up this operation. The technology of
implementation and application of the proposed method is described in detail. Theoretically and
experimentally, it has been proven that the method provides acceleration of the square operation by
6 — 8 times, depending on the number of digits in the group. The exposition is illustrated by numerical
examples.

The application of the proposed method for the computational implementation of squaring on
Galois fields, which takes 2/3 of the calculations of the exponentiation operation on Galois fields,
allows to speed up the execution of this basic operation of a wide range of cryptographic algorithms
by 2.4 times.

The developed method is oriented for use in information protection systems based on high-
speed public key cryptography.
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ORGANIZATION OF PARALLEL EXECUTION OF MODULAR
MULTIPLICATION TO SPEED UP THE COMPUTATIONAL
IMPLEMENTATION OF PUBLIC-KEY CRYPTOGRAPHY

I. Boiarshyn, O. Markovskyi, B. Ostrovska

The article theoretically substantiates, investigates and develops a method for parallel
execution of the basic operation of public key cryptography-modular multiplication of numbers with
high bit count. It is based on a special organization of the division of the components of modular
multiplication into independent computational processes. To implement this, it is proposed to use the
Montgomery modular reduction. The described solution is illustrated with numerical examples. It has
been theoretically and experimentally proven that the proposed approach to parallelization of the
arithmetical process of modular multiplication makes it possible to speed up this important for
cryptographic tasks operation by 5 — 6 times.

Key words: modular multiplication, Montgomary modular reductions, open key cryptography,
parallel computation, multiplicative operations of modular arithmetic.

Introduction

The process of modular exponentiation, which is executed on numbers whose bit count
significantly exceeds the bit count of the processor, is the fundamental operation for a wide range of
cryptographic algorithms which are based on irreversible problems of number theory. In particular,
this operation is the basis of computational implementation of RSA, El-Gamal, digital signature
standard, FESIS scheme of strict identification of remote users [1].

The protection level of cryptographic security mechanisms, which are based on the operation
of modular multiplication, is fully determined by the bit count of the module [2]. To date, 2048 bits
have been enough for most practical tasks.

At the same time, an analysis of the dynamics of the improvement of applied problems in which
public key data protection mechanisms are practically used shows that a significant part of them is
performed in real time and requires fast implementation of the corresponding calculations. Another
vital feature of the use of modular arithmetic at the present stage of development of public key
cryptography is the increase in the number bit count used. The dynamics of the improvement of cloud
technologies potentially provides attackers with the ability to remotely access large computing power,
which can be used to break cryptographic protection mechanisms. This catalyzed the need for an
adequate increase in the level of security, which for cryptographic mechanisms with a public key can
be achieved by increasing the bit count. This leads to a noticeable increase in the time of
computational implementation of cryptographic data security mechanisms.

Therefore, the task of scientific research is to speed up calculations that implement public key
cryptographic mechanisms by using the multiprocessor capabilities of modern computer systems. The
main way of solving this problem is the parallelization of the basic operation — the modular
multiplication.

The scientific problem of speeding up modular multiplication for cryptographic information
security systems is relevant for the present stage of development of information and computer
technologies.

Problem statement and review of methods for its solution
Modern public key cryptography was founded at the operation of modular exponentiation. The
problem of rapid implementation of this operation is of key importance for the development of
information protection complexes and information security.
For personal computers and powerful systems, this problem can be solved by including crypto
processors in the hardware. To date, a significant range of cryptoprocessors [4] is commercially
produced, almost all of which implement the modular exponentiation operation at the hardware level.
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But for a wide class of mobile computer devices, terminal microcontrollers of systems for remote
control of real-world objects, in which the Internet is used as a data exchange medium, the problem
of fast implementation of the modular exponentiation operation is very acute. For many critical
applications, the use of crypto processors is unacceptable for information security reasons.

It is a widespread knowledge that the classical scheme of modular exponentiation is strictly
sequential and practically cannot be parallelized [5]. Therefore, the main point for increasing the
speed of calculating the modular exponent is the parallelization of its fundamental operation —
modular multiplication.

The operation of modular multiplication of numbers of large bit count 4 -B mod X consists of
two parts: multiplication of the components Y=4 -B and finding the residue after dividing the product
A -B by the module X. In public key cryptography, the module X is part of the public key, so it can be
considered constant [6].

Algorithms for modular multiplication are divided into two groups: gradual, in which the
multiplication 4 -B and the gradual calculation of the residue from division by the module are execute
sequentially in time and alternating, in which the operations of multiplication and finding the
remainder of the division are combined in time [7].

For modular multiplication algorithms of the first group, there are special possibilities to use
the processor's built-in multiplication instructions. To do this, N numbers that take part in the modular
multiplication operation are divided into K fragments, the length S of which is equal to the processor
bit count. Accordingly, the procedure of modular multiplication is reduced to pairwise multiplication
of fragments with gradual summation of the results obtained. This method makes it possible to use
the hardware of modern processors with high efficiency, and, in particular, the built-in circuits for
multiplication acceleration [8].

In the basic algorithm, modular reduction is executed using the operation of integer division of
a 2-s-bit dividend by a s-bit divisor to obtain a quotient and a remainder [9]. Since the division of N-
bit numbers on a s-bit processor (N>>s) is very inefficient, the reduction in the basic algorithm
requires k-(k+2.5) multiplication operations and k integer division operations [10]. To date, a number
of algorithms [11, 12] have been declared to improve the performance of the software implementation
of the modular multiplication operation. Most of them implement an increase in the performance of
modular multiplication due to the acceleration of modular reduction by eliminating the operation of
integer division, which is used in the basic algorithm [9].

Two technologies for finding the modulo modulo remainder have received the widest practical
use: Barrett's algorithm [9] and Montgomery algorithm [ 13]. The first one is funded in calculating the
minimum value of m for which 4-B — m-X < X. Accordingly, the remainder of the division is
calculated as R = A-B — m-X. Thus, Barrett's algorithm is implemented with two s-bit multiplications,
while modular multiplication 4 -B mod X using Barrett's algorithm is implemented with three.

Another technology for calculating the modulo product residue, the Montgomery algorithm, is
well adapted to the universal processor architecture. The algorithm replaces the operation of division
by a random modulus X with divisions by a power of 2, which are effectively implemented by shifts.
The modular reduction operation in Montgomery's algorithm requires k-(k+1) multiplication
operations.

The total computational complexity of the implementation of the algorithm for modular
multiplication of N-bit numbers using the Montgomery algorithm on a s-bit processor is determined
by 2-k2 + s processor multiplication operations and 4-k2+4-k+2 processor addition operations. A
significant advantage of the Montgomery algorithm is that it is relatively easy to combine in time
with the multiplication process. This allows, in the process of modular multiplication, to limit the
length of intermediate results to N + 1 and thereby reduce the amount of calculations compared to the
sequential scheme that works with 2-N-bit intermediate results [14].

Two approaches are most often used [15] to speed up modular multiplication:

— precalculations depending only on the value of the module, which are stored in a special table
memory;

— simultaneous processing of several digits of the multiplier;

— parallelization of operations of summation of fragments of a modular product.
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In practice, these three approaches are often used in combination.

The analysis of existing methods to speed up the execution of modular multiplication showed
that with limits of computational processes that run on a single processor, the possibilities of obtaining
new results are practically exhausted. This means that a further increase in the speed of the
computational implementation of the modular multiplication operation, necessary for practical
problems, can be achieved only by using the capabilities of multi-core processor architectures.

Purpose and objectives of research

The target of the research is to speed up the execution of the modular multiplication operation
on numbers, which is important for cryptographic tasks, the bit count of which significantly exceeds
the bit count of the processor, due to the organization of parallel calculation of fragments of the
modular product on multi-core computers.

The following set of tasks is solved in the work to achieve the target goal:

— analysis of the computing process of modular multiplication due the point of view of its
parallelization possibilities; description for choosing a scheme of modular reduction, which
combining in time with the multiplication process;

— creating of a method of parallel modular multiplication using a multi—core architecture, which,
due to the division of the computing process into loosely connected fragments, allows to organize
their parallel processing, due to which acceleration of the computational implementation of modular
multiplication is achieved;

— optimization of the structure of the parallel computation of the Modular multiplication
according to the criterion of maximum exploitation of processor elements;

— theoretical evaluation of the effectiveness of the developed method of accelerated modular
multiplication;

— software development and experimental evaluation of the effectiveness of the proposed
method of parallel modular multiplication of numbers, the bit count of which significantly exceeds
the bit count of the processor.

The object of research to which the article is devoted are the processes of calculating
multiplicative operations of modular arithmetic, which are performed on numbers, the length of which
is orders of magnitude greater than the bit capacity of processors.

The method of parallel calculation of the modular product on multicore processors

To achieve this target, is declared the following organization of parallel computation of the
modular product 4 -B mod X in the form of s independent computational processes. Accordingly, these
computational processes are performed on s cores. For this, the N-bit factor
A=al+al-21+a2-22+...+aN-2N, vje{l,2, ..., N}:aje{0,1}, is decomposed into s partial factors Al,
A2, ..., As with N bits. Each i-th, i €{1,2, ..., s}, N-bit partial multiplier Ai includes those =N/s
digits of the multiplier 4, the residue of dividing by s numbers of which is equal to i, the remaining
digits of the N-bit partial multiplier multipliers are zero. In other words, each i—th partial factor A4i

can be represented as:
(r=1)-s
A= a2 ()
J=i

The above can be illustrated by the following example: if the bit depth is N=12 and the number
of independent computing processes is s=3, then the factor 4 = 0011 1001 11002 = 924, is divided
into 3 partial factors, each of which contains 7=N/s=4 significant binary bits of the full multiplier 4.
The partial multiplier Ao includes every fourth, starting from the least significant, that is, the 1st, 4th
and 7th bits of the full multiplier 4: 41=0010 0000 1000,. The second partial multiplier A contains
the 2-nd, 5-th and 8-th digits of the full factor 4: 4,=0000 1001 0000,.The last, third partial factor is:
A3 =0001 0100 0100.

It is quite obvious that the disjunction of all partial factors is equal to the factor A of the modular
product: 41UA4> U... UAs = A, and the conjunction of partial products is equal to zero: 41N 4> N...
M4, = 0. This means that the modular product 4-B mod X is equal to the sum of modular products of
partial factors and multiplier B:
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A-Bmodm:(ZAi - Bmodm)modm (2)
i=1

Therefore, the separation of the significant digits of the factor A by partial factors 41, 42, ..., As,
which are independently modularly multiplied by the multiplier B, provides an increase in the speed
of calculating the modular product due to the parallelization of the process of modular multiplication.
In addition, the predominance of zeros in each of the partial factors, which are independently
multiplied by the multiplicand, creates conditions for the effective use of precalculations in the
process of calculating modulo modulus residues using the Montgomery technology [2].

Montgomery's algorithm is funded on the idea of replacing the calculation of modular reduction
modulo X with the calculation of reduction modulo M, which is a power of 2, so that division
operations are reduced to shifts.

Montgomery's technology allows instead of calculating ¥ mod X to calculate R=Y-M' mod X
without the division operation, where M is the modular inversion of M. After that, to obtain Y mod
X the calculated value of R is multiplied by M mod X: ¥ mod X = (Y-M~" mod X M mod X) mod X =
(Y-M-M") mod X = (¥-1) mod X. Thus, to compute ¥ mod X one must compute M mod X. However,
in practice, applying the Montgomery reduction X < M < 2-X, so that M mod X = M—X. That is, the
calculation of M mod X is reduced to one operation of subtracting N-bit numbers. Usually M=2N, and
the module X is a number of length N binary digits, and the most significant bit of the binary
representation of X equal to one: Xy =21,

When calculating 4-B mod X, the complexity of pre-computation and post-computation must be
taken into account. If we take into account the complexity of calculating the modular product, taking
into account the correction, which again requires the operation of modular multiplication by the
modular inversion of 2N modulo X, and multiplying it by the result using the Montgomery algorithm,
then it turns out that the complexity will be 4-X-(X+1). This means that when performing a single
operation of modular multiplication, the Montgomery algorithm has no obvious advantages over the
basic algorithm.

An analysis of these features allows us to formulate requirements for the organization scheme
of partial calculations. The implementation of this computation, together with the preservation of the
general principles on which the Montgomery algorithm is based (for example, minimization of all
intermediate results by replacing them with smaller numbers congruent in a given modulo), allows
us to obtain a working algorithm of parallel multiplication, which is more efficient. In this case, the
organization of calculations must be single-pass: to obtain the result of modular multiplication, the
calculation cycle must be performed only once. The classical Montgomery algorithm does not satisfy
this requirement, because it is two-way. To form a general result based on the results of partial
multiplications, the maximum load of processor cores is required.

As pointed, a characteristic feature of the declared variant of dividing the factor A into partial
factors is the presence of local groups of zeros, the number of which is not less than s. This allows us
to solve the problem of accelerating the calculation of the modular product by adding to the
intermediate result not a module, but a linear combination of the module P(X) chosen in such a way
that the lower s digits of the sum of the intermediate result and this linear combination Y+P(X) are
equal to zero. Accordingly, after that, the resulting sum is shifted to the right by s bits at once without
loss of significant bits. It is quite obvious that such a solution makes it possible to speed up the
reduction of the intermediate result by a factor of s at once. For the practical implementation of the
proposed technology of accelerated calculation of the remainder of the division of the intermediate
result by the module X it seems necessary to calculate in advance for each of the 2* options for possible
values of the lower s digits of the intermediate result Y the value of the linear combination of the
module P(X), the lower s digits of which are the algebraic complement of s lower digits of the
intermediate result. The results obtained from such pre-calculations are stored in the form of a table
T of pre-calculations. An example of the table 7 precomputation P(X) is given below in Table 1 for
s=3 and the value of the module X= 23®29 = 667.

The full capacity of table memory for storing the results of precomputations P(X) is N®2° bits.
he way of storing P(X) in one table presented above can be considered as a special case of partitioned
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organization of tables of precomputation results. The use of multi-section tables can significantly

reduce the amount of memory for their storage.

For example, under the conditions of the above example of the implementation of accelerated
multiplication of 2048-bit numbers on an 8-bit microcontroller with two-section memory, the amount
of memory required will be 8.57 times less than with a single-section organization of table memory.
On the other hand, the use of a multi-section organization of table memory is associated with an
increase in the execution time of modular reduction.

Table 1.
Linear Combination Precomputation Example P(m)
for module X=23-29 = 667 and S=3

low-order Y PX) low-order P(X)
Vil Dp3 P2 pi
001 3335=40X+ X 111
010 1334 =20X 110
011 4669 = 4OX + 20X + X 101
100 2668 = 40X 100
101 667 =X 011
110 4002 = 40X + 20X 010
111 2001 =2@X+ X 001

The presented method of modular multiplication with parallelization of calculations on s
processor cores involves the simultaneous execution of procedures for calculating partial products on
all processor cores, followed by their cascaded modular summation to reduce the time of generating
the result of modular multiplication.

In this case, the procedure for calculating a partial modular partial product consists in
performing the following sequence of actions:

1. The counter 4 of cycles is set to zero, as well as the Y code of the current result 4=0; Y=0.

2. The partial factor 4, with the number » is shifted to the right by »—1 binary digits:
A=A>>(r—1) with the high digits filled with zeros.

3. If the least significant digit of the partial product Y is equal to one: y1 =1, then the multiplier
B is added to the result code: Y += B.

4. If the value of the counter % of cycles is a multiple of the value s, then go to step 6.

5. To the code of the partial product Y the tabular code T[/], is added, addressed by s least
significant digits of the result code / = y1 +2@y» + ... + 25 1@y, Y += TT1].

6. Result code Y and multiplier B are shifted s bits to the right: Y= Y>>s; B = B>>s. The cycle
counter h of the algorithm is increased by one: A++, the transition to the repeated execution of
paragraph 3 of the algorithm is performed.

7. To the code of the partial product ¥, the tabular code T[/] is added, addressed by s— lower
significant digits of the result code/ = y1 +2@ys + ... + 25T 1@y r41: Y += TT1].

8. The Y result code is shifted s— bits to the right: Y=Y >>s—r.

9. End.

After performing the described procedure, Y has generated a modular product code containing
A-B-M™" mod X, where M~ is the multiplicative inversion of M=2" modulo X. To obtain the correct
result, the resulting ¥ code must be modularly multiplied by M: ¥ = M-Y mod X. However, when
performing the operation of modular multiplication as a component of modular exponentiation,
corrective multiplication by code M is performed only once, after all cycles of the classical algorithm
of modular exponentiation have been executed.

Evaluation of the effectiveness of the method of parallel modular multiplication
It is expedient to estimate the efficiency of the proposed method of modular multiplication by
means of the achieved acceleration of the computational implementation of this operation when using
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s processor cores. The numerical expression for the acceleration estimate can be the coefficient q,
which is determined by the ratio of the time # for performing modular multiplication in the form of
a single process using the Montgomery reduction to the time ¢ for performing this operation in the
form of s parallel processes using the developed method:

q=— 3)

The time # of performing the operation of modular multiplication on one processor using the
alternation of the multiplication cycle and the reduction of the precalculation result is determined by
the execution time of n cycles by the number of digits of the numbers. Each cycle, depending on the
value of the current digit of the multiplier A B, the addition of the multiplier B to the code of the
precalculation result Y is performed or not performed. After that, depending on the value of the least
significant digit of the received sum Y, the addition of the module X to the code of the precalculation
result Y is performed or not performed. ends with shifting the precalculation result code to the right
by one bit. Thus, the cycle, on average, contains two operations on n-bit numbers. If the execution
time of these operations is denoted by #y, then #1=2-N-t.

The developed procedure provides for the implementation of the multiplication of the multiplier
by the partial factor in the form of N/s cycles, in each of which the following is performed: adding
the multiplicand to the result if the least significant bit of the partial factor is equal to one, adding the
code from the precalculation table to the result, as well as shifting the multiplier and the result to the
right. Accordingly, the average number of operations on n-digit numbers is 3.5, and the value
tx=3.5-N-ty/s. Thus, the numerical value of the acceleration coefficient ¢ is determined by the
following formula:

gl 2N o570 (4)

3501,
N

Experiments on multi-core processors using a specially developed program showed the role of
the acceleration factor equal to 0.5 -s, close to the predicted theoretical estimate.

Conclusion

As a result of the research aimed at increasing the speed of computer implementation of
modular multiplication — the basic operation of public key cryptography based on unsolvable
mathematical problems of number theory, the following results were obtained:

Theoretically substantiated, developed and investigated a method for parallelizing the operation
of modular multiplication in the form of s independent parallel processes that can be executed on the
cores of modern processors, a distinctive feature of which is the division of significant digits of the
multiplier into different processes, due to which parallelization is ensured, which allows achieving
real acceleration performing this important operation for cryptographic applications. The processing
of insignificant digits of partial factors is performed in the form of Montgomery group reduction,
which is an additional acceleration factor. To implement group reduction, precomputation tables are
used, which depend only on the module and practically do not change, since the module is part of the
public key of cryptosystems.

It has been theoretically and experimentally proven that the presented method makes it
possible to speed up the computational implementation of modular multiplication by 0.57 - s times.

The developed method is focused on application in multi-core computer systems to accelerate
the implementation of a wide range of cryptographic data protection protocols with a public key.
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SIMULATION OF FLUID MOTION IN COMPLEX CLOSED SURFACES
USING A LATTICE BOLTZMANN MODEL

V. Kuzmych, M. Novotarskyi

CFD (computational fluid dynamics) modeling is used to determine the distribution of pressure,
velocity, and other movement parameters of liquids or gases. Simulation of a fluid flow in a complex
closed surface has become demandable in many scientific, medical, and industrial areas. The lattice
Boltzmann model is an efficient numerical scheme for modeling fluid flows. In this paper, we
investigate nonstationary hydrodynamic processes in closed surfaces using the Boltzmann lattice
model to simulate fluid flow in the human stomach.

Keywords: hydrodynamics, lattice Boltzmann model, simulation

Introduction

Simulations are widely used in several advanced engineering studies. A suitable numerical
method is crucial to obtain accurate results in fields such as fluid flow, thermal transfer, or mechanical
engineering.

Today, it is necessary to use an adapted numerical method in complex systems and fields that
would be too expensive, dangerous, difficult, or even impossible to study by direct experimentation.
Gastrointestinal surgery is a field of study where natural experiments or measurement of various
properties of objects or treatment is costly, complex, and unsafe in some cases.

Computational fluid dynamics (CFD) is a branch of hydromechanics that uses numerical
analysis and data structures to analyze and solve problems related to the movement of fluids.
Computers are used to perform the calculations required to simulate the free flow of a fluid and the
interaction of a fluid (liquids and gases) with surfaces defined by boundary conditions. Large and
complex problems can be solved with the use of high-speed supercomputers. Modern software
provides the accuracy and speed of modeling complex scenarios with transonic or turbulent flows.
The first experimental verification of such software is carried out using a wind tunnel, and the final
confirmation is carried out during full-scale tests, for example, flight tests.

The gastrointestinal tract is a system such that the health of the whole organism depends on its
state. It is known that a disturbance in the balance of proteins, fats, carbohydrates, vitamins, and
microelements causes many diseases. All those substances enter into an organism with food. But even
the most helpful food products do not become a source of health if the functioning of the gastroenteric
tract is violated. In this case, the necessary substances are not assimilated. Therefore, it is essential to
pay significant attention to the support of proper functioning of the gastroenteric tract. This problem
acquires a particular meaning when dealing with diseases requiring surgical intervention. Among
such conditions, the critical place is occupied by the oncologic diseases of parts of the gastroenteric
tract, gunshot injuries of the peritoneal cavity, and other illnesses which require reconstruction-
recovery operations.

Reconstructive surgery on the human digestive tract can cause negative consequences. These
effects were manifested in the appearance of unwanted deformations, so-called "blind bags," which
arose due to the formation of zones of high pressure after changes in the geometry of hollow objects
of the digestive tract during reconstructive surgery. For this reason, developing a mathematical fluid
flow model on the closed surface has become crucial in recent years.

Literature review
We developed the first series of in vitro systems to analyze human digestion [1, 2] at the
beginning of the 1990s. Despite the sizeable amount of human and animal digestive tract data,
conflicting results have been obtained [3]. The main limitation of this method is the difficulty of
reproducing the geometry and motility of the digestive tract. Unfortunately, developing an in vitro
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system capable of accurately producing the fluid mechanical forces that promote digestion is
complicated.

Singh et al. presented an advanced fluid dynamics program that offers a promising technique
to characterize the mechanisms promoting digestion [4]. It is possible to use computational fluid
dynamics for numerical simulation of the flow of gastrointestinal contents during digestion using
knowledge of the motor response of the digestive tract and the physicochemical properties of luminal
contents. Pal et al. initially attempted to simulate the gastric flow during digestion [5, 6]. Still, the
computational effort required to reproduce the geometry and motility of the stomach prevented an
excellent characterization of the system.

Such parameters play the reconstruction-recovery operations, a significant role in the pressure
distribution and the field of velocities in the region under study. The mathematical models describing
the motion of fluid under the action of peristaltic oscillations are represented most frequently by a
system of equations that includes the Navier—Stokes equation and the equation of continuity of a flow
[12]. Such an approach is sometimes called “top-down” technology. In this case, fundamental
properties of the fluid are used to calculate specific physical parameters. The boundary-value
problems, which are formed based on such a system of equations, require significant expenditures of
computer time and computational resources for their solution.

Today, modeling fluid flow in a volume with closed-moving surfaces, such as the human
digestive tract, requires significant computing resources. Using a probabilistic approach will reduce
costs for determining the fluid velocity field. Therefore, this article investigates the possibility of
using the Lattice Boltzmann Method (LBM) in fluid flow simulation inside biological objects.

LBM is one of the currently popular methods of computational fluid dynamics, which has been
successfully applied to fluid flows through porous media [13], multiphase fluid flows [14], non-
Newtonian particle flows [15], and even medical technology [16]. This method differs from
traditional CFD methods, such as the finite element method (FEM) and the finite volume method
(FVM), which aim to solve boundary value problems based on the Navier-Stokes equation
numerically. The mentioned boundary value problem considers a continuous fluid flow. The
fundamental difference of LBM is that, in this case, the fluid flow is considered as the movement of
particles with elementary fluid volumes. These particles collide in the moving process, changing the
parameters of the velocity vector under physical laws.

Our work is devoted to the application of LBM for the simulation of fluid flow processes on
complex closed surfaces based on the experience obtained by comparing the properties of fluid flow
in different closed complex geometries.

Methodology
The lattice Boltzmann method is a numerical method to solve the Boltzmann equation on a
discrete lattice:

v Tf +F Vpf + 2L = O(f), (1)

where F — an external body force, V, V,, is the gradient in position and momentum space, and A )
is the collision operator. The Boltzmann equation describes the dynamics of a fluid from a
microscopic point of view: particles, each with velocities v;, collide with a certain probability and
exchange momentum among each other. For ideal collisions, total momentum and energy are
conserved in the collisions. The Boltzmann equation expresses how the probability f(x,v,t) of
finding a particle with velocity v at a position x and at time t evolves with time.

Assuming F = 0, equation (1) will be next:

or
v Tf + L= 0(p). @
For the sake of simplicity, the collision operator is taken in the most frequently used form:

0 == (f - f). (3)
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In (3), 7 is a constant defining the time scale, which is necessary for the establishment of local
equilibrium, and f(® is the density distribution function (so-called Maxwell—Boltzmann
distribution function).

Thus, we get the Bhatnagar-Gross-Krook-model (or BGK-model) [7]:

af 1
vf + 5= (f = FC?). *)
We make discretization of this model in the space of velocities on a finite set of vectors {vy}
with regard for the conservation laws [8]. As a result, we get the system composed of Q equations:

of 1
Lk 1 vV fi =;(fk— ,fe")),k= 0,1,2,...,Q0 — 1, (5)

where f, (x,t) = f(x, vy, t) is the density distribution function associated with the direction of a

k(eq) is the equilibrium density distribution function corresponding to the vector

velocity vector vy,
Vg-
We executed the full discretization of (5) with a time step of At and a spatial step of Ax;, =

v, At [13], in order to simplify computer realization:
fk(xk + vat, t+ At) - fk(xk + vat, t) n
At

+ fre G + viedt, t) — fi(xg, t) _ —fre(xp, t) — fk(eQ)(xk. t)
Axy, a T '

Setting Ax;, = At = 1, we get the Boltzmann lattice equation

it + vt + 80 = fio©) = = (it ©) = £ (D) ©

where x;, is a point in the discretized physical space.
According to the BGK-model, Eq. (6) can be solved with the use of two steps.
1. Collision-related step:

fiGoio t + 40 = filCoi ) = 2 (o ©) = £E9 () ™
2. Flow-related step:
fi G + v At t + At) = fi(xp, t + At) (®)

In (7) and (8), the distribution function fj, describes a post-collisional state of the elementary
volume of a fluid or the particle of a substance at the point of the discrete space xj. In the BGK
model, the collisions are considered as oscillations of elementary volumes of a fluid relative to the
positions of local equilibrium.

The values of elements of the set {v},} are determined in view of the dimension of a model and
the number of connected nodes forming the lattice basic element.

The mesoscopic and macroscopic levels of the modeling are connected by means of the
following formulas:

p= fjooof(X, v, t)dv = Z,g=0fi = Zg=0 k(eq) )
u= %ff;v fGv,t)dv = %Zg=0kak%21€:0vk (eq) (10)

where u is the velocity vector of a flow in the fluid, and p is the mass density of a flow in the fluid.

Experiments
In order to achieve the practical significance of analysis of fluid flow properties in complex
closed surfaces, we prepared two 3D models of the stomach in two different states — a normal state
and an anastomosis state. We used Blender software [11] to construct these models. They are
displayed in Fig 1, Fig 2.
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To apply LBM we discretized each model into a square mesh with the size of 120 X 78 X 142.
Parameters of LBM itself are the following: R = 1000, p = 1000. We introduced boundary value
in the top as a constant flow directed to the bottom, with a velocity equal to 0.1 m/s.

We choose the D3Q19 lattice scheme [10] due to its faster performance in comparison to larger
schemes while maintaining acceptable accuracy. The velocity scheme with all v, vectors is displayed
in Fig. 3. This cubic lattice D3Q19 is defined by the following velocities:

ve = (0,0,0)
vl,Zr v3,4) v5,6 = (i 1) 0: 0)! (O' ill 0)) (07 OI il)

vy 10 = (£1,£1,0)
V1,14 = (£1,0,£1)
Vs, 18 = (0, £1,£1)

All experiments were performed on a PC with Ryzen 7 5800X CPU and 32 GB RAM, using
the Pylbm python library [9].

We measured the magnitude of fluid velocity field distribution at modeling times t = 2.5 sec
and t = 5.0 sec. Fig.4-5 show the distribution for the normal state, fig. 6—7 shows the anastomosis
state of the human stomach.

Results

Results demonstrated higher velocity magnitude near the bottom part of the stomach in case of
anastomosis than in the normal state. In addition, the anastomosis model shows the increased fluid
velocity in the “blind bag” under the stomach. In real situations, it can cause the development of
negative consequences.

We investigated the relationship between average velocity inside the stomach area and
modeling time in the states mentioned above. Fig.8 shows this relationship. During all modeling
periods, the average velocity in the normal state is higher than in anastomosis. Due to this outcome
and previously mentioned results, we can conclude that the velocity field in the anastomosis state is
irregular in comparison to the normal state of the stomach.

Fig.1. Normal stomach
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Fig.3. D3Q19 scheme
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Fig 4. Velocity field distribution in a normal state at time 2.5 sec

Fig 5. Velocity field distribution in a normal state at time 5,0 sec
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Fig 7. Velocity field distribution in anastomosis state at time 5,0 sec
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Fig.8 Average velocity during modeling

Conclusions

This paper studies the principles of simulating with the lattice Boltzmann models in fluid
motion simulation on closed surfaces. The human digestive tract was chosen as an appropriate
example of a closed surface due to the practical significance of this model.

This article studies the principles of using the lattice Boltzmann model for simulating the
movement of fluid in objects with closed surfaces. Modeling is implemented on the example of the
closed surface of the human digestive tract. Such studies are of great practical importance as they
increase the results of reconstructive operations on the human digestive tract.

The developed simulation model provided a unique insight into the fluid dynamics of gastric
contents. The conducted experiments show a clear difference in simulated behavior between the
normal state of the stomach and the state of anastomosis. This result indicates the practical
significance of our work. In addition, the proposed approach made it possible to analyze the processes
in the digestive tract in dynamics by visualizing the pressure distribution and changes in the velocity
field along the entire modeling geometry.

One of the possible implementations of the investigated method is detecting regions in the
gastrointestinal tract where values of concerned fluid flow properties are higher or lower than some
critical thresholds. It can help for better planning of surgery operations. The second possible
application can be real-time monitoring of the gastrointestinal tract during the process or post-
operation. All those implementations require accurate diagnostic tools, which can show the inner
structure and geometry of the patient’s gastrointestinal tract. There is a possibility of transforming
into a 3D model that can be handled by simulation software.

The presented approach to the dynamic simulation of fluid flows in closed surfaces of a
complex shape has a particular drawback, which is associated with insufficient accuracy in
determining changes in the pressure distribution. A further research direction is the application of
machine learning technologies to increase this accuracy.
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ZERO-KNOWLEDGE IDENTIFICATION OF REMOTE USERS BY
UTILIZATION OF PSEUDORANDOM SEQUENCES

I. Daiko, V. Selivanov, M. Chernyshevych, O. Markovskyi

The article theoretically substantiates, proposes and investigates an identification scheme
based on the concept of "zero knowledge" using irreversible generators of pseudorandom bit
sequences. Session passwords form a chain generated by selective sequence values. Secondary
identification sessions are provided in the proposed scheme to counter attacks with the displacement
of one of the remote interaction parties. The main elements of the proposed identification scheme are
developed in detail: authorization procedures, primary and secondary identification.

Key words: Zero-knowledge identification, chain of passwords, cryptographically strong
identification, generators of pseudo-random bit sequences, middle attacks.

Introduction

The high rate of progress in the technical means of the Internet, as well as the COVID-19
pandemic, have resulted in the rapid spread of remote interaction technologies. On the other hand,
progress in the field of nanotechnology has stimulated the dynamic expansion of the use of remote
computer control systems for real-world objects. A characteristic feature of such systems, which have
received the name Internet of Things (IoT), is that the Internet is used as a data transmission medium
[1]. The above-mentioned expansion of the use of remote information interaction systems to new
areas of human activity stimulates the corresponding growth of computer crimes, the purpose of
which is to affect the processes of data exchange between the parties of such interaction [2].

This requires adequate improvement and development of means of protection of processes of
remote information interaction. Mechanisms for mutual identification of remote interaction
participants occupy an important place among these tools. In recent years, there has been a significant
qualitative and quantitative increase in attacks on these mechanisms, and new forms of violation of
identification processes emerged. Accordingly, there is an objective need for the improvement of
means of identification of the parties of remote interaction to ensure the proper level of data
protection, differentiation of access rights to them, and the efficiency of implementing economic
forms of the organization of remote provision of information services.

The problem of reliable identification is particularly acute for systems of computer remote
control of objects in the real world using the Internet as a data transmission medium. The terminal
devices of such remote-control systems are portable microcontrollers with built-in radio modems.
These computing devices have low computing power, but must implement real-time identification
procedures. New methods of fast and reliable identification need to be developed for them.

Thus, the scientific task of improving the effectiveness of means of identification of participants
in remote information interaction is relevant and practically crucial given the peculiarities of the
current stage of information technology development.

Problem statement and review of methods for its solution

The effectiveness of identification mechanisms, like any other means of cryptographic data
protection, is characterized by two criteria [3]:

— the level of security, which is estimated by the number of resources needed to breach
protection;

— the amount of resources for the implementation of protection functions. As the last criterion,
the time of execution of protection functions on the computing platform of the participant of
information interaction is most often used.

Traditionally, the task of identifying a remote participant in information interaction is one of
the three fundamental tasks of modern cryptography [4]. The analysis of this problem is based on the
classic model of remote information interaction. This model takes the presence of a system that
remotely provides definite information services to a certain number of subscribers. This means that



43 Information. Computing and Intelligent svstems No 3

the specified classical model assumes an asymmetric nature of threats: the motivation to obtain illegal
access to system resources is much higher than the motivation to provide services to the user instead
of the system. Accordingly, within the framework of the classic model, the identification mechanisms
are also asymmetric in terms of both the level of security and the speed of implementation of
protective functions: for a system that serves thousands of subscribers, the identification time should
be orders of magnitude longer. Such a model sufficiently correctly reflects a wide range of real multi-
user systems, as well as a significant nature of threats to the information security of computer
management systems of real-world objects [5]. An essential element of the model is that data
exchange is carried out over potentially vulnerable Internet data transmission channels.

Within the classical model discussed above, the goal of attacks on identification mechanisms is
to gain illegal access to system resources, to obtain information exchanged between the system and
users, or to change it intentionally. The objects of the attack are the data exchange channel between
the user and the system and, in particular, Internet switching centers [6].

A passive attack on the channel involves control of the data transmitted over the channel during
the identification process. Active action on the channel involves interception of the data exchange
session after the system identifies the user (middle attacks).

Another object of attack is the system in which the identification data of its users is stored.
Technologically, the attack on the system is mainly carried out under the guise of a legal user, virus
programs, or mafia fraud, that is, by influencing the system personnel [7].

All known methods of identification of remote participants of information interaction are
divided into two classes: cryptographically strict and cryptographically weak [3].

Cryptographically strict identification methods must satisfy the following conditions:

— The password must be changed in each session of information interaction in order to protect
against passive attacks on the channel and attacks on the system in which passwords are stored.

— The system should not store any information that allows for the reproduction of subscribers'
passwords.

Accordingly, weak identification methods use permanent passwords that can potentially be
intercepted during transmission in the channel and used to illegally penetrate the system under the
guise of a legitimate user. A class of hybrid identification methods can be singled out separately,
which fulfill only one of the above conditions. This class includes, in particular, the mechanism for
identifying users of UNIX systems [3], within which only the second condition is satisfied.

In practice, cryptographically strict identification is implemented most often in the form of the
concept of "zero knowledge" [8], which is based on two provisions:

— the subscriber must have a cryptographic mechanism for generating correct passwords;

— the system must have at its disposal a cryptographic mechanism for checking the correctness
of passwords, which, however, does not allow the system itself to generate correct passwords.

Until now, a wide range of means of identification has been proposed within the framework of
the concept of "zero knowledge" [9 — 12], which uses various cryptographic mechanisms for the
formation of correct passwords and their verification by the system.

Existing methods of cryptographically strict identification can be divided into two classes:

— with unrelated session passwords;

— with session passwords related to each other.

In the identification schemes of the first type, mathematical multi-valued irreversible
transformations are used as a mechanism for checking the correctness of the subscriber's password.
In the well-known Guillou-Quisquater [9], Schnorr[10], and FESIS [11] schemes, irreversible number
theory transformations are used as such transformations. In these schemes, the impossibility for the
system to independently generate the correct session passwords is due to the analytical intractability
of the discrete logarithm problem. The possibility of using a large number of independent session
passwords is because this problem has an infinite set of solutions [3].

On the other hand, the use of number theory problems to build a mechanism for verifying the
correctness of a password has the consequence of spending considerable time on their
implementation, given the high computational complexity of performing modular exponentiation of
large-bit numbers.
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A particular increase in identification speed while preserving the above-mentioned

cryptographic properties can be achieved using the algebra of finite Galois fields [12], especially in
hardware implementation.

Significantly greater opportunities for fast cryptographically strict identification are provided
by schemes with associated session keys. In fact, if when using independent session passwords, the
user proves that he is the same one who registered in the system, then with dependent passwords, he
demonstrates that he is the same one who interacted with the system in the previous information
interaction session.

A classic identification scheme of this type [13] involves the use of an irreversible hash
transformation. At the registration stage, the subscriber forms a chain of session passwords, each
resulting from a hash transformation over the previous one. Accordingly, the subscriber uses these
passwords in reverse order, so the system has the last password session as an identification code. Due
to the irreversibility of the hash conversion, it cannot determine the next session password. Using
such a scheme provides 3 — 4 orders of magnitude faster identification than the methods discussed
above based on irreversible transformations of number theory.

An analysis of the current practice of attacks on remote interaction systems shows that when
using cryptographically strict identification schemes, the biggest threat is middle attacks [14]. These
attacks are carried out after the subscriber's identification is completed and consist in pushing him
away from informational interaction with the system.

The most effective way to counter these types of attacks is to carry out repeated identification
cycles during the information interaction session. The review showed that the most significant
disadvantage of known cryptographically strict identification schemes in current conditions is
vulnerability to middle attacks.

Purpose and objectives of research

The purpose of the work is to increase the effectiveness of cryptographically strict identification
of participants in remote information interaction due to the acceleration of the identity confirmation
process, as well as by organizing secondary cycles of contact control to counteract interaction
interception.

To achieve the set goal, the following tasks are solved in the work:

— analysis of the possibilities of use for cryptographically strict identification of the fastest—
acting standardized cryptographic mechanisms — generators of pseudo-random binary sequences;

— development and research of a method of cryptographically strict identification, which is
distinguished by the use as a mechanism for checking the correctness of the session password on the
side of the system of properties of irreversible generators of pseudorandom binary sequences, due to
which, an increase in speed is achieved and the possibility of implementing a series of secondary
accelerated identification cycles using them;

— theoretical and experimental evaluation of the effectiveness of using generators of pseudo-
random binary sequences as a mechanism for checking the correctness of the session password in
terms of speeding up the identification process, as well as increasing the level of security.

The object of research is the process of cryptographically strict identification of participants in
remote information interaction, which provides the possibility of protection against session
interception by outsiders.

The method of implementing the concept of “zero knowledge” using pseudo-random

sequences for subscriber identification

In current conditions and in the future, the level of security of identification processes
acceptable for most applied applications can be achieved only by applying the progressive
cryptographic concept of "zero knowledge." However, the main problem with the practical use of
these technologies is the need for significant dusting resources to implement the corresponding
cryptographic transformations.

A high speed of cryptographically strict identification can be achieved only when nonlinear
Boolean transformations are used as irreversible transformations. It is well known that the system of
nonlinear Boolean equations cannot be solved by analytical methods [3]. The only way to solve such
systems of nonlinear Boolean equations is to perform a complete enumeration.
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Cryptographic transformations implementing the concept of "zero knowledge" using non-linear
Boolean functions can be carried out by three known mechanisms:

— one—way hash transformations;

— cipher blocks that are used in the mode of one-way transformations;

— generators of binary pseudorandom sequences used in stream ciphers.

It is well known that current ciphers [4] provide the highest speed of cryptographic protection
of information. They are widely used for real-time encryption and decryption of telephone
conversations and transmission of video images over closed channels. The main advantage of using
pseudo-random sequences as irreversible transformations for implementing the cryptographic concept
of "zero knowledge" is a significantly faster performance than hash transformations and cipher blocks.

The developed method of rapid identification of remote interaction participants involves using
a generator of pseudorandom bit sequences by the system and each remote subscriber. Cryptography
uses generators that remember the state, non-linear Boolean functional transformations of the
transition to the next state, and the formation of the output bit. In other words, the generator circuit
fits into the well-known abstract automaton model [15]. The fundamental point here is that the
Boolean functional transformations used have high nonlinearity and meet the criterion of the
avalanche effect. This makes it impossible to reconstruct the sequence of bits of the line using the
methods of linear and differential cryptanalysis [8]. Unlike the traditional one, the automaton model
of the generator of pseudorandom bit sequences has no input signals; that is, the mathematical model
of the generator is an abstract Moore automaton. This means that the line of following the generator
states is determined uniquely with fixed settings of the feedback functions. At the same time, the
feedback functions are organized so that the line of states has a maximum period of t and includes
all possible conditions. This means the generator of pseudorandom binary sequence forming a bit
sequence of B = b1, by, ... by, b, by, ... with a repetition period .

The use of pseudorandom binary sequences in modern cryptographic data protection
mechanisms is based on the practical difficulty of restoring the entire series by its k-bit fragment b1,
b, ..., br. The complexity of this problem is due to the nonlinearity of the output bit formation
function based on the status code of the generator, which transforms the task of restoring the sequence
into a system of nonlinear Boolean equations that cannot be solved analytically. This means that the
only way to restore the series by its fragment is an enumeration, which with current values of the
period t goes far beyond the possibilities of technical implementation. In a practical sense, this means
that knowing the algorithm of the pseudorandom bit sequence generator for its given fragment, it is
impossible to restore the state of the generator, starting from which the given segment is generated.

The developed method of cryptographically strict identification of participants of remote
information interaction involves the procedures of system subscriber registration, identification at the
beginning of the session, and secondary identification, which is carried out periodically during the
current session.

The first of the mentioned procedures is that a chain of m session passwords is formed, stored
in the subscriber's memory, and its first element is sent to the system that performs identification. The
procedure is performed in the following order:

1. The subscriber randomly generates the code S of the generator status of pseudo-random
sequences on the m-th identification session. The setting of the Boolean function of the output signal's
formation is performed, as well as the setting of the feedback functions of the generator.

2. The selected code Sy is loaded into the generator's memory, after which a sequence of & bits
is formed, which form the session password S.1.

3. The value of m decreases by one: m = m — 1. If after that m > 0, a return is made to the
execution of the previous item 2.

4. The pseudo-random bit sequence generator setting codes chosen by the subscriber and the Sy
code are encrypted with the system's public key and sent to it. The generated sequence of codes Si,
S, ..., Sm of the generator state is stored in the subscriber's memory.

5. The system receives the registration message from the subscriber, decrypts it with its private
key, and stores the value of the codes of the subscriber's generator settings and the So code in the
memory area allocated for the subscriber's service.
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The developed subscriber identification procedure at the beginning of the i-th session of

information interaction, i € {1, 2, ..., m} includes the following actions:

1. The subscriber sends the i-th S; code to the system, which plays the role of a session password.
In addition, the subscriber initiates the operation of the generator of pseudo-random bit sequences
with the start code S; and forms a line with a length of k + d bits. The first £ bits of the generated
series constitute the X code, and the last d bits set the U code.

2. The remote system receives an initialization code from the subscriber via the Internet, by
which it selects the setting codes for the generator to work with the subscriber from memory. Then
the system adjusts the generator by the read codes. After receiving the session password code Si from
the subscriber, the system initiates the operation of the generator of pseudo-random bit sequences
with the start code S; and forms a line of length £ + d bits. The first & bits of the formed series form
the Y code, and the last d bits form the W code.

3. The system compares the Y code generated from the generator operation with the S;-1 code
of the previous session password stored in the memory. Suppose these codes are identical, i.e.,
Si-1 =Y. In that case, the primary identification of the subscriber in the current session is considered
successful, and system resources determined by his status are provided to him. The Si1 code in the
system memory is replaced by the accepted session password S;. In addition, the system sends the
user the code W generated by it. If S; | # Y, the system sends a zero code to the subscriber.

4. The subscriber receives the access rights granting code from the system: if it is zero, the
system has not identified it. Otherwise, the received code W is compared by the subscriber with the
code U: if U = W, then the user gets confirmation that he has a remote interaction session with the
system. In this case, he starts an information interaction session.

The developed procedure for the basic identification of the subscriber by the system
corresponds to the above criteria of the theoretical concept of "zero" knowledge. The first of these
criteria is satisfied because the session password codes Si, Sz, ..., S» used by the subscriber are all
different. In practice, this is guaranteed by the appropriate choice of their length — . It is also quite
evident that the system, having the Si-1 code at its disposal, is not able to obtain the code of the next
session password, even knowing the settings of the Boolean functions of the output signal formation
and the feedback function of the generator of pseudo-random bit sequences. It is not difficult to show
that the specified problem in the mathematical sense is identical to the solution of a system of k
nonlinear Boolean equations, which cannot be solved analytically. Thus, the second criterion of the
concept of "zero" knowledge is fulfilled: the system cannot generate the subscriber's correct session
password.

To protect against attempts to intercept the process of information interaction between the
system and the subscriber after its identification by blocking at the switching centers of global
networks, the procedure for intermediate identification of the participants of the information
interaction has also been developed within the framework of the proposed method, which makes it
possible to periodically check the identity of the participants of the information interaction. This
procedure consists of the following sequence of actions:

1. The system periodically, without additional generator setting, forms a 2-d-bit pseudo-random
sequence, the first d bits of which form the Q code and the last d-the G code. The system sends the G
code obtained in this way via the Internet to the subscriber with whom the information interaction is
carried out.

2. The subscriber receives the G code from the system and initiates re-identification. For this,
the subscriber, without additional adjustment of his generator, generates a 2-d-bit pseudo-random
sequence, the first d bits of which form the V' code, and the last d bits constitute the C code. After
that, the subscriber compares the generated code C, and the code G received from the system: if G =
C, then this means that the system supports information interaction with it. In this case, the subscriber
sends the V' code he generated to the system.

3. The system receives the V' code from the subscriber and compares it with the Q code
generated using the system generator. If these codes match, i.e., V' = Q, then the system makes sure
that the information interaction takes place in the subscriber and that he was not pushed out of the
session by an intruder.
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Thus, the use of the described procedure for secondary identification of participants in remote
information interaction allows you to reliably detect the presence of attacks on a session after its start.
It is quite obvious that the resource costs for secondary identification are an order of magnitude lower
compared to primary identification. This allows for secondary identification during the session
without appreciable impact on the speed of data transfer between participants.

Effectiveness evaluation of the method

The main criteria for the effectiveness of systems for identifying participants in remote
information interaction are the level of security and the speed of technical implementation of
protection procedures.

The task of breaking the proposed method of cryptographically strict identification is identical
to the task of predicting a pseudorandom binary sequence. When using standardized cryptographic
generators of pseudo-random bit sequences, this task is one whose practical implementation is beyond
technical capabilities [4]. In order to break the security of the system, that is, to simulate access to it
by a legitimate user, it needs to determine two components: the number /x of sequence generation
steps and the initial state Ox. This can only be done by sorting.

The possibility of implementing basic and repeated identification cycles using a single
mechanism — a cryptographic generator of pseudorandom bit sequences — is the main advantage of
the proposed method of cryptographically strict identification. Reputed cryptographically strict
identification schemes [9 — 12] do not provide such a possibility. Another significant practical benefit
of the developed technique of cryptographically rigorous identification compared to noted ones is
much faster performance.

In the software implementation of the SHA-256 standardized hash transformation, the most
common in practice, 64 cycles are performed, in each of which 6 shifts, 15 arithmetic addition
operations, 5 logical AND operations, 6 logical XOR operations are performed, i.e. a total of 2048
operations.

With the software implementation of the AES cipher block in the minimum configuration, 10
cycles are performed, in each of which the logical XOR operation of the data block with the key is
performed (4 processor operations), 16 operations of accessing the byte substitution tables of the data
matrix, 3 cyclic shift operations for shuffling the rows of this matrix, 8 shift and logical addition
operations to shuffle the columns of the data matrix. The total number of processor operations is
therefore 310 processor operations.

Structures of generators of pseudorandom generators are much simpler and dozens of processor
operations are used to generate one bit, which is much less compared to cipher blocks or hash
transformations.

It is proved [3] that block ciphers and hash converters, which are used in known
cryptographically strict identification schemes, have a lower speed order of magnitude than
generators of pseudorandom bit sequences.

Unlike known methods, only one pass of a password is used for a single identification session
over potentially dangerous data lines.

The proposed method of cryptographically strict identification allows to detect the fact of an
attempt to oust a legal participant of information interaction from the session. The attacker does not
know the settings of the pseudorandom sequence generator, so he cannot generate the correct
sequence of bits that confirms the presence of an information contact. However, the developed
method does not protect the process of remote interaction for types of attacks in which the attacker
fully controls the information flows between the interaction parties at the switching center. To
implement such protection, it is necessary to use a generator of pseudo-random sequences for stream
encryption of data exchanged by participants of information interaction. The use of a generator of
pseudorandom binary sequences within the framework of the proposed solution allows the use of a
single cryptographic mechanism for data identification and encryption.

Conclusion
Conducted research aimed at increasing the effectiveness of cryptographically strict
identification of participants in remote information interaction allowed to obtain the following results:
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It has been established that the main shortcomings of existing schemes of cryptographically

strict identification in modern conditions are insufficient speed, as well as the inability to resist new
types of attacks, in particular, displacement of the subscriber from the process of remote information
interaction after his identification by the system.

A method of cryptographically strict identification has been developed and researched, which
is distinguished by the use as a mechanism for checking the correctness of the session password on
the system side of the properties of irreversible generators of pseudorandom binary sequences, due to
which we achieve an increase in performance and the possibility of implementing a series of
secondary accelerated identification cycles using them;

The proposed method of accelerated identification of participants of remote information
interaction is oriented for use in real-time computer control systems of remote objects using global
networks.
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ORGANIZATION OF PROTECTED FILTERING OF IMAGES IN CLOUDS
A. Mirataei, O. Rusanova, K.Tribynska, O. Markovskyi

The article proposes an approach to using cloud technologies to accelerate the filtering of
image streams while ensuring their protection during processing on remote computer systems.
Homomorphic encryption of images during their remote filtering is proposed to be carried out by
shuffling rows of pixel matrices. This provides a high level of protection against attempts to illegally
restore images on computer systems that filter them. The developed approach makes it possible to
speed up the performance of this important image processing operation by 1 — 2 orders of magnitude.

Key words: Arithmetic mean filtration, images processing, homomorphic encryption, secure
clouds computing.

Introduction

One of the defining features of the current stage of information technology development is the
rapid process of qualitative improvement of the interface between computer systems and the outside
world. Image processing, analysis and recognition is a key element of computer perception of objects
in the outside world. Solving these problems includes a number of stages, one of which is improving
the quality of the image and updating it, that is, removing elements from it that do not carry useful
information for solving a specific problem of image analysis. The main tool of the image updating
process is its filtering. In addition to performing the task of updating, image filtering ensures an
increase in their quality by removing the interference that occurred during image reception and
transmission [1].

In practice, two types of filtering are used: median and arithmetic mean. Both types of filtering
involve scanning the image with an aperture of a certain size and are characterized by significant
resource consumption, proportional to the product of the number of pixels in the image by the square
of the aperture size. On the other hand, image filtering procedures allow simultaneous processing of
several of their fragments. This determines the feasibility of using multiprocessor computer systems
for image filtering [2].

For most practical applications of image analysis, it must be performed in real-time on terminal
low-power microcontrollers. This dictates the need to involve remote powerful computer systems
using the capabilities of modern cloud technologies to perform resource-intensive analysis and image
recognition operations [3]. Currently, the vast majority of terminal microcontrollers are equipped
with built-in radio modems, which makes it possible to connect them to the Internet. A significant
obstacle to the use of cloud technologies for the radical acceleration of image processing is that, for
a significant part of practical applications, the condition of confidentiality must be fulfilled, which
excludes the possibility of access to the images by third parties who can potentially use this
information to disrupt the operation of computer health monitoring systems objects of the real world.
Based on this, the task of protecting images in the process of their processing and, in particular,
filtering, on remote computer systems arises. In practical terms, we are talking about homomorphic
encryption of images. which makes it impossible to illegally reconstruct them on remote computer
systems performing filtering.

Thus, the scientific task of ensuring the protection of images in the process of their filtering on
uncontrolled remote multiprocessor computing systems is relevant and practically important for the
current stage of development of computer technologies.

Problem statement and review of methods for its solution
The need for significant computing resources is characteristic of all image processing, analysis,
and recognition tasks. This is due to the fact that modern images consist of millions of dots, and the
continuous process of improving their quality results in an increase in the number of dots. In addition,
modern image processing algorithms are constantly becoming more complex. Thus, trends in the use
of computer image analysis in modern conditions dictate the need for a significant increase in the
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amount of computing resources, the growth rates of which significantly outpace the progress of
increasing the speed of processors [1]. With this in mind, the most effective way to speed up computer
image processing is to use cloud technologies that provide access to practically unlimited computing
resources [4].

The main obstacle to the implementation of this possibility is that for the vast majority of
practical applications it is unacceptable to transfer images to potentially accessible remote computer
systems. Therefore, for the possibility of remote processing and analysis of images, it is necessary to
carry out their homomorphic encryption, which allows processing with the possibility of decrypting
the obtained results. For estimate of effectiveness of such type encryption is used followed criterias

[5].

Acceleration of the implementation of filtering due to the use of cloud systems, which is
estimated by the coefficient y. The value of this coefficient is determined by the ratio of the time 7o
of filtering the image on the terminal device to the time 7.4 of its performing homomorphic encryption
of the image and decryption of the obtained results:

T,

VEo (1)

ed

The level of security of images when using homomorphic encryption, which is estimated by the
amount of resources needed to carry out illegal image restoration on a remote computer system.

In the last decade, results were obtained [6,7], which show the fundamental possibility of
creating homomorphic ciphers invariant to processing procedures. However, the computational
complexity of the samples of such ciphers created so far makes their practical use impractical.

Therefore, in practice, specialized homomorphic ciphers adapted to certain data processing
procedures are used. For the tasks of secure filtering of images on remote computer systems, a number
of specialized homomorphic ciphers have also been proposed to date [8,9]. The vast majority of them
are based on additive masking of image pixels. The essence of additive masking is that when masking
an image, which is given by the matrix B=|b;j||, i€ {1,2,...n},je{1,2,...,m}, an image is created-
mask, which is given by the matrix V==||v;;||. When performing median filtering with an aperture of
odd size A, its central element bj+(i+1)2,++1)2 is replaced by the median 42 of the aperture pixels. It is
obvious that the additive masking should be performed in such a way that the order between the
values of the aperture pixels is not violated, that is, the code of each pixel of the mask v;; should
depend on the corresponding code of the original image. This significantly reduces the effectiveness
of additive masking due to the fact that significant computing resources are spent on homomorphic
encryption and decryption. With arithmetic mean filtering, the central element bi(i+1)2,+¢+1y2 of the
aperture is replaced by the arithmetic mean of its pixels:

h

. : 1 !
VZ = 1927'-7 n, ] = 1727'-7 m: bi,j = h_2 ) Z zbi+l,_j+q . (2)
I=1 g=1
The operation of additive encryption consists in adding to each pixel of the original image the
corresponding pixel of the mask: u;; = b;;j + vij. On the remote computer system, filtering of the
masked image U is performed, during which a new value u;; is formed in the form:

1 h h 1 h h 1 h h
Ui =g DIP I e 22 Biteg + I DIPIIE 3)
I=1 g=1 I=1 g=1 I=1 g=1

It follows from formula (3) that the result of remote filtering is the sum of the result of filtering
the original image B and the mask V. Accordingly, homomorphic encryption consists in subtracting
from each pixel of the resulting image U the code of the pixel of the same name as the result of mask
filtering.

The main disadvantage of homomorphic ciphers based on additive masking is that it requires
an additional mask image filtering procedure. In paper [10], it is proposed to randomly select one of
the previously filtered images as a mask. For a wide range of practical applications, the stream of
processed images is sufficiently correlated, which significantly reduces the level of security of images
during their remote processing. Therefore, a significant drawback of the additive masking method
using a permanent mask or one of the previously filtered images is that it does not provide a high
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level of security. Accordingly, the disadvantage of the known method of homomorphic encryption of
images during their remote filtering is an insufficiently high level of security.

Purpose and objectives of research

The purpose of the work is to increase the efficiency of secure image processing in the clouds,
in particular, their arithmetic mean filtering on remote computer systems by increasing the level of
security.

The main tasks of the research in accordance with the set goal are as follows.

1. Analysis of computational operations of arithmetic mean filtering, identification of
homomorphic ciphers invariant to the filtering procedure, and selection of the most effective of them
for further development.

2. Development of a method of homomorphic encryption of images based on string
permutations to increase the level of security during remote arithmetic mean filtering.

3. Theoretical and experimental evaluation of homomorphic encryption efficiency indicators
based on changing the order of lines during arithmetic mean filtering on remote computer systems.

The object of research is the processes of homomorphic encryption of images for their
protected arithmetic mean filtering in clouds.

Method of homomorphic encryption of image upon arithmetic mean filtration

The conducted analysis of the possibilities of increasing the efficiency of protected filtering of
images in the clouds allows us to conclude that the most promising way to achieve the goal is to use
mixing. This procedure, traditional for cryptography, does not require significant computing
resources and can be performed directly during image transmission. In favor of such a conclusion,
the fact that the significant amount of information contained in modern images makes shuffling a
sufficiently effective means of protection against attempts to reconstruct images using technologies
of directed enumeration or statistical analysis. Based on this, the basis of the proposed method of
homomorphic encryption of images during their arithmetic mean filtering is their mixing.

Within the framework of the developed method, the original image B is transformed into an
encrypted image U by rearranging its lines in a certain order. At the same time, the order of
permutation of the rows of the image matrix B is used as a key for its homomorphic encryption. After
homomorphic encryption, the image U is sent to a remote computer system where it is partially
filtered. The image R obtained as a result of such filtering is returned to the terminal microcontroller,
which performs homomorphic decoding of R by restoring the order of lines, and also performs the
final filtering phase.

The order of shuffling the rows of matrix B is chosen arbitrarily and fixed in the form of a table
Q of direct permutation. From the table Q, the table G of the reverse permutation is formed, so that
the condition a=G(Q(a)) is fulfilled. Table G is used for homomorphic decryption of remote
processing results.

The proposed method of homomorphic encryption of images for their protected arithmetic mean
filtering on remote computer systems involves the periodic operation of generating tables of forward
Q and reverse G permutation of matrix rows of image pixels.

The process of remote secure processing of the image specified by the matrix B, according to
the proposed method, consists of the following sequence of actions:

1. According to table Q, the rows of the matrix B are permuted, in the result matrix U of the
encrypted image is formed:

Uy Uy iy,
21 %22 2m
U =

u.u

nl “n2 " nm
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2. The U matrix of the shuffled image obtained as a result of the homomorphic encryption
described above is sent to a remote computer system.

3 On a remote computer system, a partial arithmetic average filtering of the elements of the
matrix U is performed. The result of this operation is formed in the form of a matrix C:

C1 Cpp i Cyyy

Cy1 Cpp-+-Cyyy

€, Cpy--C,

m

The procedure of partial arithmetic mean filtering provided by the developed method consists
in replacing each element u;; of the matrix U divided by 4? by the sum of 4 elements of the fragment

of the i-th row of the matrix, such that its central element belongs to the j-th column of the matrix:
J+hl2

Vie{(h+1)/2,.,n—(h=1)/2}, je{(h+1)/2,...m—(h-1)/2}:c, ; = e Zul_’, )
I=j—h/2
4. Formed as a result of partial arithmetic mean filtering on remote computer systems, matrix
C is returned to the computer platform that performs image processing and analysis.
5. Over the received matrix C, the reverse permutation of rows is performed using table G; as
a result, the matrix F is formed.
6. On the matrix F, the operation of the final stage of filtering is performed, which consists in
the fact that each element f;; of the matrix F' is replaced by the sum of h elements of the fragment
formed by the j-th column, and the central element of this fragment is the element belonging to the

i-th row matrices F :
ith/2

Vie{(h+1)/2,.,n—(h=1)/2}, je{(h+1)/2,..m—(h=1)/2}: f, = Zflj .
I=i~h2
The image F formed by the described procedure is a filtered original image B with an aperture
equal to A.

Evaluation of the developed method effectiveness

Evaluation of the effectiveness of the developed and proposed method of protected remote
arithmetic mean filtering can be carried out according to the criteria specified in the review section.

Acceleration of the implementation of filtering due to the use of cloud systems is estimated by
the coefficient y. To determine it, it is necessary to determine the spent time 7 filtering the image on
the terminal device, as well as the time 7.4 for it to perform homomorphic encryption of the image
and decrypt the results received from the cloud. When performing filtering on the terminal
microcontroller of the image processing system, /4> addition operations and one division operation
must be performed for each of the n-m image points. Considering that the execution time of the
division command is about 50 times longer than the addition operation [11], the numerical value of
To can be estimated by the expression: To ~ n-m-(h> +50)-t. , where f, is the execution time of the
addition command on the terminal microcontroller.

The time 7. for the execution of encryption, decryption and the final filtering stage by the
terminal microcontroller is determined by calculating the following. The proposed method for
homomorphic encryption of images before their transmission to the cloud does not involve special
calculations, as it is reduced to permuting the rows of the pixel matrix. Technologically, the process
of permuting the rows of the matrix is reduced to changing the order of transferring image points to
the network and, accordingly, does not require additional time. That is, the process of homomorphic
image encryption in reality can be combined with the process of data transmission from the terminal
microcontroller to a remote computer system.

Similarly, the process of homomorphic decoding of a partially filtered image, which is carried
out by reverse shuffling of the image pixel matrix rows using table G, can be combined with the
process of transferring a partially filtered image from a remote computer system to a terminal
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microcontroller. This means that in the proposed method of their protected arithmetic average
filtering of images in the cloud, the decryption process also does not require additional time resources
of the terminal microcontroller. This property of permutation ciphers combined with the remote
nature of image processing, which requires cycles of transmission over the Internet, is the main factor
in the increased efficiency of homomorphic encryption compared to other known methods of
specialized homomorphic encryption in terms of image processing acceleration.

Thus, the time 7. when using the proposed method is determined by the time required to
perform the final stage of filtering, which, in accordance with formula (5), consists in adding h
numbers from the matrix F for each pixel of the specified matrix. Realistically, when scanning the
matrix of images, it is more expedient not to recalculate the sum, but to perform only two operations:
to subtract the value of the element that goes beyond the boundaries of the fragment during scanning
and to add the value of the element that entered the boundaries of the fragment. That is, the process
of processing each point of the image in the process of the final stage of its filtering requires only two
arithmetic operations. In other words, the numerical value of time 7.q is determined by the product
Tea = n-m-2-t,. Accordingly, the value of the coefficient y of accelerating the implementation of
filtering due to the use of cloud systems is calculated as:

T, m-n-t,-(h*>+50) 1
T, m-n-2-t, 2

For example, with a value of 4 = 15 typical for practical applications, calculated according to
formula (6), the value of the coefficient y of accelerating the implementation of filtering due to the
use of cloud technologies is 137,5. According to experimental research, the value of the coefficient y
is slightly smaller and is about 130. The obtained value of the coefficient y practically coincides with
the estimation of acceleration of filtering for the fastest known variants of homomorphic encryption
of images by the method of additive masking.

When applying the proposed method of secure image filtering on remote computer systems, the
time required to process each point of the image consists of the time of performing % operations of
arithmetic addition, as well as the time of performing the operation of division by the square of the
aperture size 4? of the received sum using one division command . In other words, the specific weight
v of operations performed on the terminal microcontroller during the implementation of the final
stage in the total volume of arithmetic mean filtering operations is determined by the following
expression:

-(h* +50). (6)

I, _ nm-2-ht, 2

T, n-m-t,-(h+50) h+50’ ™
where Tt is the processing time on the terminal microcontroller of one point during partial arithmetic
mean filtering of the image. At the value /=15 typical for real applications, the value of the specific
weight v of operations performed on the terminal microcontroller is v = 0.0307 or 3.07%, calculated
by formula (7). For additive masking of images with their protected processing in the cloud, this
indicator is 4.5%.

The analysis of formula (7) indicates that in the proposed method of homomorphic encryption
of images, only about 3% of the volume of calculations related to filtering is carried out on the
terminal microcontroller, and, accordingly, 97% of the volume of calculations is implemented on
remote computer systems. Thus, the conducted analysis proved that compared to other known
methods of homomorphic encryption of images with their remote arithmetic mean filtering, the
proposed method based on permutations of rows of the image matrix has better time indicators
compared to the known method of additive masking. This effect is achieved due to the fact that the
proposed method is based on permutation operations, which can be combined in practice with data
transfer processes from the terminal microcontroller to cloud systems and back.

However, the main advantage of the proposed method of protecting images from their illegal
reconstruction during filtering on remote computer systems is a significantly higher level of security.

Known methods of homomorphic encryption of images for their protected arithmetic mean
filtering, in particular, methods based on additive masking, actually have to use the same mask for
image processing, for which arithmetic mean filtering needs to be performed on the user's computing
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platform. The use of one mask for homomorphic encryption of several images makes it possible to
detect this by means of spectral analysis. Accordingly, the party carrying out the attack has the
opportunity to restore the masking image and, accordingly, decipher the real image in the process of
its processing on a remote computer system not controlled by the user.

The level of security of an image can be estimated by the amount of resources required by the
party aiming to restore the original image. When using the developed method of homomorphic
encryption of images for their protected arithmetic mean filtering, the number d of possible
permutations of rows of the pixel matrix is n!. For real images, the number of n rows of the pixel
matrix is 1024, respectively, the number of d options for permuting the columns of such an image is
d=1024! = 6.421-10%%%°, 1t is clear that the analysis of such a large number of options makes it
practically impossible to restore the original image by selecting the reverse permutation, since the
selection of such a significant number of options is far beyond the scope of technical implementation
with modern computer means. The implementation of such a large number of options is impossible
even in the near term of 20 — 40 years, even if the capabilities of quantum computers are used.

For certain classes of contour images, the volume of the considered search can be significantly
reduced due to directional image reconstruction. This technology involves selecting rows in such a
way that two adjacent ones are minimally different from each other. The conducted experimental
studies showed that for real contour images, the volume of the search can be reduced by 2 — 3 orders
of magnitude in this way. But it is quite clear that reducing the sorting order by 0.02% does not
significantly affect the technical implementation of such sorting by modern computer means.Even
with the application of the described technology, the selection of such a significant number of options
is far beyond the scope of modern technical implementation capabilities. When processing images of
these classes using the developed method, it is recommended to organize simultaneous filtering of a
group of k images. At the same time, n rows of k£ images can be rearranged according to the proposed
technology within the group. The number of images within one group does not affect the time taken
to encrypt the image before sending it to the network and the final filtering phase. However, the
number of permutation options increases to (n-k)!, which very effectively increases the level of
security of images. for example, even with k=2, the number of row sorting options is 1.67-103%4,

Conclusion

As a result of research aimed at increasing the level of security of images when filtering them
on remote computer systems, a new method of homomorphic encryption was theoretically
substantiated, developed and researched.

The proposed method of homomorphic encryption of images to protect against their illegal
reconstruction during arithmetic mean filtering on remote computer systems differs in that the main
element of protection is the shuffling of image pixel matrix rows. The shuffling order can change
randomly and serves as a secret key for homomorphic encryption of images. Within the framework
of the developed method, procedures for partial arithmetic mean filtering, which is carried out on
remote systems, as well as procedures for the final stage of filtering are defined, which is carried out
on a terminal platform that performs processing and analysis of a real image. The developed method
of protected filtering based on shuffling the rows of the pixel matrix allows, due to the use of remote
computing power, to speed up this operation by 1 — 2 orders of magnitude, which practically coincides
with the similar indicator of the fastest-acting variant of image protection based on additive masking.

The main advantage of the developed method is a much higher level of protection against
attempts, using statistical analysis, to gain illegal access to images during their processing on remote
computer systems not controlled by the user.

The proposed method can be used to speed up the processing and analysis of images by terminal
devices of computer systems for remote monitoring of the state of real-world objects and their
management.

References
[1] J. C. Russ and Neal Brent F, The image processing handbook. Boca Raton, Fla.: Crc, 2017, p.
1053.



55 Information. Computing and Intelligent svstems No 3

[2] O. P. Markovskyi, A. M. Bilashevska, and M. O. Nevdashenko, “Protected implementation of
image filtration on GRID systems,” Visnik of National Technical University of Ukraine “KPI”
Informatics, Control and Computer Engineering, no. 61, pp. 105-109, 2014,

[3] V. A. Sathish and T. A. Sangeetha, “Cloud-based Image Processing with Data Priority
Distribution Mechanism,” Journal of Computer Applications, vol. 6, no. 1, pp. 68, 2013.

[4] M. M. Boroujerdi and S. Nazem, “Cloud Computing: Changing cogitation about computing,”
1JCSI International Journal of Computer Science Issues. vol. 9, no. 3, pp. 169-180, 2012.

[5] O. P. Markovskyi, I. O. Humeniuk, Alireza Mirataei, Ya. . Toroshanko, and M. O. Voloshchuk,
“METHOD FOR SPEED UP PROTECTED IMAGE FILTRATION IN CLOUDS,”
Telekomunikacijni ta informacijni tehnologii, vol. 4, no. 65, pp. 99-110, Jan. 2019, doi:
https://doi.org/10.31673/2412-4338.2019.049911.

[6] van Dijk, C. Gentry, S. Halevi, and V. Vaikuntanathan, “Fully Homomorphic Encryption over the
Integers,” in Advances in Cryptology — EUROCRYPT 2010, H. Gilbert, Ed., Berlin, Heidelberg:
Springer Berlin Heidelberg, 2010, pp. 24-43.

[7] C. Gentry and S. Halevi, “Implementing Gentry’s FullyHomomorphic Encryption Scheme,” in
Advances in Cryptology — EUROCRYPT 2011, K. G. Paterson, Ed., Berlin, Heidelberg: Springer
Berlin Heidelberg, 2011, pp. 129-148.

[8] O. P. Markovskyi, I. O. Humeniuk, Alireza Mirataei, Ya. I. Toroshanko, and M. O. Voloshchuk,
“METHOD FOR SPEED UP PROTECTED IMAGE FILTRATION IN CLOUDS,”
Telekomunikacijni ta informacijni tehnologii, vol. 4, no. 65, pp. 99-110, Jan. 2019, doi:
https://doi.org/10.31673/2412-4338.2019.049911.

[9] M. Ahmed and Mohammad Ashraf Hossain, “Cloud Computing and Security Issues in the Cloud,”
International Journal of Network Security & Its Applications, vol. 6, no. 1, pp. 25-36, 2014,
doi: https://doi.org/10.5121/ijnsa.2014.6103.

[10] I. O. Humenuk, “Method removed Arithmetic mean filtration of images,” Almanac of sciense,
vol. 11, no. 32, pp. 40-43, 2019.

[11] A. Subero, Programming PIC Microcontrollers with XC8, 1st ed. CA: Apress Berkeley, 2018,
p. 434. doi: https://doi.org/10.1007/978-1-4842-3273-6.




UDC 004.056.5 DOI: https://doi.org/10.20535/2708-4930.3.2022.265479

FAST SECURE CALCULATION OF THE OPEN KEY
CRYPTOGRAPHY PROCEDURES FOR IOT IN CLOUDS

A. Mirataei, M. Haidukevych, O. Markovskyi

The article proposes a method for accelerating the implementation of cryptographic data
protection mechanisms on embedded loT terminal microcontrollers, the basic operation of which
is the modular exponentiation of high-capacity numbers. The method is based on the use of remote
computer systems to speed up calculations and provides protection against the reconstruction of
the secret keys of cryptosystems from data transmitted to the cloud. It has been theoretically and
experimentally proven that the method allows, on average, 50 times, to speed up the
implementation of cryptographic data protection protocols in loT while providing a level of
security sufficient for most practical applications.

Key words: Modular exponentiation, secure cloud computing, IloT security, RSA
cryptosystems.

Introduction

The dynamic development of Internet technologies led to the emergence and rapid spread of
remote-control systems for real-world objects. Such systems are called the Internet of Things. Real-
world objects are directly controlled using portable embedded microcontrollers that are equipped with
radio modems for Internet communication with a central computer. According to [1], today the
number of such microcontrollers significantly exceeds the number of personal computers.

At the same time, there is a steady trend towards expanding the scope of the Internet of Things.
For most areas of application of the Internet of Things, the issue of ensuring reliable protection against
external influence is critical. The potential threat of such influence is due to the fact that data exchange
is carried out directly through the open Internet. Accordingly, to ensure reliable protection of the
Internet of Things, it is necessary to realize the possibility of fully using cryptographic protocols for
information protection [2].

The vast majority of existing information protection protocols involve the use of public key
cryptography. The basic computational operation of such cryptography is modular exponentiation,
which is performed with large numbers. In particular, currently this operation uses 2048-bit numbers
with the prospect of growth to 4096 in the coming years. Performing a modular exponentiation
operation on numbers of such a digit size requires a significant amount of computing and time
resources. Embedded portable low-bit microcontrollers of the Internet of Things do not have enough
computing power to implement such complex calculations in real time. In recent years, the most
acceptable way to solve the problem of the shortage of computing power is to use cloud technologies
[3]. Such technologies provide access to significant computing resources of remote computer
systems, including those that have modular exponentiation hardware.

Direct use of these resources by microcontrollers of the Internet of Things to implement
cryptographic protocols is impossible, since these calculations contain secret keys. Accordingly, there
is a need for such an organization of modular exponentiation, in which the majority of the volume of
calculations is performed on a remote computer system, while it is practically impossible to recover
the secret keys based on the data provided to it.

Thus, the scientific task of developing a method of secure modular exponentiation in the cloud
to accelerate the implementation of cryptographic protection protocols in the Internet of Things is
relevant for the current stage of information technology development.

Problem statement and review of methods for its solution
In recent years, the use of cloud technologies has become the dominant approach to solving the
problem of the shortage of computing power in solving applied problems [3]. These technologies
allow using the Internet to provide a wide range of users with significant computing power of modern
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multiprocessor computer systems to quickly solve their applied problems. In fact, within the
framework of cloud technologies, the effect of virtualization of the availability of significant
computing power to users is achieved. This approach not only increases the capabilities of users by
orders of magnitude, but also ensures the economic efficiency of creating high-capacity computer
systems [4].

One of the main disadvantages of cloud technologies, which significantly limits their practical
application, is the possibility of unauthorized access to user data during their processing on remote
computer systems [5].

Therefore, in recent years, work on the creation of homomorphic data encryption methods has
been carried out on a broad front [6,7]. Unlike traditional data encryption, which is widely used in
data transmission and storage, homomorphic encryption allows you to perform certain types of
processing of encrypted data with the possibility of restoring the correct processing results through
decryption [8]. Until now, schemes of the so-called full homomorphic encryption have been
proposed, in which multiplication and addition operations can be performed on the encrypted data
[9]. An important point here is that full homomorphic data encryption actually has the properties of
universality, as it can be applied to a sufficiently wide range of data processing tasks, which are
reduced to addition and multiplication operations. However, the existing fully homomorphic
encryption schemes have significant computational complexity and are not yet in practical use,
although quite intensive research is being conducted to create fully homomorphic encryption methods
acceptable for practical use [10].

In practice, specialized homomorphic encryption schemes are used to protect data and the
process of their processing on remote computer systems, which are focused on a specific procedure
for remote data processing. Accordingly, for the operation of modular exponentiation AfmodM - the
basic operation of modern cryptography, specialized methods of protection of secret elements, 4 and
E, have been developed [11].

The vast majority of known methods of protected modular exponent calculation are based on
the additive decomposition of the exponent code FE into components, part of which is used for
exponentiation on remote computing power, and part of which is used to perform this operation on
the terminal microcontroller. This allows you to protect the code of the exponent E from
reconstruction attempts based on the data that is transmitted to the cloud. Other mechanisms are used
to protect against attempts to reproduce the number 4 [12].

In [12], a method of remote calculation of the modular exponent based on the random division
of the exponent code E into groups of digits is proposed. This allows the computation of 4¥modM to
be organized as a modular product of modular exponents that can be computed independently on
multiple remote computer systems. To protect the number 4, which is raised to a power, its
multiplication by a secret number is used, which is selected in such a way that the result of its modular
raising to the power £ is equal to one.

A significant advantage of the considered method is that the capabilities of multiprocessor
systems can be fully used for the parallel calculation of partial modular exponents. In [13], based on
theoretical and experimental data, it is shown that the described method can actually increase the
performance of modular exponentiation by approximately three times.

The work [14] describes the method of secure calculation of the modular exponent based on the
logical decomposition of the code of the exponent 4. This approach allows you to speed up the
calculation of partial exponents by reducing the number of modular multiplication operations by a
constant number. At the same time, it is possible to transfer intermediate data from remote computer
systems, which allow to significantly speed up the calculation of the components of modular
exponentiation on the terminal processor. To protect the number 4, its multiplication by a special
number is applied, for which a modular inversion is determined in advance.

It is known about a group of methods for the secure calculation of the modular exponent, which
is based on the fact that the multiplicative components of the module M are known, which makes it
possible to organize a secure calculation by adding to the code of the exponent a number that is a
multiple of the Euler secret period [15].



Fast secure calculation of the open key cryptography procedures for [oT in clauds 58

Another interesting method is described in [16]. The main emphasis in these studies is on the
fact that the user can not only remotely perform modular exponentiation in closed mode, but also
indirectly control the correctness of the performed operations.

The analysis of modern technologies for secure computation of the modular exponent on remote
computer systems showed that their significant drawback is that different cryptographic mechanisms
are used to protect both secret components of this operation.

Purpose and objectives of research

The aim of the study is to increase the speed of implementation of cryptographic
information protection mechanisms on terminal microcontrollers of computer control systems in
real time by organizing the secure execution of the basic operation of these mechanisms — modular
exponentiation on remote computer systems.

To achieve the set goal, the following tasks are solved in the framework of this work:

—areview of existing methods for the secure calculation of the modular exponent on remote
computing systems, an analysis of the possibilities for improving their efficiency;

— development of a method for accelerating the calculation of the basic operation of a wide
range of cryptographic algorithms with a public key — modular exponentiation on terminal
microcontrollers through the use of remote powerful computer systems based on the
multiplicative-additive decomposition of the exponent code, which is the secret key of
cryptosystems;

— theoretical and experimental evaluation of the effectiveness of the developed method
based on the criterion of the level of protection from the reconstruction of secret components to
data transmitted to the cloud, as well as the criterion of the achieved acceleration of the
implementation of cryptographic data protection protocols on low-power portable terminal
microcontrollers of computer control systems for real world objects.

The method of protected modular exponentiation in the cloud based on multiplicative-
additive exponential decomposition

To achieve the goal, the method of protected modular exponentiation A mod M on remote
computing capacities has been developed, which is based on the multiplicative-additive
decomposition of secret code of the exponent E, that is its representation in the form E=F-a+k. At the
same time, the F' code is transmitted to the remote system, and the components k and « are used only
on the terminal microcontroller. The main advantage of the proposed approach is the possibility of
simultaneously solving two problems: the practical impossibility of illegal reconstruction of the secret
codes of the exponent £ and the number 4 by the code F and the open value of the module M.

The expansion of the exponent is carried out by selecting two random parameters a and k.
Moreover, the number a is chosen so that its bit rate m, does not exceed 5, and the value £ must satisfy
the condition (E£ — k) mod a =0. Since the exponent code E is part of the private key, in real public-
key information security protocols, the numbers £ and M rarely change, so they can be considered
constant. This allows you to perform the selection of parameters a and k described above only once
during key generation.

The proposed method of secure remote calculation of the 42 mod M modular exponent involves
the following sequence of actions:

1. The modular exponentiation operation G=4¢ mod M is performed on the terminal
microcontroller.

2. The result of the calculation of G, as well as the numbers F and M are sent to a remote
computer system.

3. The calculation of the modular exponent W= G" mod M is implemented in the cloud and the
result is returned via the Internet to the terminal microcontroller.

4. At the same time, the modular exponent Y=4* mod M is calculated on the terminal
microcontroller.

5. After obtaining the W value from the cloud, the modular product of the W and Y values is
calculated on the terminal microcontroller: W-Y mod M.
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The operation of the proposed method of protected modular exponentiation in the cloud based
on the multiplicative-additive expansion of the exponent can be illustrated by the following numerical
example. Let the module M=143, as well as the public key D=7 and the private key £=103 be formed
at the stage of generating a cryptosystem with a public key. The latter is used as a secret key of the
terminal microcontroller of the system of remote control of objects in the real world. The next step is
to expand the exponent: E=F"a+k. Let the chosen value of a be equal to 3. According to the above,
the value of variable & should be selected in such a way that (£ — k) mod a=0. One of the possible
options satisfying the condition can be k = 4, since (103 — 4) mod 3 =0.

As part of the current example, the modular exponent 80'% mod 143=115 is calculated,
respectively 4=80, E=103, M=143. According to clause 1, the auxiliary quantity G=4“ mod M = 803
mod 143=60 is calculated. In accordance with clause 2, the obtained number G=60 and the values
F=33 and M=143 are sent to a remote computer system to calculate the modular exponent W=G" mod
M=60%* mod 143=125. The result of W=125 is returned to the terminal microcontroller. At the same
time, using the terminal microcontroller, the operation of modular elevation of the number 4 to the &
power is implemented: Y=4* mod M=80* mod 143=81. According to clause 5, the modular product
of the values of W and Y is calculated: R=W-Y mod M =125-81mod143 =115. The final result of the
calculations is the code R=115.

As follows from the above, the proposed method allows you to quickly calculate the basic
operation of public key cryptography on a low-power portable terminal microcontroller through the
use of powerful remote computer systems. At the same time, no codes are transmitted to these systems
that allow recovering the values of the secret codes of the modular exponentiation operation. An
important element of the proposed method is that the operation of modular exponentiation is also
implemented on remote computer systems. This makes it possible to use cryptoprocessors for the fast
implementation of this operation, which allow speeding up the execution of modular exponentiation
by 2 — 3 orders of magnitude.

The constructiveness of the proposed method can be proved as follows. Considering that the
value calculated in the cloud is W=G* mod M = ((A")* mod M = A" mod M. Operations performed
on the terminal microcontroller can be represented as: Y=4*mod M, R=W-Y mod M = A*- Axmod M
= AF*** mod M. Since E=F-a+k, that R=4F mod M, which was to be proved.

The developed method differs in that a single mechanism is used to encrypt the secret code of
the exponent and the number A raised to a power the multiplicative-additive decomposition of the
exponent code. The use of a single cryptographic mechanism for encrypting the two secret
components of the modular exponentiation operation makes it possible to increase the proportion of
operations performed on remote computer systems. As a result, a greater acceleration of this
operation, which is important for cryptographic applications, is achieved in comparison with known
approaches. At the same time, a high level of security is maintained, based on the analytically
unsolvable discrete logarithm problem.

The above feature determines the originality of the completed development. Another important
feature of the proposed method is that it allows you to simultaneously perform the remote exposure
operation on encrypted data, which is carried out on remote computer systems, and the exposure
operation using an additive component on the terminal microcontroller. This solution makes it
possible, on the one hand, to increase the speed of implementation of cryptographic protection
mechanisms with a public key, and, on the other hand, allows choosing the value of the additive
component of the exponent code within a wide range. The latter provides a higher level of protection
provided against brute force attempts to select the value of the additive component. In known
methods, expanding the range of possible values of the additive component of the exponential code
necessarily entails a decrease in the computational speed. In the proposed scheme, the expansion of
the range of possible values of the additive component due to the organization of parallel computing
has practically no effect on the time of computing the modular exponent.

Evaluation of the developed method effectiveness
It is advisable to evaluate the effectiveness of the proposed method according to two criteria:
determining the performance indicators and the level of protection against the attempts of the villain
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to reconstruct the value of the exponent £ and the number A4 based on the data transmitted to the
cloud.

The level of protection is determined by the amount of time resources that the villain must
spend on trying to recover the secret code of the exponent and the number 4. Since the public key D
is known, the attacker can determine the values of X and U such that X* mod M=U by calculating U”
mod M = X. Accordingly, to find the secret code of the exponent, the most appropriate tactic of the
attacker is the selection of unknown parameters a and k. It is quite obvious that the Tcr time for
implementing such a selection depends on the number of possible options for the values of parameters
a and k, and the time Tgxpc — the calculation of the modular exponent in the cloud. The numerical
value of Tcr is determined by the formula:

Ty = 2" 'TEXP_CL (D

It follows from formula (1) that the required level of protection, that is, the amount of time
resources for its violation, can be ensured by the appropriate selection of the value of the parameter
k.

The technology of such flexible management of the security level when using the proposed
method can be illustrated by the following example. Suppose that gaining access to the private key £
of the terminal microcontroller of the remote object control system allows the villain to obtain Vszrc
benefits valued at $1,000,000. Accordingly, to ensure reliable protection, it is necessary that the Ccs
cost of the amount of resources spent on selecting parameter £ exceeds the benefits, that is, it should
be at least $1,000,000. Assuming that the cost of renting the Ccs time of the remote computer system
is $100/hour, the specified condition is fulfilled for 7cr values determined from the equation:

v
T =25 =10" hours

Ces ) )

Determining the numerical value of the Texp cr time for calculating the modular exponent can
be done based on the fact that nowadays almost all computer systems, including laptops, have
hardware to quickly perform this important operation in the form of a built-in cryptoprocessor. In
particular, the Hi/fn 7955 cryptoprocessor provides modular exponentiation of 2048-bit numbers in
the time Texp ¢;=0.083 s.= 2.3-1073 hours. Taking into account the determined numerical values of
Tcr and Texp i included in formula (1), it is possible to obtain:

T 10*
m, +m =log, —% — =log, —— =29 3
k a g, TEXPIL g, 23.10° 3)

Hence, the number m; of binary digits of the number £ is determined as 29 — 2 =27. That is, to
ensure the level of protection defined in the current example, the bit number & must be at least 27.

As an indicator of speed, the acceleration factor B is most often used, which is determined by
the ratio of the time 7) of calculating the modular exponent on the terminal microcontroller to the
time T¢ of performing this operation with the involvement of remote computing power according to
the proposed method:

T
p=-. 4
a @
When calculating the modular exponent by the classic method, the calculation time is
Ty=1.5-n-T', where n is the number of bits of the exponent, and 7" is the time of modular
multiplication of n-bit numbers [7]. Under the condition of using the Montgomery scheme for
modular multiplication, the time 7" is 2-n?-t/r, where r is the bit rate of the processor, and  is the time
the processor executes one instruction of the addition type. Thus, the formula for calculating the

modular exponent has the following form:
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_3-n3-l‘
P

Ty &)

It is clear from this formula (4) that there is a cubic dependence of Ty time on bit rate n.

The time 7¢ of calculating the modular exponent according to the proposed method depends on
three components: the duration of the operation 4“modM on the terminal microcontroller, the
maximum value between the time of calculating the modular exponent in the cloud and the time of
implementing the modular raising of the number 4 to the k£ power, as well as the time 7" of the modular
multiplication R=W-YmodM. Accordingly, the value of 7¢ can be represented in the form of a
formula:

TC:TEXP_a+maX(TCL7TEXP_k)+T‘- (6)

The duration of Tgxp. according to the classical method of calculating the modular exponent is
Texpa=1.5-mq* T'. Similarly, the execution time of the 4* mod M operation is Texpi=1.5mi T".

When implementing the modular exponentiation operation on a remote computer system, the
Tcr calculation time is:

TCL:2'TDT+TEXP7CL7 (7

where 2-Tpr is the time of transferring data to the cloud and returning results, Texp cr is the time of
G mod M execution. In fact, the duration of calculations in the T.yr cloud can be neglected due to
the fast execution of calculations, therefore Tc,=2-Tpr.

Let max(7cy, Texri)=Texrk, then the Tc calculation formula can be written as follows:

. =1.5-(m, +m,)-T". (8)
Then the acceleration coefficient § can be represented as:

ﬁ: 1.5-n-T' _ n . (9)

1.5-(m, +m,)-T' - m,+m,

In the framework of the above example, the secret code £ of the exponent has a bit size of 2048:
n=2048. As described above, the bits m; and m, are 24 and 5, respectively. Therefore, B = 2048 / 29
= 70.6. That is, within the framework of the considered example, the application of the developed
method provides acceleration of modular exponentiation by 70.6 times.

The conducted experimental studies showed that the real speedup achieved by using the
proposed method ranges from 50 to 100, depending on the requirements for the level of security.

Conclusion

As a result of the research aimed at improving the efficiency of information protection in
computer control systems operating in real time and using the Internet as a data exchange medium,
the following results were obtained.

A method for accelerating the calculation of the basic operation of a wide range of
cryptographic algorithms with a public key-modular exponentiation on terminal microcontrollers
through the use of remote powerful computer systems is proposed and investigated. The method
provides for the organization of protection of data transmitted to the cloud due to the multiplicative-
additive decomposition of the exponent code, which is the secret key of cryptosystems.

It has been theoretically and experimentally proved that the developed method makes it possible
to reliably protect the secret components of modular exponentiation when this operation is remotely
implemented on potentially open computer systems. At the same time, the developed method makes
it possible to speed up the implementation of cryptographic data protection protocols on low-power
portable terminal microcontrollers of computer control systems for real world objects by almost two
orders of magnitude.
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The developed methods are focused on use in real-time computer control systems and can
significantly speed up the implementation of cryptographic data protection protocols on low-power
terminal microcontrollers of such systems.
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METHODS OF EFFECTIVIZATION OF SCALABLE SYSTEMS: REWIEW

O. Honcharenko, H. Loutskii

The article discusses the problem of inefficiency of modern systems and horizontal scaling as a
method of increasing productivity. The main issues that make up the mentioned problem are
highlighted. A classification for possible solutions was proposed, according to which they were
divided into architectural and network, and an overview was carried out. As part of the architectural
class, such approaches as quantum computing and the dataflow paradigm were reviewed, the most
promising solutions were analyzed. The comparative analysis shows that by their nature dataflow
and quantum computing do not contradict each other, moreover, they complement each other in the
context of the problem. At the same time, both types of processors require a certain network for
communication, which makes the issue of topology relevant. At the network level, 2 topologies — Fat
Tree and Dragonfly — were considered, and their main properties were highlighted. The analysis
showed that in the context of the problem Dragonfly is slightly better due to decentralization and
smaller diameter. In the conclusions, the main aspects of problem formulation and review are
indicated, further prospects and possible methods are considered.

Keywords: effectivization, scalable systems, high performant computing, architecture,

topology

Introduction

There are 2 main methods of scaling — horizontal and vertical. Vertical scaling is associated
with increased performance of individual nodes, but this method has several disadvantages. First, it
requires updating all nodes of the system, which is impractical from the point of view of finances.
Secondly, the performance of individual processors is based on the clock frequency, the effective
maximum of which is limited due to the complexity of the internal structure of the processor itself.

Another approach, horizontal scaling allows you to increase the peak speed linearly. However,
there are problems here too. First, Amdahl's law says that dependencies between parallel parts of the
task limit its parallelism. Thus, the dependence between the scope of the task, the scope of the system
and the acceleration is established. Secondly, the properties of the system itself and the delays that
occur in the execution process limit the real user acceleration. So, when the processor cannot continue
execution, it must block the task, resulting in idle time. The solution to this problem is to switch to
another task, but context switching requires significant time costs. As a result, a significant part of
the calculations is occupied by idle time and interruptions. At the same time, energy consumption is
proportional to the number of nodes, which raises the question of the feasibility of scaling in each
specific case. The only way out of this situation is the modernization of the architecture and
computing model: the search for such solutions that would allow either to gain in speed or to reduce
costs. This makes the issue of efficiency urgent.

Reasons for limitation

The problem of efficiency is complex. This is not a single issue — it is a complex of issues that
need consideration, analysis and resolution. Of course, their complete analysis is a separate topic for
research, but even superficially analyzing the situation, one can highlight the key limitations of
modern parallel supercomputer solutions.

1.  Problem of parallelism. As mentioned earlier, this problem is that the classical model of
computing has certain disadvantages that arise from the architecture of the processor.

2. Problem of parallel programming. The fact is that each parallel system is unique and has
its own architectural features. At the same time, the task of parallelizing the algorithm is the
prerogative of the programmer, which makes the development of each program difficult, and the
program itself is architecturally tied to the system (or series of systems) under which it was written.

3. Theproblem of inconsistency between the algorithm and the system. This problem is related
to specialized algorithms (for example, Al problems or genetic algorithms). These tasks have a high
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degree of internal parallelism, but often during their execution there are restrictions dictated by the
system architecture, which limits this internal parallelism. This raises the question of adapting not
only the task to the system, but also the system to the task being performed.

4. The problem of the balance of speed and costs. A large number of computing facilities
allows for acceleration, but the hardware comes at a price and consumes energy. A small amount of
equipment limits consumption, but reduces performance. The question arises — how to achieve a
balance of resources for each specific task within the framework of the system.

5. The problem of node interaction. A large number of nodes in the system leads to the fact
that the only way to connect them is the internal network. But at the same time, a number of issues
arise, such as the issue of fault tolerance, the issue of bandwidth, the issue of load balancing and the
issue of the topological structure of the network as such. Both real performance and the possibility of
practical application of the system as such depend on the effectiveness of their solution.

Analysis of the subject area

To find potential solutions, it makes sense to conduct a brief analysis of the subject area. This
will allow you to highlight areas that need to be reviewed. Since the subject area is not monolithic,
but consists of parts, the considered solutions cannot be called directly focused on it — they are
directed only at specific aspects of it, but collectively they can give the key to a general solution.
What aspects of the area can be highlighted and what exactly should be included in the review? In
order to answer this question, it is necessary to clearly define which parts of the system the action of
this or that method is aimed at. In general, the following classes of possible solutions can be
distinguished:

1. A change in architecture or computing paradigm. Within the framework of this class, it is
assumed that the Von Neumann architecture will be abandoned and a transition to other hardware and
a different model of calculations will be made. At the same time, both hardware and software of the
system are completely changed.

2. Changing the principles of communication. Within the framework of this class, the
structure of individual computing elements (processors, nodes) is not considered — instead, the object
of influence is the means of communication (communication lines, switches), communication
protocols, the general structure of the system.

3. Changing the approach to planning or task allocation. Within the framework of this class,
the methods of dividing a task into subtasks, scheduling calculations and assigning resources are the
object of research. In general, this class makes sense to explore when it comes to automatic
parallelization.

Within the framework of this review, it is proposed to pay key attention to the first class, since
it is the most difficult to implement, but also the most promising. What is mentioned in modern
discourse as an alternative to classical systems? As a rule, the most mentioned areas are the following:

1. Quantum computing

2.  Dataflow computing

Analyzing the second class, it can be divided into two subclasses that partially overlap, but at
the same time are relatively independent. These subclasses address the following issues:

1.  Network hardware and software. This includes types of network equipment such as
switches or routers, existing network protocols (Gigabit Ethernet, InfiniBand) and architectures
(SDN).

2. Structural composition. This includes how the elements are connected in the network — that
is, its topology. This includes 3D-Tor, Dragonfly, fat trees and other solutions.

As for the third class, it deals with scheduling and how a task can be automatically divided into
subtasks. Often, this issue depends on the programmer or the OS, but in planning, 2 key approaches
can be distinguished: static and dynamic. Since this question depends, not least, on the architecture,
it makes sense to postpone its review until the review of the key decisions of the previous classes.

Quantum computing
Quantum computing is a very promising field of computer science, to which a large number of
works are devoted. Although the practical use of modern quantum computers is limited by their high
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cost and small number of qubits, a number of areas have been highlighted in which they can be
effectively applied, such as cryptography [1], financial analytics [2], scientific computing [3]

There are a number of approaches to implementing quantum computers, but the most popular
one is based on the idea of a quantum circuit and the concept of a qubit. A qubit is a quantum unit of
information that can enter a state of superposition between two binary states 0 and 1. As a result, at
the time of calculations, the quantum register is simultaneously in all possible states, but with different
probabilities. The quantum algorithm changes this probability to bring the quantum register closer to
the response state, after which a readout is performed and decoherence occurs into one of the possible
states [4].

This approach allows you to perform calculations not on one, but on all possible values of a
variable, which makes it possible to get acceleration in a number of problems, thereby solving
computational problems that cannot be solved on classical systems in a reasonable time. This property
is called quantum advantage. It has been proven that certain minimum hardware characteristics of the
system must be ensured in order to demonstrate quantum superiority, namely: a dimension of 49
qubits, a circuit depth of 40 and a two-qubit error of no more than 0.5% [5]. At the moment, there are
a number of systems that meet these requirements. For example, Google's 54-qubit Sycamore
processor, which can complete a task in 200 seconds that would take a classic supercomputer 10,000
years [6]. Or the Chinese quantum photonic computer Jiuzhang, which is the second in the world to
achieve quantum supremacy [7].

The described systems are full-fledged quantum computers of general purpose, but in the
context of the mentioned problems, they have a lot of shortcomings. Their key limitation is the price:
they are too expensive. In addition, this is not a mass-produced product that can be purchased just
like that: each of these systems is a separate artificial product under the control of the developing
organization/country, and therefore it is still too early to talk about the prospects for their commercial
use. However, it is worth considering that the development of quantum computers does not stand still.
For example, research is being conducted to speed up the development of new quantum systems. For
example, Fig. 1 shows a diagram of such a full-stack development of a quantum computer based on
transmons.
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Fig. 1. Scheme of full-stack development of a quantum computer
based on transmons [§]

This allows us to say that although modern quantum systems are not a potential solution to the
problem of efficiency, the emergence of new, more advanced systems can fundamentally change this
situation. Thus, it is necessary to take this fact into account and, considering other architectural
solutions, leave room for heterogeneity and quantum integration.
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However, such quantum systems are not the only solution. An alternative implementation is
presented by the D-Wave company, whose processors have reached a size of 1000 qubits and continue
to grow. This became possible thanks to the use of quantum annealing [9]. This method, focused on
finding the global minimum of the function, is based on the fact that at the beginning of the
calculation, all states of the register have equal probability, but in the process of quantum evolution,
there is an ascent to a state in which the energy is minimal. This allows the processor to effectively
solve optimization problems and significantly reduces the complexity of scaling, but makes it
unsuitable for the execution of ordinary quantum algorithms. On the other hand, within the proposed
class of tasks, this type of processor demonstrates extremely high efficiency, besides, D-Wave
processors, although they have a considerable price, are available for commercial use. Therefore, it
makes sense to consider their architecture in more detail.

In fig. 2 presents the architecture of one of the latest D-Wave Advantage quantum computers,
which consists of several layers: an application layer, an Ocean software layer that deals with
compilation and assignment of tasks, and a computer resource layer that contains 2 types of
processors: classical CPUs and quantum QPUs.
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Fig. 2. D-Wave Advantage architecture [10]

Thus, D-Wave's approach allows you to make the system heterogeneous from the very
beginning, combining fast, but task-limited QPUs with general-purpose CPUs. This makes it possible
to almost completely eliminate any problems related to specialization, as well as to ensure efficient
parallelization of calculations.

However, the question arises: how are the QPUs themselves arranged? Just as a classical system
consists of nodes connected by a network, a quantum system consists of qubits connected by a graph
of possible quantum entangled pairs. In the process of executing a quantum algorithm, the program
connects qubits into a general quantum system, using certain connections from those available on the
graph, and then performs certain transformations on the system. Thus, the characteristics of a graph
are extremely important for a quantum system, because it depends on them which quantum algorithms
it can perform and how quickly.

As an example, it makes sense to consider the Chimera graph presented in Fig. 3. This graph
includes qubits represented in the form of horizontal and vertical loops that form a lattice. The
intersection points of these loops inside each lattice implement internal connections, external
connectors connect qubits in a single row or column.
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However, newer systems such as the D-Wave Advantage use a slightly different graph called
Pegasus (Fig. 4). It differs in that the lattice in it has an offset, which allows to expand the system of
connections. It is assumed that the new D-Wave processors will use it (as well as the Zephyr graph)
and not the classic Chimera graph. This graph has 3 types of connections: internal (green vertical
line) connecting pairs of orthogonal horizontally oriented qubits; external (blue line) that connect
adjacent vertical qubits; odd (red line) connecting equally aligned pairs of qubits.

Fig. 3. Chimera graph [11] Fig. 4. Pegasus graph [11]

If you bring it to a more familiar form, with nodes and communication lines, you can get the
system shown in Fig. 5. In it, green dots represent elements, green lines — connections, gray lines —
splitters.

However, it is assumed that the company's future processors may switch to other topological
organizations — for example, the Zephyr graph, which is presented in Fig. 6. The feature of this graph
is the degree of 20 and the nominal length of 16, which potentially makes it possible to implement
more qubits on a chip, as well as connect them more efficiently.
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Fig. 5. Pegasus graph — topo representation [11] Fig. 6. Zephyr graph [11]

In the context of the problems of the subject area, quantum computing is interesting for the
reason that quantum parallelism is an almost ideal form of parallelism as such. The calculation is
always performed simultaneously over the entire field of solutions, independently processing each of
them, and the subject of processing is not only the values themselves, but the probabilities of
obtaining them when reading. This makes it possible to almost completely eliminate data
dependencies from the problem, which is one of the key factors of slowdown. Also, quantum
problems do not know the inconsistency of the algorithm and the task or balance problems: yes, for
each task, the amount of "quantum flows" that it needs is allocated, and it is usually simply impossible
to perform the task with a smaller number of qubits than it needs. The key limitations of quantum
computing are its cost and the need to develop special quantum software to gain real benefits.

Dataflow as alternative paradigm.
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In terms of computing management, 2 key paradigms are distinguished: contolflow and
dataflow. The first approach is classic: the system has a command counter, and the program is
presented in the form of a strict sequence of instructions. Accordingly, the parallel contolflow system
contains a number of devices that have their own counters, and the control relies on processes and
flows — a sequence of commands that is the result of breaking down the original task. However, from
the point of view of parallelism, this model is not convenient: it loses internal parallelism, additional
dependencies and idles appear, and when multitasking — context switching.

An alternative is the dataflow approach, in which the task is presented in the form of
computational tasks connected by data. Execution occurs when ready: ready-made tasks can be
executed when a free resource is available, regardless of the sequence in which they are described in
the program.

Historically, the first dataflow machines implemented parallelism at the command level.
However, this approach turned out to be ineffective due to high overhead costs. Therefore, a number
of concepts were formed, which can be conventionally divided into 3 ways. The first path, which can
be conventionally called hybridization, gave rise to modern RISC processors and superscalar
architecture [12]. The idea of this approach is to hide the dataflow component inside another
architecture, thereby using common tools at the programming level, and performing dependency
detection at the command level, thereby speeding up the execution of independent parts.

The second way, emulation, is based on describing the tasks and data relationships at the
programming level and implementing a parallel algorithm so that its parallel parts run when ready,
regardless of how they are actually written in the program. Hardware-wise, the system remains pure
contolflow. This includes the dataflow approach to programming and modern parallelizing compilers
that simulate execution in a dataflow system, and then form a parallel algorithm from a sequential
one based on the model [13, 14].

The third way to solve the problem is the development of the architecture itself: streaming,
coarse-grained, vector dataflow machines, dataflow networks, and FPGA-based devices oriented to
specific tasks. Within the framework of the described problems, it makes sense to focus on them and
their hardware components.

Threaded dataflow and coarse-grain solutions extend the classic fine-grained parallelism of
dataflow with the possibility of parallelism at the level of threads and subtasks — that is, medium and
coarse-grained. This approach allows to reduce dynamics overhead due to the fact that the execution
time of each specific task becomes much greater than the time of hardware planning of calculations,
which eliminates delays in the execution of individual commands and reduces the need for associative
memory. Sometimes dataflow modules in such systems are offered as an add-on to conventional von
Neumann processors used as processing elements, but this approach is criticized for the fact that such
a system by definition cannot work faster than classic controlflow. An alternative here is the use of
simpler elements.

The approach of vector dataflows is similar, but slightly different: instead of increasing a single
grain (and increasing the number of operations at the same time as the processing time increases),
they propose to increase the volume of the same type of calculations performed simultaneously, due
to vectorization. So, in this type of system, the commands are not scalar, but vector, which allows
you to ignore the planning time due to the general acceleration of calculations from vectorization.

The third hardware approach, which is extremely popular today, is the use of FPGAs as the
hardware base for the system [15, 16]. This approach is based on several things: firstly, the dataflow
system is developed here for a certain task, which allows you to optimize it and, if necessary, include
additional architectural elements — pipeline, vectorization, matrix or coarse-grained approach.
Secondly, due to the manipulation of the number of devices, a certain balance between energy
consumption and speed is achieved, which is especially relevant for embedded devices [15].

In the context of modern high-performance dataflow computing, the best known is the dataflow
concept of the Maxeler company, which uses FPGA-based accelerators and the parallelizing compiler
MaxCompiler, which turns a sequential controlflow program into a parallel dataflow application. This
approach solves a number of applied issues at once: on the one hand, it harmonizes new solutions
with previously created hardware and software, and on the other hand, it allows you to get a real
acceleration and make the system more efficient. Therefore, it makes sense to pay attention to him.




69 Information. Computing and Intelligent svstems No 3

How does this system work? Fig. 7 shows the main stages of its work. First, the Java program
is compiled into a .max file of parallel tasks. It then passes through Maxeler's operating system and
system software, where some of the computing scheduling tasks are performed. In the next step, the
scheduled computing tasks are submitted to the hardware dataflow accelerator (DFE).
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Fig. 7. Maxeler MPCarchitecture [17]
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However, this is a general MPC architecture. To better understand how this should work in
high-performance computing, it is worth diving deeper into the solutions offered by the company. At
the moment, 4 architectures are offered for cluster and network computing (MPC-X, MPC-C, MPC-
N, JDFE), the MaxCloud infrastructure, which provides dataflow computing services in the cloud, as
well as the Desktop version of the accelerator.

You should start with the MPC-X series. It is focused on the maximum use of dataflow
calculations and in the latest MPC-X2000 implementation contains § MAX4 (Maia) processors in
each node, connected inside the node using MaxRing and the InfiniBand network at the general level.
Thus, individual MPC-X2000 nodes contain up to 768 GB of memory and provide more than ten
times the acceleration compared to classic x86 servers [18].

A different approach is offered in the MPC-C series. Unlike MPC-X, it is a hybrid, combining
CPU and DFE. Each MPC-C500 node contains 4 Vectis DFEs and 12 Intel Xeon CPUs, and provides
a total of up to 192 GB of internal memory per CPU and per DFE (up to 384 GB of memory per
node). InfiniBand or Ethernet can act as a common network here [19].

The MPC-N series is focused on minimizing delays and fast processing of data streams with a
transmission speed of up to 10 Gb/s. In addition to 2 DFE Vectis and 12 Intel Xeon, its nodes contain
4 SPF/SPF+ ports, 2 CX4 ports, and also provide additional synchronization capabilities and network
protocol support [20].

The latest series, JDFE aims to combine software-defined networking (SDN) technology and
dataflow computing, separating the control plane and the data plane and enabling data plane
programming via Maxeler Dataflow. Such a system contains thousands of small dataflow cores, using
massive parallelism of calculations and providing almost a 100-fold advantage in speed while
maintaining the size and power consumption at the level of a classical system [21].
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In fig. 8 shows the architecture of the main 4 series of the Maxeler company, a brief overview
of which is given above.
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Fig. 8. Maxeler's main architectural solutions are: @« — MPC-X series architecture, b — MPC-C series
architecture, ¢ — MPC-N series architecture, d — JDFE series architecture

In the context of the described issues, dataflow as a paradigm has 2 main advantages. First, it
provides a much higher speed of operation with the same dimensions and the amount of energy
consumption of the system. Secondly, the implementation of the dataflow system does not require a
non-classical element base (such as qubits), and the presence of programmable FPGA logic circuits
allows you to avoid problems associated with the deployment of mass production. A partial drawback
is the specificity of dataflow programming, but as Maxeler's experience shows, this problem is not
insurmountable.

Network level and its specifics
There are a significant number of aspects in this subject area. Conventionally, they can be
divided into hardware and topological, but such a division will not be completely accurate, since the
hardware is strongly connected with the protocols, and the protocols — with the topology. Thus, some
solutions are complex, while others involve a certain degree of freedom. Therefore, it makes sense to
expand the classification:

1. Hardware level solution. This includes hardware software or hardware software complexes
that offer only hardware tools and common communication protocols, but do not determine
the topological level of the network. For example, InfiniBand or SDN.

2. Structural level solutions. This includes structural compositions that determine the
relationship of elements and the specifics of routing, but do not determine the equipment
that the network should consist of. This includes topologies such as 3D-Tor, hypercube or
fat tree.

3. Communication protocols. This includes protocol solutions and algorithms that do not
determine either the hardware or the topological organization of the network. For example,
tabular routing protocols.

4. Combined solutions. This includes solutions in which hardware, protocol and topology are
an integral whole. This includes, for example, the TokenRing protocol, which imposes
certain requirements on the equipment and is oriented towards the ring topology.

Analyzing the given classification, one can see some specifics. Yes, hardware-level analysis is

key, but it depends on the architecture-level decision, so it must be analyzed separately. Similarly,
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this applies to the combined approach. Protocol decisions are by definition quite abstract, but they
should be chosen based on the needs of the system, which makes general analysis meaningless and
even harmful. Thus, the question arises about the expediency of structural level analysis. This level
is also abstract, but any network needs a topology, and the issue of routing and data transmission is
relevant regardless of the specific architectural approach implemented at the node level. Thus, the
current analysis of network solutions should be considered precisely in the context of topology.

As a result, the question arises: what topologies are used in modern systems? At the moment,
Fat trees and Dragonfly are quite popular for high-performance systems and network data centers
[22].

The idea of a fat tree is as follows: there are elements located in the leaves of the tree, and there
are switches that make up the main part of the tree. The closer the switch is to the root, the better the
bandwidth parameters it has. In fig. 9 presents the structure of this topological organization, which
consists of 4 levels.
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Fig. 9. Fat Tree topology [23]

What does it do in terms of performance? First, since the topology has redundant (compared to
a regular tree) connections, it allows you to speed up routing and make it more reliable. Moreover,
thanks to the use of multipath routing methods, it becomes possible to simultaneously transmit
information through parallel channels, which are quite numerous in this topology. An equally
important property of a fatty tree is its variability. Yes, there are a large number of ways to configure
the topology depending on the needs and available hardware. Thus, this structural organization allows
solving the main problems of supercomputers and data centers, which makes it popular. Yes, it is
used in Summit, Sierra supercomputers, as well as other high-performance systems [24].

Another solution is offered by the Dragonfly topology. Its idea is fractality: yes, the system is
divided into groups connected by a common network, while the groups consist of routers to which
the nodes are connected. As a result, at each of the levels, the diameter of the topology is equal to (or
close to) 1, and the number of nodes with scaling grows quite quickly. In fig. 10 presents the structure
of the topology.

Like a fat tree, Dragonfly is a variable topology whose structure is defined by four parameters
(p, a, g, h). At the same time, p is the number of terminal connections of nodes to the router, a is the
number of routers in each group, g is the number of groups, and h is the number of external
connections between groups. Varying these parameters allows you to change the characteristics of
the network, and therefore — to select such configurations that would satisfy the purpose. In fig. 11
shows some variants of the Dragonfly topology depending on different parameters a, g and h.



Methods of effectivization of scalable systems: rewiew 72

w'} g:r'l"'%m-'f-? OC;, . mew glci'-l'

| | \ E ‘u'll | 'I |

Group\ ,‘ e ‘ '
¢ nmgop
rterocnmqmmwm,
local channels ———— "-"}_’7)- \N
R, eee R, - J—lﬁé_-g-.&p — - gobad/mms@:]
/ \ / l 5 nterconnection network~_
4 Jf ' . ‘\ I \
l(:) qu “-.‘ D LR L] lcl_:
G, G, e G,
terminal channeis (tt) ——————————7 J x \ J
:;-;\?) ‘EJ /:\r } é:j ft‘_\f \": f.}

Fig. 11. Dragonfly topology — variants [26]: a — “Canonical” Dragonfly variant with a = 6,
g=7and h =1; b — Dragonfly variant with a =6, g =7 and 4 = 1; ¢ — Dragonfly variant with
a=14, g=3 and h = 2; d — Dragonfly variant with a =3, g =14 and 4 = 1; e — Dragonfly variant
witha=7, g=6and h = 1; f— Dragonfly variant witha=21,g=2and A= 1.

Comparative analysis

Summarizing the review, it makes sense to analyze the solutions one by one. First, specific
decisions within each direction. Then — the best decisions of directions within the class among
themselves. Table 1 shows a comparison of classical quantum computers with specialized systems of
the D-Wave company. The optimal parameters are highlighted in green.

As can be seen from the comparison, D-Wave computers (e.g., D-Wave Advantage), although
limited in the class of tasks, provide approximately 16 — 50 times more resources (qubits) at a price
that is 200 times lower. Also, it's worth noting that D-Wave processors are available for purchase,
while general-purpose quantum systems are typically only available through a QC-as-a-service
model. In the context of high-performance computing, where every clock counts, the lack of physical
access to the chip is critical. This makes the choice unequivocal in favor of D-Wave systems.
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Table 1.
Comparative analysis of quantum systems
Characteristic Universal QS (quantum circuit D-Wave QS (quantum annealing)
Types of tasks | All quantum algorithms with Optimization problem with
solved acceleration, classical algorithms with | acceleration
CPU speed.
Number of 53 (Google Sycamore), 127 (IBM 2048 (q2000), 5640 (Advantage)
qubits Eagle)
Cost $ 3.000.000.000 (IBM Eagle) $ 15.000.000 (q2000)

As can be seen from the comparison, D-Wave computers (e.g., D-Wave Advantage), although

limited in the class of tasks, provide approximately 16 — 50 times more resources (qubits) at a price
that is 200 times lower. Also, it's worth noting that D-Wave processors are available for purchase,
while general-purpose quantum systems are typically only available through a QC-as-a-service
model. In the context of high-performance computing, where every clock counts, the lack of physical

access to the chip is critical. This makes the choice unequivocal in favor of D-Wave systems.
Table 2 presents a comparison of solutions offered by Maxeler for dataflow computing. Since
each of them has its own specific orientation, it is almost impossible to single out the best among

them.
Table 2.
Comparative analysis Maxeler MPC Dataflow [18 — 20]
Characteristic MPC-X2000 MPC-C500 MPC-N40 MPC-N42
CPU — 12 Intel Xeon 12 Intel Xeon
DFE 8 Maia 4 Vectis 2 Vectis
CPU RAM - Upto 192 GB
DFE RAM 96 GB per DFE | 48 GB per DFE | 24 GB per DFE
Inner network | MaxRing MaxRing (DFE), | PCI Express 8x2
PCI Express
(DFE-CPU)
Global network | InfiniBand Ethernet, 100GigE
InfiniBand
Jucku - 3x3.57,5x2.5” |3x3.5” ‘ 16 x 2.5
Additional I/O | — - 4 SFP/SFP+, 2 CX4
ports
Purpose Computing Computing, Data stream processing (10 Gbit/s)
CPU-DFE with minimal latency
hybridization

In the context of high-performance computing, the MPC-X series is the most interesting, but
other types of nodes could also be useful depending on the specifics of the task and the overall
network architecture.

After completing the analysis within each of the directions, it is useful to perform the same
analysis between the directions within each of the classes. Table 3 compares the considered
architectural directions, analyzing their suitability for solving the research problem.

As can be seen from the analysis, D-Wave quantum computers solve some problems almost

perfectly, but their specialization makes them unsuitable for use instead of CPUs. Another solution
is dataflow processors (DFE), which, as Maxeler's experience shows, can both replace classic CPUs
and be used in cooperation. But their acceleration is limited.
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Table 3.
Comparison of architectural level solutions
Problem D-Wave quantum Dataflow
computing
The problem | It is solved automatically | It is resolved automatically due to dynamics,
of parallelism | in an ideal way there are overheads
Programming | Not solved: the system There is potential for automation, there are
problem needs a special approach | automated means of detecting dependencies
The problem | It is partially solved, but | Solved at the destination automation level
of matching not for all problems (parallelism is exposed as fully as possible)
the task and
the system
The problem | Does not occur: the Can be resolved through OS level or FPGA
of balancing problem can either be properties
productivity solved or not
and costs
Interaction There is an interaction of | Available node interaction through classic data
problem qubits due to quantum transfer
entanglement

The following analysis, presented in Table 4, deals with networks, and more precisely, with
network topologies. However, if architectural solutions need to be analyzed according to the problem,
network solutions cannot be analyzed in a similar way, but topological characteristics of networks
and their more general properties can be evaluated: for example, the availability of alternative routes,
which is important in the context of multipath routing and fault tolerance.

Table 4.
Topological solutions

Characteristic

Fat tree

Dragonfly

Topological characteristics

Degree Depends on connectivity, but | p+a— 1+ h [Ilomuaka!
no more than 4 — 6. Jxepesio mocuaaHHs He
3HAl/1eHO. |
Diameter No more than a binary tree Minimum, with full

connectivity within each level
— 5 (between terminal nodes)

Possibility to solution of the problem

Alternative routes

Yes, due to additional inter-
level connections

Yes, due to local full
connectivity

Structure-oriented routing

Topology-based depth-first
search

Based on the properties of
connections

Bandwidth problem Topology is focused on There are methods of
solving this problem topological routing that solve
the problem
Optimal types of routing Centralized From the source or
decentralized

Analyzing the topologies, one can notice certain similarities: both of them are polymorphic,
have good characteristics and implement multipath routing. On the other hand, a fat tree relies heavily
on centralized routing, where route discovery is performed by a shared controller, allowing for
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consideration of all nuances with increased bandwidth near the roots. On the other hand, the
Dragonfly offers greater decentralization and a potentially better diameter, making it more promising
in terms of efficiency.

Discussions

Analyzing the given solutions, it is possible to draw a conclusion about the possibility of their
combination. From the point of view of the dataflow network, the system is not much different from
the classic controlflow, which allows you to use a network of any hardware type (InfiniBand,
Ethernet, SDN) and any topology. At the same time, quantum systems are specific in this aspect.
Combining qubits requires special graphs, as the overview of D-Wave graphs demonstrates, but
hypothetically the network between QPUs operates on classical data and therefore can have any
structure.

However, a much more interesting combination is the combination of two architectures:
dataflow and quantum processors. The first architecture significantly increases the efficiency of
calculations, but its acceleration is limited. The second — makes it possible to significantly simplify a
number of problems due to quantum advantage, but is specialized. Although at the moment quantum
chips are too expensive, there is a significant possibility that with the development of technologies,
their price will decrease further, and therefore, at a certain point, it will be possible to use them in
part of the nodes of the system as accelerators. As a result, the only question is in which specific parts
of the system these nodes should be located. The topology comes in handy here, the right choice of
which will allow for effective access to the quantum resource.

Conclusions

Summarizing the review, the following aspects should be noted. The first is that the problem of
limited efficiency is complex and consists of a number of smaller problems. There is a large number
of possible solutions for each of them, which makes their classification relevant. This article proposes
to divide them into those related to the immediate structure of the node (architectural level) and those
related to the interaction of nodes and abstracted from their architecture (network level), however,
this classification is not final and can be expanded.

The second aspect is that there are a large number of possible solutions for each problem, both
mentioned and not mentioned in this review. All of them have their own specifics and can be both
compatible with each other and contradict each other. However, since each of the proposed
approaches affects only part of the problem and does not solve the problem in general, there is a need
to find methods that would allow combining partial solutions into a general one.

Returning to the material of the article, the reviewed solutions allow solving certain tasks:
solving the problem of parallelism, partially — simplifying programming, adapting the task to the
system and the system to the task, as well as solving interaction problems. Benchmarking shows that
key solutions such as the dataflow paradigm and quantum computing complement each other and can
therefore be combined for better results.

However, there are a number of unsolved tasks, such as the simultancous use of QPU and DFE,
the combination of quantum and classical algorithms within the program, the planning of calculations
at the network and system-wide levels. Also, the question of the relationship between architecture
and structure, as well as the search for optimal hardware and topological solutions at the network
level, remains unresolved. Similarly, it makes sense to expand and deepen the review, including new
modern architectures and paradigms and considering the issue of hybridization as a method of solving
the given problem.
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MODERN INFORMATION SYSTEMS SECURITY MEANS
A. L Verner, I. A. Klymenko

The article provides a thorough review of current research on information security means
available for the endpoint protection. In the first chapter, categories and features of types of threats
to information security are considered. The second chapter provides a general description of threat
analysis methods, compares static, dynamic, hybrid malware analysis methods and highlights the
advantages and disadvantages of each of them. The third chapter considers the modern methods of
detecting and mitigating threats to information systems, as well as the peculiarities of their
implementation. The purpose of this article is to provide a general overview of the current state of
information security and existing modern methods of protecting information systems from possible
threats.

Key words: information security, information systems, security means, malware.

Introduction

High rates of technological progress and information technologies dissemination are ubiquitous
nowadays. Statistical data [1] indicate that there is a concurrent pattern of yearly exponential growth
in the volume of harmful software affecting information systems. This necessitates the creation of a
variety of novel, adaptable forms of protection mean. Nevertheless, despite the coordinated efforts of
experts, the problem of malware analysis and detection is still unresolved.

As of September 2022, research on operating system (OS) use [2] reveals that the commercial
Windows OS continues to be the most popular among desktop computer users. Regarding the threats,
despite the Q4 2021 Internet Security Report's conclusions that attacks were decreasing downward year
over year, a large increase in threats detections in Q1 2022 indicated that the situation became worse [3].
In Q2 2022, 55,314,176 malicious and potentially unwanted objects were detected by security systems
[4].

Additionally, the predominance of embedded systems, which are mostly employed in the so-
called "Internet of Things" (IoT), is growing quickly. This has caused some obvious shifts in the
landscape of malicious software. Due to the high rates of product release, corporations pay
insufficient attention to the issue of product security, which leads to the presence of a significant
number of major vulnerabilities in such systems being rather often detected. Architecturally
embedded systems have strong differences from desktop personal computers, which is caused, first
of all, by the use of various processors and rather limited resources. From the point of view of the
operating systems usage here, of course, the situation is also radically different, since according to
[5] developers use Unix-like OSes with various variations of the Linux kernel. According to evidence
[6], almost half of smart homes with built-in systems had critical vulnerabilities that allowed attackers
to easily attack them. The report [4] shows, that most of the IoT devices were attacked using the
Telnet protocol, as before (Telnet — 82,93%, SSH — 17,07%). In addition, according to this source,
there is a 217% increase in the number of attacks compared to previous years.

By analyzing the aforementioned facts, we can draw the insight that creating protection means
to increase the security of information systems is a very critical issue in the contemporary.

This paper describes the actual status of information security, categorizes and highlights the
specific attributes of security mechanisms depending on attacks, and examines contemporary
methods for detecting threats to information systems.

Information security threats: categories and specifics
A threat in the context of information security is a potential negative action or occurrence
facilitated by a vulnerability, leading to an unintended effect on a computer system or application.
Threats to information security can take a variety of forms including software attacks,
intellectual property theft, identity theft, equipment theft, information theft, sabotage, and information
extortion. Any software that has the potential to compromise the integrity of an information system
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is considered malware [7]. Malware is an acronym for malicious software and, therefore, it is
essentially defined as harmful software that can be invasive computer code or anything else created
with the intention of harming a system. Due to the presence of many malicious software and a huge
range of programs, each type of malware can be unambiguously divided into classes. Most time it is
incorrectly interpreted that, viruses, worms, and bots are all the same things. The only common
feature is that they are all related to the malicious programs, however they behave in the most distinct
way. As was mentioned, malware includes viruses, worms, Trojan horses, rootkits, spyware,
keyloggers, etc. According to the report [8], most spread were the heuristic malware in 2021. The fig.
1 represents the graph of detected malicious software for the 2021 year.
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Fig. 1. Top 10 threats detection categories 2021.

The intricacies of how each form of malicious software functions will be later covered in more
depth further.

Generally, the malware may be divided into two main groups by such aspects:

— methods of Infection;

— malware Behavior.

Based on the infection methods the following examples of malware can be identified:

The viruses are malicious software having a self-replication mechanism. Such software has an
executable file that it uses to replicate itself to other host systems and proliferate. Because the program
is passive, infection happens through files, media, or network files. The viruses could also modify its
replicated copies, depending on how complicated the computer code is [9]. Viruses can be used to
steal information, build botnets, show adverts, and many other activities in addition to harming
computer nodes and networks.

Although worms also have a replication mechanism, they are representing an active malware
that spreads over the network by taking advantage of numerous vulnerabilities in the existing software
or operating system. They include malicious processes in them that may be utilized to create channels
of communication and operate as active carriers. This class drastically lowers the system's
performance and continuously scans its resources [10], which causes the node to become unstable
and, in severe circumstances, the system to crash. Moreover, worms could produce payloads in the
form of several bits of code that are created to harm the node by stealing data, erasing files, or building
a bot that can connect an infected device to a botnet [9]. Unlike viruses, worms do not require human
activity to spread, as they could spread and reproduce independently.

A Trojan is a piece of software that has the appearance of being trustworthy but when
downloaded and run, runs any contained harmful code or files. A Trojan may have no payload or
have extra malware installed in the form of viruses. Trojans, in contrast to viruses and worms, do not
have a mechanism for self-replication and are only triggered when users launch them. However, the
payload can include malware that enables an attacker to remotely access the computer node and carry
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out any nefarious deeds. The effects of Trojans programs on PCs vary depending on the extra payload
and are typically enhanced by social engineering [11, 12].

A backdoor is a hidden "entrance" used to gaining access. It is occasionally made specifically
by service providers as a remote tool for system checks, troubleshooting, and diagnostics. The simple
existence of a backdoor is a huge security risk, as it is not difficult to detect. Attacks frequently occur
as a consequence of safe backdoors, for instance with the "backdoor" virus. This type of malicious
software allows for remote, illegal access to a computer system or application by taking advantage of
system weaknesses and shortcomings. It operates in the background, much like any malicious
software. This access provides the full range of actions to perform malicious operations on the system.
Computer nodes are very vulnerable to illegal copying of files, modifications, data theft by using
backdoors [13].

The bots are computer programs created to carry out particular tasks. Bots were initially created
to control chat channels. While some of them are exploited for legal purposes, malicious bots are built
to create botnets. A botnet is a network of node computers (zombies/bots) controlled by an attacker
or botmaster. Bots infect and control another computer, which in turn infects other connected
computers, forming a network of compromised computers botnet. Bots are frequently employed as
spammers, for DDOS attacks, web distributors for spreading malware on file sharing, etc. The
CAPTCHA tests are one tool used to defend systems against bots [11].

The behavior-based malware can be also divided in multiple parts.

A spyware is malicious software that monitors user activities by accessing operating system
features. Such spyware occasionally contains extra capabilities, including the ability to impede
network connections or even modify the infected system's security settings. Spread occurs by
attaching to legitimate software, Trojan horses, or even through known vulnerabilities. Spyware can
monitor user behavior, for example, by collecting keystrokes and sending information to a remote
host to an attacker [14].

Spyware includes keyloggers. Such software performs the recording in the background. The
user is unaware that a recording of the keys they press on the keyboard exists. The collected data is
then transmitted to the attacker over the Internet. These applications are designed to steal passwords,
such as those used for online banking. They can also employ spyware to steal other types of personal
data, such digital documents. Spyware and keyloggers may be downloaded to a distant node via a
variety of methods. The most common is by following a link in spam e-mails or by visiting web pages
designed solely to infect nodes. Even still, this kind of malware is occasionally referred to as "Trojan,"
as it spreads similarly to Trojans.

The zombies. They function in a manner akin to spyware. The infection method is the same,
except instead of spying and stealing data, they wait for a hacker's order.

An adware, performs automatic display of advertisements in the form of pop-up ads on
websites, etc. Most of this software is designed to assist marketers produce products that will make
companies money. Some adware packages contain spyware, which might eventually have serious
repercussions including tracking user activities and information theft [15].

The rootkits are the advanced and complex applications typically developed as tools to conceal
regular operations on the infected node. To prevent being discovered by the system, rootkits employ
a number of tools. They are extremely intrusive and challenging to get rid of because they are
undetectable. They are developed with the possibility of full control over the system and obtaining
the highest privileges on the infected node [11]. The majority of node protection software solutions
are ineffective in identifying and removing rootkits because to their use of cloaking methods.
Monitoring the computer system's activity in respect to the topic of unexpected activities, analyzing
memory dumps, and scanning system file signatures are other ways to counteract them.

A ransomware infects computing nodes or a network and keeps the system locked down,
demanding a ransom from users. To prevent users from accessing the infected machine, the files are
often encrypted or the system is banned. Then messages appear demanding payment in order to view
the data. Such malware uses the same spreading techniques as computer worms.

Although there are additional varieties of malware, these are the most well-known and
widespread today. A trend towards fewer new harmful software creations and a dramatic increase in
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the overall quantity of malicious samples can be observed by examining the report of the past 10
years [16]. The graphs in Figure 2 and Figure 3 provide the visual representation of the problem.
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Fig. 2. Total amount of malware and potentially unwanted applications (PUA) [16].
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Fig. 3. The annual increase of malware and PUA [16].

From the overall evolution of new malware over the past ten years, malware prevalence is rising
yearly. At the time this article was published, there were more than 1.2 billion harmful programs in
use in 2022 (according to the info from av-test.org report).

The analysis and detection technologies are continually improving as a result of the fight against
malware samples. Malware detection technology has been continuously evolving from rule matching
and feature code extraction in the early phases to dynamic and static detection and heuristic detection
in the middle phases, and finally to the current machine learning and multi-engine joint learning.
Nevertheless, anti-detection technology is also improving to overcome different anti-killing methods,
malware employs shell, obfuscation, virtual machine protection, and other technologies [17]. In the
next chapter we will consider the modern threats detection means.

Threat analysis techniques
Malicious threats can be detected using a variety of code analysis techniques. In general, such
analysis methods can be separated into three main categories: hybrid, dynamic, and static. These
techniques identify and classify malicious software and take action against it in order to protect
computer systems from a potential loss of data and resources.
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One of the first historically developed method is the static analysis. The term "static analysis"
describes the examination of harmful software without actually running it. String signatures, byte
sequences, n-grams, library syntax calls, control flow graphs, opcode frequency distribution analysis,
and other detection patterns are employed during static analysis. The analysis is carried out by
preliminary file's unpacking and decoding of the execution file. Debugging and memory dump
analysis tools are used to reverse-engineer the basic principles of how malicious software functions.
Disassemblers and debuggers allow displaying the malware code in the form of assembly instructions,
which provides information about what the malware actually does, and helps identify patterns to
identify attackers. Such technique is very useful for analyzing the packaged executables that are
challenging to disassemble.

However, such analysis loses its effectiveness in case the obfuscation is performed. The binary
obfuscation techniques convert malware binaries into self-compressed and distinctively organized
files. This is generally done to prevent modification and complexifying of the overall exploration of
harmful software, thus additionally reducing the opportunity of obtaining any qualitative findings.
Additionally, as mentioned in [18], when binary executables are used (obtained by compiling the
source code) for static analysis, details like the size of data structures or variables are lost.

Technical methods used by attackers to evade static analysis led to the development of dynamic
analysis. The drawbacks of the static analysis methodology were studied by Moser [2]. The scientist
developed a coding obfuscation-based method that shows static analysis is inadequate for identifying
or categorizing malicious software. According to the conducted studies it is confirmed that since
dynamic analysis is less vulnerable to obfuscation than static analysis, it serves as an
essential supplement to static analysis.

Dynamic analysis of malicious programs includes the analysis of the program during its
operation in the system [19]. The malware is executed in a secure and controlled environment, to
avoid the transfer of the investigated malware to other systems or networks. Observation, samples
gathering and the samples interactions with the system is the foundation of dynamic analysis. For
this, the snapshot of the initial state of the virtual machine is taken before the malware is launched to
execute on the test system. To examine changes, the input and output states are compared. After the
changes obtained from observations, they are used to further remove malware from infected nodes
and/or to simulate effective signatures. Like basic static malware analysis, dynamic analysis is an
important initial step in malware analysis, although it does not provide comprehensive information
about the malware [20].

Extended dynamic analysis involves the use of tools to study the state of the malicious program
during its execution. For instance, this allows to study the harmful code's internal state. The use of
advanced analysis techniques provides information that cannot be collected using other methods [10].
Dynamic analysis is always carried out in an isolated setting to ensure that all system inputs and
outputs are known for further analysis. The use of additional tools also allows to perform tracking of
the APIs used at this stage, to check the system functions calls, called and deleted files, registry
changes, and data processed by the program analyzed during interaction with the system. Analyzing
the parameters used in API and function calls allows semantic grouping of the functions used while,
analyzing the processed and distributed data in the system provides insight into the files used and
produced by the malware. This allows to determine the purpose of the malicious software
development [21]. The advanced dynamic malware analysis is very useful for detecting malware
variants and obscured techniques. Automated dynamic malware analysis tools are employed for
convenience, and they produce reports that may be utilized in order to classify harmful samples based
on their behavior.

By combining both static and dynamic analysis techniques the new threat analysis approach
was developed — the hybrid analysis. Such a method benefits from both approaches. A software is
first examined by code analysis and malware signature validation, following which it is launched in
a virtual environment to ascertain its true behavior. This allows investigating the malicious software
deeply.

It is important to identify the unique peculiarities of how each type of analysis is performed:
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— the static analyzers, process executables without running them and extract the classification-

related information from the binaries and their metadata;

— the dynamic analysis systems execute binaries in a virtualized environment and record

sample behavior, isolating the indicators of malicious activity;

— the hybrid analyzers can analyze the encrypted malware being more precise and time

consuming.

While all the approaches have positives and negatives, many endpoint security solutions tend
to be handled by static analyzers because of the strict time constraints required to avoid impacting
system performance.

The pros and cons of using each analysis technique are briefly illustrated in the table of general
approaches comparisons (Table 1).

Table 1.
Threat analysis approaches comparisons [12]
Analysi . . :
natysis Static Dynamic Hybrid
approach
— Efficient. — Has better — Far superior to static and
. accuracy over dynamic analysis.
— Low influence on Jracy ove Y Y
static analysis.
performance. — Can detect malware that
is both known and
Pros — Safer as does not .
, undiscovered.
require software
execution. — Can analyze the
) encrypted malware
— High accuracy. P
— Unknown and — Unsafe and time | — Most time and resources
encrypted malware consuming consuming.
cannot be analyzed. )
Cons Y — High resources — Most complex
— Unable to recognize utilization
obscure malware.

Malicious threat detection techniques

Numerous techniques for identifying threats are developed as academic study on malware
detection increases. Let's examine the primary methods for detecting malicious software on
computing nodes in more detail.

It is impossible to categorically say that one method is superior to another when it comes to
finding significant traits because each strategy is unique and has its own benefits as well as
disadvantages.

Using behavioral modeling, heuristics, and simulation-based threat detection approaches, a
large amount of malware can be identified. In addition, these models also allow detecting a new
species of malware. However, they are not universal and cannot detect all the malicious software
developed. Therefore, there is a need to find a method that would effectively detect even more
complex, still unknown programs. Overview of malware detection approaches, features, and used
techniques can be seen in Figure 4.

The signature-based detection technique was initially common. A signature is a feature of the
malware that encapsulates the structure of the program and identifies each malware as unique. This
technique rapidly and effectively recognizes known malware species. That is why the signature
detection approach widely used in commercial antivirus applications.

This approach is fast and effective enough to detect known types of malware, but not powerful
enough to detect unknown types of malware. Therefore, malicious software that exploits the zero-day
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vulnerabilities cannot be identified by using such methodology. Additionally, by utilizing
obfuscation, malware from the same species can easily avoid detection by signature-based methods
[17]. As the method has such weaknesses, later other techniques emerged.
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Fig. 4. A diagram illustrating malware detection techniques and tools [4].

A behavioral method to malware detection uses monitoring tools to track the activity of the
program and assess whether it is malicious. This method may be used to recognize the majority of
new harmful software since behavior does not really change even when the software code does [21].

A malware sample could be incorrectly classified as harmless since some malware programs
do not work properly in a secure environment. In behavior-based detection, features are first excluded
from the dataset using data mining, and behaviors are then identified using one of the methods
mentioned above. Then, using ML algorithms, particular characteristics from the dataset are retrieved
and classification is performed.

A heuristic technique to malware detection has been popular in recent years. It is a
sophisticated detection technique that draws on knowledge and a variety of approaches, including
rules and machine learning (ML) techniques [23]. This method offers the opportunity to identify zero-
day vulnerabilities, however it is unable to detect sophisticated software.

A model checking based approach. In this approach, malware behaviors are defined manually,
and groups of behaviors are coded using linear temporal logic (LTL) to represent relevant features.
Programmatic behavior is created by looking at the flow relationships of one or more system calls
and defining the behavior using properties such as hiding, propagating, and injecting [23].
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By comparing these behaviors, it is determined whether the program is malicious. This
technique enables the detection of certain new software, but it cannot be used to detect a new
generation of dangerous software.

Deep learning is a type of ML machine learning that inherits from artificial neural networks
(ANNSs) that learn from examples. This is a new approach that is widely used for image processing,
drone control and voice control; however, it is still underutilized for malware detection. Although it
is quite effective, its main drawback is that it is not resistant to attacks that use evasion.

Cloud computing is quickly expanding because it offers several benefits such as simple access,
on-demand storage, and cost savings. Because the cloud is so widespread, it has also been used to
identify viruses. With significantly larger malware databases and heavy computing resources, cloud-
based malware detection improves detection performance for PCs and mobile devices.

Cloud-based detection employs several sorts of detection agents on cloud servers and provides
security as a service. A user may submit any sort of file and obtain a report indicating whether the
file is malware (e.g., Virus Total platform). Despite its benefits, this detection architecture has certain
drawbacks.

Some drawbacks include the following:

— The cloud detection mechanism has some overhead over other detection mechanisms, so
communication between the client and server must be optimized, especially for the Internet
of Things and mobile devices.

— User must upload content to the cloud, which may reveal some sensitive data, such as
location, password, and credit card information.

— The absence of real-time monitoring across all resources for all files.

The Internet of Things (10T) architecture is composed of a wide range of Internet-connected
smart devices such as household appliances, network cameras, and sensors. IoT and mobile devices
have begun to outnumber PCs on the Internet. As mobile and IoT devices become more popular
among consumers, they also become increasingly popular targets for attackers. As a result, the
malware detection paradigm landscape is shifting away from desktops and toward IoT and mobile
devices.

A novel approach for identifying DDoS malware in IoT contexts proposes malware
categorization using convolutional neural networks and malware binary image analysis [24]. Being
fast and lightweight, the mentioned method remains vulnerable to complex code obfuscation
techniques. Partially this can be fixed by using static sequences and calls features limited to a certain
degree.

One more method describes the detection of the cryptoransomware in loT networks based on
energy consumption footprint [25]. To accomplish malware application categorization, this technique
likewise employs ML algorithms and tracks the energy consumption trends of several activities.
However, the technique description proposed is unclear. Furthermore, there is no information on
which ransomware family was examined or how they dealt with unknown malware.

Finally, lets briefly outline the benefits and drawbacks of each of the methods discussed above.

The signature-based approach allows performing the fast and efficient detection of known
software. This method also proves its efficiency in malware detection in case the samples belong to
same species. Unfortunately, such threat mean is unable to detect new types of malwares or the
modification of the old one. Furthermore, it is not resistant to obfuscation and polymorphism.

The behavior-based approach has proven its validity for identifying the new malware types as
it determines the malware functionality. Such method also allows detecting different species of the
same malware being effective against polymorphism and obfuscation. One of the mentioned method’s
drawbacks is that it may produce the false positives due to the difficulty of the malicious and normal
behavior separation.

Unlike above-mentioned approaches, the heuristic-based method allows detecting the unknown
malware by using the combination of the static and dynamic analysis features. However, this way is
a bit complex as it contains various number of rules and training phases being vulnerable to
metamorphic techniques.
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The model checking-based approach is complex and resource-intensive technique. However, it
allows detecting the malware from the same family and is resistant to the polymorphism and
obfuscation techniques.

One of the most powerful and effective is the deep learning-based approach. This method
consumes some time during the detection and is not resistant to evasion attacks.

To enhance the detection performance for PCs the Cloud-based solution can be used. It provides
better computational resources and bigger malware databases. Additionally, it can be easily accessed,
managed and updated. However, as cloud is the remote source, some sensitive data leaks are also
possible. Additionally, it requires continuous connection between the client and the server.

The last approach becomes more common nowadays due to the wide spread of the [oT devices.
This approach similarly to the previous allows using both the static and dynamic analysis feature
being limited to the uncomplex malware only.

Conclusions

Although the new approaches for the security means are being developed and enhanced daily,
there is a still strong need in the development of the threat detection methods due to the prevalence
of the malicious software nowadays. The article provided a thorough review of current research for
malware detection methodologies, as well as techniques and algorithms utilized for malware
detection. The benefits and drawbacks of each malware detection method have been discussed.

The most significant disadvantage of current security measures is their sensitivity to
obfuscation. The use of deep learning methods as the foundation of the developed technique will
allow eliminating the major vulnerability of the most often used security methods — identification of
unknown forms of malicious software.

It is also shown that the percentage of new threat semantics decreases as a result of the fact that
new instances of malicious software are only modifications of already implemented threat
mechanisms to which polymorphism and obfuscation have been applied in order to change their
signatures. Such a trend is positive, as it allows to significantly increase the security of information
systems by preventing the execution of a considerable amount of malicious software in case of the
specific approach development which will allow detecting and preventing threats resistant to such
modifications.
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OVERVIEW OF OCR TOOLS FOR THE TASK OF RECOGNIZING
TABLES AND GRAPHS IN DOCUMENTS

O. Yaroshenko

This study describes OCR tools for recognizing tables and graphs. There is a great demand for
solutions that can effectively automate the processing of an extensive array of documents.

Existing OCR solutions can efficiently recognize text, but recognizing graphical elements, such
as charts and tables, is still in the making. Solutions that can increase the accuracy of visual data
recognition can be valuable for technical document processing, such as scientific, financial, and
analytical documents.

Key words: OCR, PDF files, FastText, detection, recognition, deep learning, technical
documents.

Introduction

In the modern world, every day, a huge number of different documents are translated from
paper to electronic form: printed texts, payment orders, customs or tax declarations, ballots, various
questionnaires, and many others. Thousands of different electronic document management systems
are actively used in almost all spheres of activity.

Thanks to general computerization and the spread of electronic document circulation in various
areas of human activity, huge archives of textual and visual information have been accumulated. The
global Internet is a continuously expanding electronic archive.

The analysis of modern information systems made it possible to draw a conclusion about the
limited possibilities of semantic analysis and image search. Semantic analysis of images means
automatically obtaining their semantic descriptions (annotations) and searching in the space of these
descriptions (search by content) [4].

Among the search types implemented by information systems, image search by keywords is the
closest to meaningful search but has one significant drawback — keywords for images are created by
an expert. In all systems of electronic document circulation and systems of entering printed texts, one
of the key stages is the recognition of text symbols — the translation of information from graphic
form — the result of scanning — into text form. In most cases, the raw document data has noise in it,
i.e., unwanted features that make the image hard to perceive. Although these images can be used
directly for feature extraction, the accuracy of the algorithm would suffer greatly. This is why image
processing is applied to the image to get better accuracy.

Despite the long history of the development of recognition algorithms and the existence of a
large number of algorithms, clearly printed texts are recognized well. The problem of recognition in
more complex cases is far from being solved [8].

There is a question of further increasing the accuracy of recognizing documents of poor quality;
in particular, existing algorithms provide a relatively low accuracy of recognizing texts from graphic
images obtained by scanning with small resolutions [1].

It is worth noting the class of problems in which graphic the image cannot be improved by
increasing the scanning resolution or changing the scanning parameters. For this, papers (receipts,
business cards, reports, internal decrees) are usually processed by a scanner, and OCR software
creates searchable PDF files for the required text fragment.

Text recognition systems or OCR systems (Optical Character Recognition) are designed to
automatically enter documents into a computer. It can be a page of a book, a magazine, a dictionary,
or some kind of document — anything that has already been printed and needs to be converted back
to electronic form [3].

Thus, the development of new high-precision text recognition algorithms, as well as the
improvement of existing ones, is a potentially useful task.
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OCR systems development

The history of the most massive demand for OCR systems began with the "competition"
between CuneiForm and FineReader systems of the same version 1.3. According to many
independent specialists, CuneiForm was more robust regarding the sum of indicators than [3].

The backbone of the development team of this program was based in the USA. However,
unfortunately, even before the release of the CuneiForm 2.0 version, this team practically ceased to
exist. Moreover, BIT kept its team of programmers [9]. OCR is used for two main tasks: document
archiving and document editing. For this, papers (receipts, business cards, reports, internal decrees)
are usually processed by a scanner, and OCR software creates searchable PDF files for the required
text fragment [5].

Such programs usually convert a printed table into an Excel file or a paper document into an
electronic one that can be edited and used later on a PC. Powerful OCR software can also convert
printed text into HTML files. They can immediately be placed on the site for public access.

These tasks include previously created electronic archives of documents in the form of bitmap
images, electronic libraries, and text messages. OCR is used for two main tasks: document archiving
and editing [6]. When choosing an OCR program, one needs to decide whether it wants it to run
automatically, interactively, or in combination with others. With the offline operation, the utility starts
working immediately after scanning the document. A few seconds after processing the paper medium,
the program produces the final result [2].

Of course, editors built into recognition systems cannot compete with Microsoft Word or Lotus
Word Pro. OCR editors — programs are designed in such a way as to simplify the process of
eliminating recognition errors and errors as much as possible: the system allows one to observe the
"original" graphic image of the document during the editing process [2].

Almost all recognition programs have a built-in spell check system, even at the recognition
stage. In the editor, "doubtful" symbols and words not in the dictionary are highlighted in a unique
color.

When the document is edited, it can be saved as a file (TXT, RTF). The RTF format (Rich Text
Format) is understandable by most word processors (Microsoft Word, Lotus Word Pro, Word Perfect,
Lexikon). It allows one to specify information about the design (fonts, paragraphs, illustrations,
columns, trimming, tables) [3].

The finished document can be transferred to the editor using the Drag&Drop mechanism or via
the Clipboard. If the document contains tables, they can be written as Word tables or directly
transferred to Excel spreadsheets.

OCR systems recognize text and various elements (pictures, tables) from an electronic image.
The image is usually obtained by scanning a document and, less often, by photographing it. The
algorithm of the OCR program processes the received image, areas of text, images, and tables are
highlighted, and garbage is separated from the necessary data (Fig 1).

At the next stage, each character is compared with a unique dictionary of characters; if a match
is found, this character is considered recognized (Fig. 2). As a result, one gets a set of recognized
characters, that is, the desired text. Modern OCR systems are pretty complex software solutions [7].

After all, the text can be littered, distorted, or polluted, and the program must take this into
account and handle such situations properly. In addition, modern OCR systems also make it possible
to obtain a copy of a printed document in electronic form, preserving formatting, styles, text sizes,
and fonts.

Description of the OCR procedure

1. Image pre-processing.

2. Recognition of objects of higher levels.

3. Character recognition

4. Hypothesis structuring. Vocabulary check.

5. Synthesis of an electronic document.
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Most OCR Optical Character Recognition programs work with a bitmap image received
through a fax modem, scanner, digital camera, or another device. The first step in OCR is to break up
the page into blocks of text based on the particularities of right and left alignment and the presence
of multiple columns. The recognized block is then split into lines [7].

As aresult, there is a problem determining the line to which this or that image fragment belongs.
For example, for the letters j, with a slight slope, it is already difficult to determine which line the
upper (separate) part of the character belongs to (in some cases, it can be mistaken for a comma or a
period). The lines are then broken up into contiguous regions of the image, which generally
correspond to individual letters; the recognition algorithm makes assumptions about the
correspondence of these regions to characters; and then a selection of each character is made, as a
result of which the page is restored in characters of text, and, as a rule, in the appropriate format.
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OCR systems can achieve the best recognition accuracy of over 99.9% for pure images composed of
regular fonts [4].

At first glance, this recognition accuracy seems ideal. However, the error rate is still depressing
because if there are approximately 1500 characters per page, then even with a recognition success
rate 0f 99.9%, there are one or two errors per page. In such cases, the dictionary check method comes
to the rescue.

If a word is not in the system's dictionary, it tries to find a similar one according to special rules.
However, it still does not allow to correct 100% of errors, which requires human control of the results.

The modern state of OCR processing for technical documents

Heavy use of PDF files has promoted research in analyzing the file layout for text extraction
purposes. One of the PDF document's difficulties is that smartphone users extensively scan the
documents in PDF format using the phone camera. Optical Character Recognition (OCR) techniques
must be employed to get these images into text format [11]. OCR is a technology still in the making,
and available software provides varying levels of accuracy. The best results are usually obtained with
a tailored solution involving corpus-specific pre-processing, model training, or postprocessing, but
such procedures can be labor-intensive. Pre-trained, general OCR processors have a much higher
potential for wide adoption in the scholarly community; hence, their out-of-the-box performance is
of scientific interest. Modern OCR framework comparison research indicated that certain types of
"integrated" noise, such as blur and salt and pepper, generate more errors than "superimposed" noise,
such as watermarks, scribbles, and even ink stains (Fig 3).

Furthermore, it suggests that the "OCR language gap" persists. Calls for special efforts to
improve the quality of document images before passing them to the OCR engine. [12] One compelling
option is to super-resolve these low-resolution document images before passing them to the OCR
engine. Experiments show an improvement of up to 21% in accuracy OCR on test images scanned at
low resolution. One immediate application of this can be enhancing the recognition of historical
documents scanned at low resolutions [13].

" HEAT WRAVING 1" HEAT WEAVING " HEAT WEAVING

dent with the boles before weavsig a

Lre of the bole and the

Fig. 3. Document noise examples

Scientific papers and other technical documents are composed of natural language text and
other modalities, like block diagrams, mathematical formulas, tables, graphics, and pictures.
Automatic Technical Documents Processing and Understanding (TDPU) has received more attention
in the last two decades due to its profound applicability. TDPU represents the continuation of the
progress made in the fields of OCR, Natural Language Understanding, Pattern Recognition, and
Image Understanding. [ 14]
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Research activities in document image analysis can be mainly classified into two categories,
text processing, and non-text processing, e.g., figures, graphics, and diagrams [19]. Although the
introduction of optical character recognition technologies mostly solved the task of converting
human-readable characters from images into machine-readable characters, the task of extracting table
semantics has been less focused on over the years [16]. Also, chart recognition techniques for
document images are still an unsolved problem due to the great subjectiveness and variety of chart
styles [19].

The recognition of tables consists of two main tasks, namely table detection and table structure
recognition (Fig 4). There are works that recognize table structures from text or other syntactic tokens
rather than directly from document renderings. One draws upon deep neural networks to identify table
structures for rendered inputs. The proposed architecture combined the benefits of convolutional
neural networks for visual feature extraction and graph networks for dealing with the problem
structure. They empirically demonstrated that their method outperforms the baseline by a significant
margin. However, they aim at a different purpose: parsing table structures but not complete document
hierarchies. As such, the authors do not attempt to identify text elements or nested figures. [17].

Research regarding mathematical formula detection identified that the key difference between
formula detection in typeset documents and object detection in natural scenes is that typeset
documents avoid the occlusion of content by design. This constraint may help design a better
algorithm for non-maximal suppression, as the original non-maximal suppression algorithm is
designed to handle overlapping objects. They believe improved pooling will reduce the number of
over-merged and split detections, improving precision and recall. This approach can detect not only
formulas but also other types of structures in technical documents [10].
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Fig. 4. The two-stage process of TD and TSR in Multi-Type-TD-TSR. [16]

Prasad et al. [15] developed a model for table structure detection based on CNN architecture
which was originally trained for objects in natural scene images and was also very effective for
detecting tables. Moreover, iterative transfer learning and image augmentation techniques can be used
to learn efficiently from a small amount of data. The proposed model recognized structures within
tables by predicting table cell masks while using the line information. It was stated that improving
the post-processing modules can further enhance the accuracy [15].

For this purpose, Fisher et al. [16] distinguished three types of tables (Fig 5), depending on
whether they are borderless or not. Because of the unavailability of large labeled datasets for table
structure recognition, they decided to use two conventional algorithms: The first one that can handle
tables without borders and the second one that can handle tables with borders. Further, they combined
both algorithms into a third conventional table structure recognition algorithm that can handle all
three types of tables. This algorithm achieves the highest F1 score among the systems compared in
their research for an IoU threshold of 0.6 and 0.7 but does not detect sharp borders, so the F1-score
decreases rapidly for higher thresholds of 0.8 and 0.9 [16].
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Fig. 5. Types of tables based on how they utilize borders: a — tables without borders, b — tables with
partial borders, ¢ — tables with borders [16]

Rausch et al. [18] presented a solution that takes rendered document images as input, performs
segmentation into bounding boxes, and then outputs the hierarchical structure of the entire document.
Their solution identified table and tabular elements with high precision, but other elements were
recognized with significantly lower accuracy. They emphasize again that both suitable baselines and
datasets for this task are hitherto lacking [18]. Qasim et al. [17] also identified the lack of large-scale
datasets as a significant hindrance to deep learning research for structure analysis. They presented a
new large-scale synthetic dataset for the problem of table recognition [17]. Ayinala and Grandhi
(2021) stated that text processing is an essential task as we have more digital content available on the
Internet today. The most challenging task nowadays is locating and analyzing textual information
[11].

Another big problem with the correct processing of technical documents is chart recognition.
They are widely used to represent numeric and qualitative data in different formats. Although existing
OCR tools can recognize the text content of chart segments, the primary data represented by the chart,
which is usually shown visually by lines, bars, and circle segments, is not recognized well by those
tools. The main issue is that there are plenty of different chart types and styles for each particular
chart type, and most research is focused on a limited set of charts representation [19].

For the task of extracting data from chart images, the detection process is a preliminary step. It
helps to locate and extract the data chart only and classify chart type, improving data recognition
performance. For such tasks, Convolutional Neural Networks (CNN) are commonly used. CNN-
based methods show outstanding results in various object detection domains. There is a lack of works
in the literature linking real-world photos with the task of labeling charts before labeling. There are
many issues to solve, such as locating charts in images and removing camera distortions [20].

It can be said that more advanced solutions for chart recognition are a necessary addition to
existing OCR systems [19].

Conclusion

OCR systems recognize text and various elements (pictures, tables) from an electronic image.
The image is usually obtained by scanning a document and, less often, by photographing it. The
algorithm of the OCR program processes the received image, areas of text, images, and tables are
highlighted, and garbage is separated from the necessary data. At the next stage, each character is
compared with a unique dictionary of characters; if a match is found, this character is considered
recognized. As a result, one can get a set of recognized characters, that is, the desired text.

As described above, technical document processing is a demanding and underdeveloped area
of deep learning. There have been many types of research in this area in recent years, but the main
focus is on the text and common pattern recognitions inside documents. On the other hand, technical
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documents have a lot of specific structures (mainly charts and tables) inside and require a high
recognition accuracy to be considered.

Directions for future research

There are several gaps in the technical document processing research that follow from the
findings in this article that would benefit from further research, including extending and further
testing statements developed here:

1. In-depth exploration of how OCR algorithms can be re-evaluated and modified to perceive
scanned PDFs with technical documentation better. That may include new approaches to removing
noise from scanned images and solutions for document content structure recognition.

2. Gathering new datasets of scanned PDFs that include specific elements, such as tables and
charts of different types, to enhance further models that work with processing such elements.

3. Improing unique structure recognition and processing methods by comparing existing deep
neural networks with different architectures for such tasks. Based on the results, it would be beneficial
to build data pipelines that will combine different methods to improve the final solution's accuracy.
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The need to intensify the extraction process using the influence of chemical reagents on beet
chips was substantiated. The analysis of application of natural sorbents in food production
technologies was carried out. The physical and chemical properties of zeolite were explored. The
indicators that make it possible to apply natural zeolite for additional treatment of water and juices in
sugar production were shown. The effectiveness of the use of natural zeolite for feed water treat-ment
with the view to enhancing the technological quality of diffusive juice was determined. Experimental
research revealed that feed water treatment with zeolite decreases the content of total iron,
ammonium, and permanganate oxidation indicator. It was proved that microbial seeding of feed water
and diffusive juice decreases in case of treatment with zeolite. It was established experimentally that
the purification of diffu-sion juice occurs during zeolite application for feed water treatment. We
determined the effectiveness of removal of macromolecular compounds, including dextran, from
diffusive juice obtained during processing sugar beets of various technological quality with natural
zeolite. It was shown that at the zeolite consumption of 0.1...0.4 % to the weight of beets, the content
of high-molecular compounds and pectic substances in diffusive juice decreases by 30—40 %, and the
content of dextran — by 2040 %, respectively. During the zeolite treatment, an enhancement of the
quality of purified juice and improvement of filtration and saturation proper-ties of defeco-saturated
precipitate are observed. Thus, the average rate of sedimentation of the precipitate of juice of |
carbonation S5 m, when using zeolite for feed water preparation increases by 10-50 % for the beet
different technological quality. In the course of research, we designed the technique of zeolite
application, which ensures a decrease in coloration, an increase in the purity of the cleared juice,
enhancement of filtration and sedimentation properties of the precipitate of juice of I carbon-ation.
High effectiveness of the proposed method is pronounced in processing raw materials of lowered
quality. Thus, there are some grounds to claim the effectiveness of zeolite application to enhance the
quality of diffusion juice and products in sugar production.

Keywords: diffusion juice, dextran, sucrose extraction, purification of diffusion juice, zeolite.
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The object of the research described in the article is the process of calculating the exponent on
finite Galois fields when implementing cryptographic mechanisms for protecting information with a
public key.

The purpose of these studies is to speed up the exponentiation operation on Galois fields, which
is basic for the implementation of a wide range of cryptographic data protection protocols through
the use of precomputations that depend only on the forming Galois polynomial field.

To achieve the goal, the feature of performing exponentiation on Galois fields in public key
cryptography is used — the constancy of the forming Galois field polynomial, which is part of the
public key. This allows you to select calculations that depend only on the generating polynomial and
perform them only once, saving the results in the precalculation tables. The use of precomputations
allows not only to reduce the computational complexity of the exponentiation operation on Galois
fields, but also to effectively use it to speed up the combination of the processing of several bits.

The article proposes the organization of accelerated execution of the basic operation of a wide
range of cryptographic algorithms with a public key — exponentiation on finite Galois fields GF(2").
Acceleration of the computational implementation of this operation is achieved by organizing the
processing of several bits of the code at once during squaring on Galois fields. This organization is
based on the use of polynomial squared properties, Montgomery group reduction, and extensive use
of previous calculations. Procedures for performing basic operations of exponentiation on Galois
fields are developed in detail, the work of which is illustrated by numerical examples. It has been
proved that the proposed organization can increase the computational speed of this operation by 2.4
times, which is significant for cryptographic applications.

Keywords: multiplication operation on Galois fields, cryptographic algorithms based on Galois
Fields algebra, Galois Fields exponentiation, Montgomery reduction.
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The object of research to which the article is devoted are the processes of calculating
multiplicative operations of modular arithmetic, which are performed on numbers, the length of which
is orders of magnitude greater than the bit capacity of processors.

The target of the research is to speed up the execution of the modular multiplication operation
on numbers, which is important for cryptographic tasks, the bit count of which significantly exceeds
the bit count of the processor, due to the organization of parallel calculation of fragments of the
modular product on multi-core computers.

As the main way to achieve the goal, in the research presented in the article, parallelization at
the level of processing bits of the multiplier and the application of Montgomery group reduction using
recalculations that depend only on the module, which for cryptographic applications is part of the
public key, which allows it to be considered constant, were used.

The article theoretically substantiates, develops and investigates the method of parallel
execution of the basic operation of cryptography with a public key — modular multiplication of large
numbers. It is based on a special organization of dividing the components of modular multiplication
by independent computational processes in order to ensure the possibility of effective group reduction
of the product. The proposed organization ensures high independence of partial computing processes,
which simplifies the organization of interaction between them. To implement the Montgomery group
reduction, the results of recalculations are used, which depend only on the module and, accordingly,
are performed only once. The presentation is illustrated by numerical examples. It is theoretically and
experimentally proven that the proposed approach to the parallelization of the computational process
of modular multiplication using Montgomery group reduction when using s processor cores allows
to speed up this important for cryptographic applications operation by 0.57-s.

Key words: modular multiplication, Montgomary modular reductions, open key cryptography,
parallel computation, multiplicative operations of modular arithmetic.
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Restorative operations on the human digestive tract can cause negative consequences. These
effects were manifested in the appearance of undesirable deformations, so-called "blind bags", which
arose as a result of the formation of high pressure zones after the geometry of the digestive tract cavity
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was changed during reconstructive surgery. For this reason, the development of a mathematical model
of the movement of liquids in closed surfaces has become necessary in recent years.

There are many approaches to solving such problems. Most of the traditional approaches require
considerable time and computing resources for their implementation. Thus, when using analytical
methods, there are possible solutions only under certain conditions. Therefore, there is a need to use
effective numerical methods, one of which is the lattice Boltzmann model. The purpose of this work
is to study hydrodynamic processes in closed surfaces using the lattice Boltzmann model.

There is a significant number of publications devoted to modeling the movement of liquids in
closed surfaces. But the analysis of the publications showed that the use of the Boltzmann lattice
model in such problems has not been studied in detail.

Formulated statement of the problem in the form of a numerical solution of the Boltzmann
equation. It is proposed to solve such a problem by using the Boltzmann lattice model.

The results of theoretical studies and experiments showed the practical feasibility of using the
proposed approach to modeling the movement of liquids in closed surfaces. It is noted that the
proposed approach has prospects for further research and development.

Key words: hydrodynamics, lattice Boltzmann model.
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The object of the research described in the article is the process of cryptographically strict
identification of participants in remote information interaction, which provides the possibility of
protection against session interception by outsiders.

The purpose of the work is to increase the effectiveness of cryptographically strict identification
of participants in remote information interaction due to the acceleration of the identity confirmation
process, as well as by organizing secondary cycles of contact control to counteract interaction
interception.

The goal is achieved through the additional use of secondary identification cycles, which are
carried out periodically during the interaction session and allow detecting the fact that the interaction
was intercepted by the attacker. A single cryptographic mechanism — generators of pseudo-random
binary sequences — is used to implement primary and secondary identification. In addition to
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implementing cryptographically strict identification, this mechanism can be used for fast stream
encryption of data exchanged by participants of interaction.

In the article, the identification scheme based on the concept of "zero knowledge" with the use
of irreversible generators of pseudo-random bit sequences is theoretically justified, developed and
researched in detail. Session passwords form a chain formed by random sequence values. Secondary
identification sessions are provided in the proposed scheme to counteract attacks with the imprinting
of one of the remote interaction parties. The main elements of the proposed identification scheme are
developed in detail: authorization procedures, primary and secondary identification.

It is theoretically proven that the task of breaking the proposed method of cryptographically
strict identification is identical to the prediction of the binary sequence formed by the generator. For
standardized cryptographic generators of pseudorandom sequences, the solution of this problem is
beyond the technical capabilities for most practical applications. It is theoretically and experimentally
proven that the proposed cryptographically strict identification scheme provides 2 — 3 orders of
magnitude faster performance compared to known schemes that use irreversible number theory
transformations and is an order of magnitude faster than identification schemes based on a chain of
hash transformations.

Key words: Zero-knowledge identification, chain of passwords, cryptographically strong
identification, generators of pseudo-random bit sequences, middle attacks.
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The object of research is the processes of homomorphic encryption of images for their protected
arithmetic mean filtering in clouds.

The purpose of the work is to increase the efficiency of secure image processing in the clouds,
in particular, their arithmetic mean filtering on remote computer systems by increasing the level of
security.

The article proposes an approach to using cloud technologies to accelerate the filtering of image
streams while ensuring their protection during processing on remote computer systems.
Homomorphic encryption of images during their remote filtering is proposed to be carried out by
shuffling rows of pixel matrices.
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This approach is specified in the form of a method of homomorphic encryption of images to
protect against their illegal reconstruction during arithmetic mean filtering on remote computer
systems, which is distinguished by the fact that the main element of protection is the shuftling of
image pixel matrix rows. The shuffling order can change randomly and serves as a secret key for
homomorphic encryption of images. Within the framework of the developed method, procedures for
partial arithmetic mean filtering, which is carried out on remote systems, as well as procedures for
the final stage of filtering, which is carried out on a terminal platform that performs processing and
analysis of a real image, are defined. The developed method of protected filtering based on shuffling
the rows of the pixel matrix allows, due to the use of remote computing power, to speed up this
operation by 1 — 2 orders of magnitude, which practically coincides with the similar indicator of the
fastest-acting variant of image protection based on additive masking.

The main advantage of the developed method is a much higher level of protection against
attempts, using statistical analysis, to gain illegal access to images during their processing on remote
computer systems not controlled by the user.

The proposed method can be used to speed up the processing and analysis of images by terminal
devices of computer systems for remote monitoring of the state of real-world objects and their
management.

Key words: Arithmetic mean filtration, images processing, homomorphic encryption, secure
clouds computing.
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The object of the research described in the article is the process of protected implementation on
remote computer systems of the basic operation of public key cryptography - modular exponentiation.

The aim of the study is to increase the speed of implementation of public key cryptographic
data protection mechanisms on terminal microcontrollers of computer control systems in real time by
organizing the secure execution of the basic operation of these mechanisms - modular exponentiation
on remote computer systems.

To attain these aims, the multiplicative-additive decomposition of the exponent code was used,
which allowed to divide the calculation into two parts, the larger of which is performed on remote
computer systems using cloud technologies, and the smaller one on the terminal microcontroller. At
the same time, it is almost impossible to recover the secret components of the operation based on the
data transmitted to the cloud on remote computer systems.

As a result of the conducted research, a method for accelerating the implementation of
cryptographic data protection mechanisms on built-in IoT terminal microcontrollers, the basic
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operation of which is modular exponentiation of large-bit numbers, was theoretically justified and
developed. The method is based on the use of remote computer systems to speed up calculations and
provides protection against the reconstruction of secret keys of cryptosystems based on data
transmitted to the cloud. The main difference of the proposed method is the use of a single mechanism
for protecting the secret components of the operation in the form of a multiplicative decomposition
of the exponent code.

Theoretically and experimentally, it has been proven that the method allows to speed up the
execution of cryptographic data protection protocols in IoT by an average of 50 times while providing
a level of security sufficient for most practical applications.

Key words: Modular exponentiation, secure cloud computing, loT security, RSA cryptosystems.
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The article discusses the problem of inefficiency of modern systems and horizontal scaling as
a method of increasing productivity. The main issues that make up the mentioned problem are
highlighted: parallelism constraints, mismatch between the task and the system, the complexities of
programming and the question of the balance between cost and performance. A classification for
possible solutions was proposed, according to which they were divided into architectural and network,
and an overview was carried out. As part of the architectural class, such approaches as quantum
computing and the dataflow paradigm were reviewed, the most promising solutions were analyzed.

The comparative analysis shows that by their nature dataflow and quantum computing do not
contradict each other, moreover, they complement each other in the context of the problem. Thus,
specialized D-Wave quantum computers, in contrast to universal quantum processors, provide large
computing power at a relatively modest price, while the dataflow solution, represented mainly by
Maxeler processors, is universal and efficient, but inferior to quantum systems in a number of tasks.

At the same time, both types of processors require a certain network for communication, which
makes the issue of topology relevant. At the network level, 2 topologies — Fat Tree and Dragonfly —
were considered, and their main properties were highlighted. The analysis showed that in the context
of the problem Dragonfly is slightly better due to decentralization and smaller diameter, however,
both solutions provide good topological characteristics and support for the main modern routing
technologies.

In the conclusions, the main aspects of problem formulation and review are indicated, further
prospects and possible methods are considered. First of all, a promising idea is the combination of
quantum and non-quantum solutions in one system. This approach allows you to significantly speed
up certain calculations, while ensuring the universality of the system. However, a more general issue
is the mutual integration of solutions as such. The problem of efficiency has many partial solutions,
but not all of them are compatible, therefore, the development of complex methods on the basis of
already known ones is a key perspective of the subject area.

Keywords: effectivization, scalable systems, high performant computing, architecture,

topology.
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High rates of technical progress and the spread of information technologies are a fairly
widespread phenomenon today. However, statistical data indicate that, simultaneously with the
positive dynamics, there is also an annual exponential growth in the amount of malicious software
that affects information systems. Thus, in the second quarter of 2022, security systems detected 55.3
million malicious and potentially unwanted objects, which became a serious threat to information
security, taking various forms, including attacks on software, theft of intellectual property, theft of
personal data, theft of information, sabotage and extortion of information. That is why technologies
for analysis and detection of potential dangers are constantly being improved. However, currently no
method is capable of detecting the entire existing spectrum of malicious software, which proves the
complexity and necessity of creating effective approaches to detecting malicious software and the
presence of an unlimited space of possibilities for the development of new methods in this field.

This article reviews the actual state of information security, classifies and highlights specific
attributes of security mechanisms, analyzes various criteria for classifying information system
security risks.

In the first chapter, categories and features of types of threats to information security are
considered. The second chapter provides a general description of threat analysis methods, compares
static, dynamic, and hybrid malware analysis methods and highlights the advantages and
disadvantages of each of them.

In the third chapter, the newest means of detecting and countering threats to information
systems are considered, and the peculiarities of their implementation are analyzed.

The article provides a thorough review of current research on malware detection methodology

The purpose of this article is to provide a general idea of the current state of information security
and existing modern methods of protecting information systems from possible threats.

Key words: information security, information systems, security means, malware.
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This study provides an overview of OCR tools for recognizing document tables and graphs.
Digitizing paper documents has many advantages for both individuals and businesses. One must use
OCR (optical character recognition) software to digitize. Such software scans documents to make the
text readable by a computer. One can convert them to formats supported by Microsoft Word or
Google Docs. OCR software is becoming more of a necessity than a utility for entertainment. OCR
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creates searchable, editable text from printed documents, as well as from scanned photos or books
and PDF files.

Currently, there is an active trend toward the digitalization of documents. There is a great
demand for solutions that can effectively automate the processing of an extensive array of documents
with high accuracy. A particular case is the processing of PDF files, such as scanned documents or
generated by software editors. OCR solutions aim to increase the efficiency of processing and analysis
of digital documents using artificial intelligence. Both government agencies and businesses can use
these solutions. The developed systems can be a valuable addition to CRM systems and can be
integrated instead of existing document processing modules or used as a separate solution.

Although existing OCR solutions can efficiently recognize text, recognizing graphical
elements, such as charts and tables, is still in the making. Solutions that can increase the accuracy of
visual data recognition can be valuable for technical document processing, such as scientific,
financial, and other analytical documents.

Key words: OCR, PDF files, FastText, detection, recognition, deep learning, technical
documents.
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CratTs npucBsSYCHA BUPIIICHHIO 331241 MPOEKTYBaHHA cXeM OydepiB nanux. Po3risHyTo pi3Hi
BimoMi Meronu moOymoBu Oydeprumx cxem. Cepen HUX BigMideHI SK TMEPCIEKTUBHI METOIH
BimoOpakenHs rpady cuaxponHux notokis ganux (I'CI1) y 6ydepHy cxemy Ta MeToau moOynoBu
CHCTOJIIYHUX IIPOLIECOPIB LUIAXOM BifoOpaskeHHA rpady MOTOKY JaHMX IPEICTaBICHOIO Y
0araToBHMIpHOMY IPOCTOPi. 3alpONOHOBAHO HOBHU METOJ CHHTE3Yy Oy(epHHUX CXeM Ha OCHOBI
BinoOpaxenns ['CI1/] mpencraBneHoro y 6araToBuMipHOMY IpocTopi, To0To, mpoctopoBoro I'CIT/I.
Ha nepmomy kpoui Metoay 6yayerscst ['CIL/] y TpbOXBUMIpHOMY ITPOCTOPI 3 KOOPAUHATAMH HOMEPY
npouecopHoro enementy (I1E), Tuny omepauii 1 Homepy TakTy BUKOHaHHs omepauii. Ha apyromy
erari ['CI1J] ypiBHOBaXY€ThCS HUISXOM JOJABaHHS BEPIIMH 3aTPUMKH Yy IYTH, IICIS YOTO BiH
OTNITHMI3YEThCS TIEPECTAHOBKOIO BEPIIMH y MPOCTOPi 3 AOACpKaHHSIM BiAMOBIIHUX €BpUCTHK. Ha
tpetboMy etami ['CIIJ] omucyerscst moBoro VHDL. Ilpu 1poMy BepmidiHM 3aTpUMKH
BimoOpaxkaroTtbcsa y [IE tuny perictp. B pe3ynbrari, ogepxKyeThcsl onmuc NpucTporo 3 0ydepoM Ha
ocHoBi O3I1 a6o koHBeepa 3 peTiCTPiB B 3aJI€KHOCTI Bil MPUHAHATOT €BPUCTHKH onTuMizaii. OkpemMo
pO3TIIIHYyTa E€BPHCTHKA, PE3yJbTaTOM 3aCTOCYBAaHHSA SIKOI € BHKOPHUCTAHHS TaKUX amapaTHUX
npumituBiB 'y TUJIIC, sx SRL16. 3acTocyBaHHs MeTOAy MOKa3aHO Ha MPUKIAT MPOEKTYBAHHS
OydepHOi cxeMH IS Tpolecopa TUCKPETHOTO KOCHHYCHOTO TEPETBOPEHHS, PE3YJIbTaTOM SIKOTO
BUSIBIIIACH TPOEKTH OydepiB Ha 6a3i mpumituBiB SRL16 3 ekcTpemManbHO MajJHM{ armapaTHUMH
BUTpaTaMH. 3ampOIIOHOBaHWK MeToa BOYIOBaHO B eKcnepuMeHTanbHuil (peiimBopk SDFCAD,
MpU3HAUYCHUH ISl CHHTE3y KOHBEEpHUX omnepariitaux npuctpois s [TJIIC.
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O0'eKTOM BUKJIQJICHUX B CTATTI JOCIIJKCHD, € MTPOIECH OOUNCIICHHS CKCIIOHCHTH HA KiHIIEBUX
noisix [amya mpum pearmizamii kpunrorpadiyHAX MEXaHI3MIB 3axUCTy iH(OpMalii 3 BIIKPUTHM
KITFOUEM.

Merta 1ux AOCHIIKEHb MOJISATa€ B MPUCKOPEHHI BUKOHAHHS Onepalii eKCIIOHEHIIIOBaHHs Ha
nonsix ["amya, sika € 6a30BOIO /I peatizallii IMIMPOKOro KoJia KpUITOTpadivHUX MPOTOKOIIB 3aXUCTY
JaHUX 3a PaxyHOK BHUKOPUCTAHHS TepenoO0YHCIIeHb, SKi 3aliekaTh TUTBKH BiJl YTBOPIOIOUOTO
nojiHomy nosns ["amya.

JInst JOCSTHEHHS MOCTAaBICHOI METH BUKOPUCTaHa 0COOIMBICTh BUKOHAHHS €KCIIOHCHIIIFOBAaHHS
Ha moysx [amya B kpunrorpadii 3 BIAKPUTHM KIIOYEM — CTATICTh YTBOPIOIOYOTO TOJIHOMY TIOJIS
lanya, sikuil € yacTHHOIO BiAKpUTOro kitoda. Lle mo3Bosse BUALIUTH OOYMCIIECHHS, IIO 3ajeXkaTb
JIUIIE BiJl yTBOPIOIOYOTO MOJIHOMY 1 BUKOHATH IX JIMINE OJUH pa3 31 30epeKeHHAM Pe3yJbTaTiB B
TabMUUIAX nepenoO4uciIeHb. BukopucTaHHs nepeloOYHCIIeHb A03BOJSE HE TUIBKM 3MEHIIUTH
004HnCIIIOBaTIbHY CKJIAIHICTh Olepallii eKCHOHEeHLioBaHHS Ha moisax [amya, ame i edexkTuBHO
3aCTOCOBYBATH ISl IPUCKOPEHHS CYMIIIEHHSI 0OPOOKH MEKITBKOX PO3PSIIiB.

Ha ocHOBI 1[bOTO B CTaTTi 3alpOIIOHOBAHO OPTraHi3alil0 MPUCKOPEHOTO BUKOHAHHS 0a30BOi
orepariii IIMPOKOTo Kojia KpUNTOTpadiyHUX aJrOpUTMIB 3 BIIKPUTUM KITFOUEM — EKCTIOHCHITIFOBaHHSI
Ha KiHmeBux mnoisx [amya GF (27). IlpuckopeHHs 0O4YMCIIOBAaIbHOI peammizamii miei omeparii
JOCATAETHCA 332 PaXyHOK OpraHizaiii o0poOKH Bifipasy AEKiIbKOX pO3psAliB KOAY MpH MiAHECEHH] 10
kBagpaTy Ha mnonax lamya. Llg opranizamis 0a3yeTbCsi Ha BUKOPUCTAaHHI BIACTUBOCTEH
MOJIIHOMIAJIFHOTO  KBaJpaTy, TpPYyNoBiii peaykmii MoHTromepi Ta IIHPOKOMY BHKOPHCTaHHI
nepenobunciens.  JleranpbHO — po3poOieHi  Mpolenypd  BHKOHaHHS — 0a30BUX  omeparii
eKCTIOHCHIIIIOBaHHS Ha monsix [amya, po0oTa SKuX ITIOCTpOBaHAa YHWCIOBHMHU NPUKIAIAMH.
TeopeTdHO Ta EKCHEPHUMEHTAIBHO JIOBEIEHO, IO 3alpONOHOBAaHA OpraHi3amis JI03BOJISIE
MPUCKOPUTH OOYHMCIIOBAILHY OpraHizaiifo I1i€i Ba)XIMBOi JJs KpunTorpadidHUX 3acTOCYBaHb
omepariii B 2,4 pa3.

Knrwouoei cnosa: mynomuniikamugui omnepayii na nonsx ILaiya, xpunmozpagiuni
ancopummu, wo oazyiomuca anreeopi nonie I anya, exkcnonenyiiosanns Ha noaax I anya, peoykyis
Moumeomepi
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O06'exTOM 1OCIIAKEHb, SIKUM IPUCBSYEHA CTATTS, € IPOLIECH OOUUCIICHHS MYJIbTUILTIKATUBHUX
omnepauiii MOAyIIpHOI apu(METHKH, SKI BUKOHYIOTHCS HaJ YMCIAMH, JOBXKUHA SIKUX HA MOPSIKU
MEPEBUIIYE PO3PAIHICTD MPOIECOPIB.

ine mochmipkeHb TOJNSTa€ B TPUCKOPEHHI BUKOHAHHS BAXKJIMBOI s KpUOTOTpadidHUX
3aCTOCYBaHB OTEpalii MOAYJIIPHOTO MHOXKEHHSI HaJl YMCIIAMH, PO3PSIIHICTD SIKUX 3HAYHO MEPEBUIILYE
PO3PSHICTH TIpOIIecOpa, 3a pPaxyHOK Oprafi3amii TmapajebHOTO OOYMCIICHHS (parMeHTiB
MOJYJISIPHOTO A0OYTKY Ha OaraTosAepHUX KOMII IOTEpax.

B sKOCTI OCHOBHOTO MNUIAXY MOCSTHEHHS IIOCTABICHOI METH B MPEACTaBICHUX CTATEIO
JOCII/DKEHHSIX BUKOPHCTAHO pO3MApaleIOBaHHS Ha piBHI 00poOkM OiTiB MHOXHHKA Ta
3aCTOCYBAHHS IPYIOBOiI peaykiii MoOHTroMepi 3 BUKOPUCTAHHIM Iepeao0UHcieHb, 0 3ajeKaTh
JIMIIE BiJ MOMYJIS, KOTpUH JJIsl KpUNTOrpadiyHUX 3aCTOCYBaHb € YACTUHOIO BIIKPUTOTO KITIOYA, 1110
JI03BOJISI€ BBAKATH HOTO CTAIIMM.

Y cTarTi TEOpeTMYHO OOTPYHTOBAHO, PO3POOJICHO Ta MOCIiHPKEHO CIOCci0 mapaneabHOro
BUKOHaHHS 0a30Boi onepauii kpunrorpadii 3 BITKPUTUM KJIIOYEM — MOAYJIIPHOTO MHOYKEHHS YHCEI
BEJIMKOI pPO3pSATHOCTI. B OCHOBY mMOKIameHO CcHemiadbHy OpraHi3amilo MOALTY CKJIaJ0BHX
MOJYJISIPHOTO MHO>KEHHSI 32 HE3aJIC)KHUMH 00YHCITIOBAIEHUMH TPOIIECAaMH 3 THM, 100 3a0e3MeunTH
MOJJIUBICTh €(PeKTHBHOI TPYIMOBOI peaykmii moOyTKy. 3amporoHOBaHa opraHizaiis 3abesmedye
BHCOKY HE3aJIC)KHICTh YaCTKOBHX OOUYMCITIOBATIBHUX MPOIIECIB, IO CHPOIIYE OPTaHi3aIliio B3aeMOIIl
Mk HEMU. {7151 peanizamii rpynoBoi peaykuii MoHTromepi nepedadeHo BUKOPUCTAHHS Pe3yIbTaTiB
nepenoOYncieHb, SKi 3aJIeXaTh TUIBKH BiJl MOAYJS i, BiNOBITHO, BUKOHYIOTLCS JIUIIIE OJHWH Pas.
Buknan imrocTpy€eThCsl YMCIOBUMHE MPHUKIAAaMU. TeOpeTHYHO Ta eKCIIEPUMEHTATIBHO JTOBEICHO, 110
3allPOMOHOBAHUM MiAXi 10 po3NapajesloBaHHA OOYHMCIIOBAJIBHOTO MPOLECY MOIYJISIPHOIO
MHOEHHS 3 BUKOPHUCTaHHSAM IpYyNoBOi pexykuii MOHTromepi nNpu BUKOPUCTaHHI S MPOLECOPHUX
SJep 103BOJISIE IPUCKOPUTH 110 BAXKIIUBY JUIsl KpUNTOrpadivyHUX 3aCTOCyBaHb onepaitito B 0,57s pas.

Knwouosi cnosa: mooynsipne muodicenns, mooynapua peoykyis Monmeomepi, kpunmozpagis 3
GIOKpUMUM — KTIOYEeM, NAPANeNbHI  OOYUCTEHHs, MYIbMUNIIKAMUEHI  onepayii  MOOYIApPHOL
apupmemuxu.
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BimHoBmIOBaNBHI omeparlii Ha TPaBHOMY TPAKTi JIIOJUHA MOXYTh BHKIMKATH HETaTHBHI
Hacmiaku. 1li edekTr mposBUIUCH Yy MOsBI HeOakaHux AedopMaliiii, Tak 3BaHUX «CIIMUX MIMIKIBY,
SKi BHHHKIIM BHACJiJJOK YTBOPEHHS 30H BHUCOKOI'O THCKY IICJIS 3MiHH TEOMETpPil MOPOXHUHH
TPAaBHOTO TPAKTY MijJ 4ac PEKOHCTPYKTHBHOI omepamii. 3 wmiei mpuyuHu po3poOKka MaTeMaTH4HOI
MOJIETIi pyXy PIAVH B 3aKPUTHX MOBEPXHIX B OCTaHHI POKH CTalla HEOOXiTHOKO.

IcHye Garato migXoAiB JUIS PO3B’A3yBaHHS TaKWX 3a7ad. BilbIIiCTh TPaAUIIHHUX MiAXOJIB
nmoTpedye 3HAYHMX 3aTpaT 4Yacy Ta OOYMCIIOBAJIBHHMX pecypciB g ix peamizamii. Tak, mpu
3aCTOCYBAaHHS aHANITUYHMX METOIB iICHYIOTh MOXKJIMBI PO3B’S3KH TLTBKH 32 MEBHUX YMOB. ToMmy
BHUHHKA€ HEOOX1IHICTh BUKOPUCTAHHS €(DeKTUBHUX YHCEIbHUX METO/IIB, OJIHUM 3 SIKUX € pelliTyacTa
Mozenb boiapimana. MeToro 1aHoi poOOTH € JOCIiKeHHS T1IpOJMHAMIYHUX POLECIB Y 3aMKHYTHX
MOBEPXHSAX 32 JIOIIOMOTOI0 penriTyacToi Mozeni boipimana.

IcHye 3Ha4YHa KITBKICTH IyONiKalmiid MPUCBSYCHUX MOJEIIOBAHHIO PYXY PIAMH B 3aKPUTHX
MOBEPXHAX. AJle aHai3 MyOJiKaIiil mokaszas, 0 BUKOPUCTAHHS pemriTdactoi Mozeni bomsivana B
TaKUX 3aJjadax He € IETaIbHO JOCIIHKCHHM.

CcdopmynpoBaHa IMOCTaHOBKA 3a/1a4i Y BUTJISI YMCEIBHOTO PIlICHHS piBHAHHS boibIiMaHa.
3anponoHOBaHO PO3B’A3yBATH TaKy 3aady IUITXOM BUKOPUCTAHH perriTdacToi Mosen bonpnmana.

PesynpTaTé TEOPETUUHUX JOCIHIPKEHh Ta EKCIICPUMEHTIB MOKA3MIN MPAKTHYHA TOULTbHICTh
BUKOPHUCTAHHS 3aIllPOTIOHOBAHOTO ITiXOMYy 0 MOACIIOBAHHA PyXY PIAMH B 3aKPUTHUX IOBEPXHSX.
BigMiueHo, 10 3ampoNOHOBaHWN TMiAXiJ Mae TEPCIEKTUBU JIO TMOAAIBINOrO JOCHTIKCHHS Ta
PO3BHTKY.

Key words: pewimyacma moodenv Borvymana, 2iopoounamira
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OO0'eKTOM BHKJANEHHX B CTaTTi JOCHKEHb € TIPOLECH KpunTorpadiqHo cTporoi
igenTu(ikallii y4JacHUKIB BifjaneHoi iHpopMmaliiiHOi B3aemMofii, Mo 3a0e3MeuyroTh MOXKIUBICTh
3aXHCTY BiJ] IEPEXOIJICHHS CEaHCY CTOPOHHIMHU 0COOaMH.

Meta JocihipkeHb TONsATaE B MiJBUINEHHI €(QEKTHUBHOCTI KpunTorpadidHo cTporoi
igenTHdiKallii y4acHUKIB BijianeHoi iHpopMaIiitHOT B3a€MOJIiT 32 paXyHOK MPUCKOPEHHS MPOIIeCy
MiATBEP/HKCHHS 1ICHTUYHOCTI, & TAKOXK MUITXOM OpraHi3allii BTOpHHHUX ITUKJTIB KOHTPOITIO KOHTAKTY
TSt IPOTUIT IEPEXOTUICHHS B3a€MO/II1.

[TocTaBneHa mMeTa JOCATAETHCS 32 PAXyHOK JOJATKOBOTO BUKOPHCTAHHS BTOPUHHUX LIMKIIIB
imeHTudiKallii, AKi TepiOUNIHO MPOBOIATHCS MPOTITOM CEaHCY B3AEMOJIIT i JIO3BOJISIFOTh BUSBUTH
(dakT mepexoIruieHHs B3aeMonii 37TOBMHUCHHMKOM. [l peamizamii OCHOBHOI Ta BTOPHHHOI
imeHTu(iKaIii BUKOPHUCTOBYETbCS €IWHUN  KpunTorpadiuHuii MexaHi3M — TeHepaTopu
TICEB/IOBHUIAJKOBHX JIBIMKOBUX mociigoBHOCTeH. Kpim peamizamii kpunrorpadigHo crporoi
ineHTUiKallii me MexaHi3M MOXe BUKOPHUCTOBYBATHUCS JJISl MIBHIKOTO TOTOKOBOTO MH(pyBaHHS
JAHUX, IKUMH OOMIHIOIOTBCSI yUaCHUKH B3a€MOJIII.

B crarri TeopeTHyHO OOTPYHTOBaHO, JETANFHO pO3POOJIIEHO Ta MJOCITIIHKEHO CXEeMY
imenTrdiKaIlii Ha OCHOBI KOHIENIIiT «HYJTLOBHUX 3HAHB 3 BUKOPHUCTAHHIM HE3BOPOTHUX T€HEPATOPIB
TICEBJIOBUIIAJIKOBUX OiTOBUX mochigmoBHocTed. (CeaHCOBI TMapojii yTBOPIOIOTH  JIAHIIOXKOK,
chopMoBaHMI BHOIPKOBUMH 3HAYCHHSIMH IOCHIOBHOCTI. J[7s mpoTHii aTakam 3 BIATHCHEHHSIM
OJHi€T 13 CTOpiH BijmajeHoi B3aeMOil B 3aIpOIOHOBAHINM cxXeMi mepeadadeHi ceaHCH BTOPHUHHOI
imenTudikamii. JleranbHO po3po0sieHI OCHOBHI €MEMEHTH 3alpOIIOHOBAHOI CXeMH iIeHTH(iIKaIIii:
MPOIIeTypH aBTOpH3allii, IEPBUHHOI Ta BTOPHHHOI 17ICHTU(IKAIII].

TeopeTn4HO 0BEJCHO, 10 3a]a4a 37I0MY 3alPOIIOHOBAHOTO METOAY KPHITOrpadiyHo CTporoi
igenTu(ikalii ieHTHYHA Tepe0aueHHI0 BIMKOBOI MOCHiJOBHOCTI, sIKy (Gopmye renepatop. s
CTaH/IapTH30BaHUX KpUNTOrpadivHIX reHepaTopiB ICEBIOBUNAIKOBHX MOCIITOBHOCTEH BUPIILICHHS
i€l 3a7a49i BUXOAUTH AJIs1 OUTBIIOCTI MPAKTUYHHUX 3aCTOCYBAaHb 32 MEXI TEXHIYHUX MOXKIIMBOCTEH.
TeopeTn4HO Ta eKCIIEPUMEHTAIIBLHO JIOBECHO, 1110 3alIPOIIOHOBAaHA CXeMa KpHITOrpadidHo cTporoi
inenTugikarii 3adesneuye Ha 2 — 3 MOPSAIKU OLTBITY IIBHKOIIIO B TOPIBHSIHHI 3 BIIOMUMH CXEMaMH,
10 BUKOPHCTOBYIOTh HE3BOPOTHI NMEPETBOPEHHS TEOpil YMCeN i Ha MOPSAOK MIBHIIIA 32 CXEMH
ieHTUdIKaIll Ha OCHOBI JIAHIIIOXKKA XCIII-TIEPETBOPCHb.

Kniouosi cnosa: ioenmugixayis Ha O0CHO8I KOHyenyii “HYIbOBUX 3HAHL ', JAHYIONCKU
Ceancosux naponis, ceHepamopu ncegoosUNAOK08UX Oimosux nocaioogHocmell, cepeOuHHi Aamaxu.
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OO0’ €KTOM AOCIIPKEHHS € MPOIeCH TOMOMOP(HOTO mH(pyBaHHS 300paXKeHb IS X 3aXHIICHOT
cepeTHROApUPMETHIHOI (PLTBTpaLii B XMapax.

Metoro poOOTH € TiIBUINEHHA €(PEKTHBHOCTI 3aXWIICHOI 00poOKHM 300pa’keHb B XMapax,
30KpeMa ix cepeqHboapuMeTHIHOI (HimbTpalii Ha BiIaJeHNX KOMIT FOTEPHUX CHCTEMAX 32 PaXyHOK
MIiJIBUIICHHS PIBHS 3aXHINECHOCTI.

B crarTi 3anpornoHOBaHO MiAXix 10 BUKOPUCTaHHS XMapHUX TEXHOJOTIH ISl MPUCKOPEHHS
¢binpTpanii MOToKiB 300pakeHb MpH 3a0e3MeveHHi iX 3aXUCTy MijJ 4ac oOpoOKHM Ha BiATATICHUX
KOMIT' FOTEpHUX cucTemax. ['oMmomopdHe mudpyBaHHsS 300pa’keHb MPH iX BiamaneHid ¢inbrparii
MPOTMOHYETHCSI 3AIMCHIOBATH UIIXOM MIEPEMIITyBaHHS PSIIKIiB MaTPHUIlh MiKCETiB.

Bxkazanuii mijixiJy KOHKpPETH30BAHO Y BUTJISAII METOY ToMOMOpdHOTo mudpyBaHHs 300pakeHb
JUIS 3aXUCTY BiJl iX HE3aKOHHOI PEKOHCTPYKIi MmiJl Yac cepeaHboapudMeTndHoi ¢inbrpamii Ha
BiJJAJICHUX KOMI IOTEPHHUX CHCTEMaX SIKMH BiJPI3HAETHCS THM, IO B SKOCTI OCHOBHOTO €JIEMEHTY
3aXUCTY 3aCTOCOBAaHO TIEpEeMIlllyBaHHS PSAJIKIB MaTpuii TikceniB 300paxkeHsb. [lopsmox
nepeMillyBaHHs MOKe 0OpaTHcs BHMIAJKOBMM YHHOM i BHKOHY€ (YHKIIi CEKpeTHOTo Kiova
romomop¢Horo mudpyBaHas 300paxkeHb. B pamkax po3po0ieHOro MeToy BU3HAYCHO MPOLEIYPH
9aCTKOBOI cepeIHhOAPU(PMETUIHOT QT Tpallii, IKa 3M1HCHIOETHCS Ha BiIJaJICHUX CUCTEMaX, a TAKOXK
npouenypu ¢iHambHOI cTanxii QimpTpamii, sKa BHKOHYETHCS Ha TEpPMiHANBHIN IUIaTdopMmi, sKa
31ilicHIOE 00pOOKyY Ta aHai3 peaJbHOTo 300pakeHHs. Po3poOnenuii MmeTox 3axumieHoi ¢imbTparmii
Ha OCHOBI TEpEeMINIyBaHHSA PAIKIB MAaTPHIll IKCETIB JO3BOJIAE, 32 PAaXyHOK BUKOPHCTAHHSI
BiJTaJICHNX OOYMCITIOBATIBHUX TMOTY>KHOCTEH, MPUCKOPHUTH IIFO orepamio Ha | — 2 mopsiakd, 1o
MPAaKTUYHO 30iraeThCs 3 aHAJIOTIYHUMH MOKA3HUKOM HAHOIIBII MIBUIKOMIIOUOTO BapiaHTy 3aXHCTy
300paKeHb Ha OCHOBI aIUTUBHOTO MAaCKyBaHHS.

OcHoBHa mepeBara po3poOJICHOTO METOAY IMOJSATa€e B 3HAYHO OUTHII OiNbII BUCOKOMY piBHI
3aXHIICHOCTI BiJ CIIp00, 3 BAKOPUCTAHHSAM CTATUCTHYHOTO aHaJi3y, OTPUMATH HE3aKOHHUH JTOCTYII
10 300pakeHp Mij yac X 0OpoOKK Ha HEMiAKOHTPOJIBHUX KOPHCTYBady BiJIaJICHUX KOMI IOTEPHUX
cHCTEMaXx.

3anponoHOBaHUN METOA MOXKe OyTH BHKOPUCTaHUH ISl MPUCKOPEHHS OOpOOKM Ta aHaji3y
300pakeHb TEPMIHAIBHUMH NPUCTPOSIMUA KOMIT IOTEPHUX CHUCTEM BiJJJAJICHOTO MOHITOPHHIY CTaHY
00’€KTIB peajbHOTO CBITY 1 yNpaBIiHHS HUMHU.

Kniouoei cnosa: cepeonvoampugpmemuuna inempayis, oopodoxa 300pasicensv, 2omomoppue
wugpysanns, 3axunjena 0opooka 0anux 6 xmapax
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O0'eKTOM BUKJIQJICHUX B CTATTI OCII/PKEHD € TIPOIIECH 3aXHINEHOT peaizallii Ha BiJIalcHIX
KOMIT IOTEepHUX CHCTeMax 0a30Boi omeparilii kpunrorpadii 3 BIAKPUTHM KIIOYEM — MOIYJISPHOTO
eKCTIOHECHIIIFOBAHHS.

MeTta JOOCHiDKEHHS TONSTa€ B TMPHUCKOPEHHI OOYHMCIIOBANFHOI peamizamii MexXaHi3MiB
KpUNTOrpaiyHOTO 3aXHCTy 3 BIAKPUTHM KIIOYEM Ha TEPMIHAIBHUX MIiKPOKOHTpOJIEpax
KOMIT FOTEPHHX CHUCTEM KEpPyBaHHS B PEXHMMi pealbHOTO Yacy NUIIXOM OpraHi3alii 3aXHIIeHOTO
BUKOHAHHS 0a30BOi omepariii X MEXaHi3MiB — MOJAYJIIPHOTO €KCTIOHEHITIIOBaHHS Ha BiIaleHUX
KOMIT FOTEPHHUX CHCTEMaXx.

JInst TOCSATHEHHS TIOCTABJICHOT METH BUKOPHCTAHO MYJIbTUILTIKATUBHO-aIUTHBHE PO3KJIAACHHS
KOJIy CKCIIOHEHTH, SIKE J03BOJIWJIO PO3AUIMTH OOYMCIICHHS Ha JIBI YacTHHHU, OUIbIIA 3 SKUX
BUKOHYETHCSl Ha BIJAJICHUX KOMIT FOTEPHUX CHCTEMax 3 BUKOPHUCTAHHSIM XMapHHUX TEXHOJOTH, a
MEHIIIa 32 00CSATOM — Ha TEpMiHAIBHOMY MIKpOKOHTpoJepi. [Ipu nboMy 3a JaHUMHU, 110 NTEpeIAIOThCS
B XMapy Ha BiIJaJeHi KOMITIOTEpHI CHCTEMH MpPAaKTHYHO HEMOJIIMBO BiJJHOBHTH CEKpETHi
KOMITOHEHTH OTIepalrlii.

B pesynpTari NmpOBAEHUX JOCIHIIKEHb TEOPETHYHO OOIPYHTOBAHO Ta PO3POOJIEHO METO.N
MPUCKOPEHHS peai3alii Ha BOyIOBaHUX TEPMIHATBHUX MiKpOoKOHTpoiepax /o7 kpumrorpadidHux
MEXaHI3MIB 3aXHCTy JIaHHX, 0a30BOIO0 ONEPAI€I0 SKUX € MOAYJISIPHE EKCIOHCHINIOBAHHS YHCENT
BEJIMKOI PO3PAOHOCTI. MeTon TpyHTYeThCS Ha BUKOPUCTAHHI JUIS TPUCKOPEHHS OOYHCIICHB
BiJTaJICHNX KOMITIOTEPHHUX CHUCTEM Ta Iepeadadae 3axXucT BiJl PEKOHCTPYKIIi CEKPETHHX KIFOUiB
KPHUIITOCHCTEM 3a JTaHWMH, IO TepenaroTbes B xmapy. OCHOBHA BiIMIHHICTH 3alpOTIOHOBAHOTO
METO/Y TOJISTa€ B BUKOPUCTAHHI €IMHOTO MEXaHI3MY 3aXHCTy CEKPETHUX KOMITOHEHTIB OTeparii y
BUTJISI/II MYJIBTHIUTIKATUBHOTO PO3KJIIAICHHS KOAY €KCTIOHEHTH.

TeopeTndHO Ta EKCIEPUMEHTAIBHO JOBEJICHO, IO METOA J03BOJISE B cepeqHboMy B S50 pasiB
MPUCKOPUTH BUKOHAHHS TPOTOKOIIB KpHUNTOrpadiqHOTO 3aXHCTy naHux y loT mipu 3abe3nedeHHi
JIOCTaTHBOTO JIJISl OLTBIIOCTI MPAKTHYHHUX 3aCTOCYBAHb PIBHSA 3aXHIICHOCTI.

Kntouosi cnosa: mooynaphe excnonenyiloganns, axuujere oouucienus ¢ xmapi, oesnexa 1oT,
Kpunmocucmemu 3 GIOKPUMUM KII0YeM.
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B crarti posrimsHyTa mpoGiieMa Hee(heKTUBHOCTI CYYaCHHX CHCTEM Ta TOPH30HTAIBHOTO
MaciTaOyBaHHS K METOAY 30UTBIICHHS MPOJYKTUBHOCTI. BHCBITIIEHO OCHOBHI MpoOiiemMu, Mo
CKJIaJIaloTh COOOI0 3rajjaHy MpoOJIeMaTHKy — OOMEXCHHS IapalieNi3My, HEBIAMOBIIHICTh MiX
3aJ]auei0 Ta CHCTEMOIO, CKIIQJHOII MpOTrpaMyBaHHS Ta MUTAaHHSA OalaHCy MK BHTpaTaMu Ta
MPOIYKTHBHICTIO. 3aITPOMIOHOBAHO KJIACH(IKAIIIFO ISl MOXKIIUBHX PIllICHb, 32 SIKOIO 1X OYII0 MO1IEHO
Ha apxXiTeKTypHI Ta MEpEeXEeBi, Ta MPOBEACHO OIS MOXKIMBHX pillleHb. B paMKax apXiTeKTypHOTO
KJIacy OIJITHYTO TaKi MIIXOAM SK KBAHTOBI OOYHCIEHHA Ta mapamurma dataflow, HOKIagHO
MPOAHATI30BaHO HAMOIIBII NIEPCIIEKTHBHI MiXOH B iX MEXKax.

[opiBHANBEHUI aHAaII3 TIOKA3ye, IO 3a CBOEIO MPUPOIOI0 dataflow Ta KBAaHTOBI MPOIIECOPU HE
MPOTUpiYaTh OJHE OJHOMY, OIUNBII TOTO — JOMOBHIOIOTH B KOHTEKCTI mpoOimemaTuku. Tak,
creriaii3zoBaHi KBaHTOBI oOuucmioBaui D-Wave, Ha TpOTHBAry yHIBEpCalbHUM KBaHTOBUM
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mpoIecopam, HaJaroTh BEJHKI 00UHCITIOBAIBbHI MOTYKHOCTI 32 BITHOCHO CKPOMHOIO ITIHOIO, B TOM 4ac
sk dataflow pimeHHs, mpejacTaBieHe, NepeBakHO, mporecopamMu Maxeler, € yHiBepcaldbHUMH 1
e(pEKTHBHUMH, IPOTE NOCTYMAIOTHCS KBAHTOBHM CHCTEMaM B DA 3a/1a4.

OOuaBa THUIH TPOIECOPIB MPU IIHOMY MOTPEOYIOTH MEBHOT MEpEXi IS 3B’SI3KY, IO pOOUTH
MUTaHHS TOMOJOTil akTyanbHUM. Ha MepexeBomy piBHI posrisiHyTo 2 Tomonorii — FatTree Ta
Dragonfly, Ta BuiNeHO iX OCHOBHI BIACTHUBOCTI. AHalli3 MOKa3as, 110 B KOHTEKCTI MpOoOIeMaTHKH
Dragonfly € Tpolku Kpaior 3aBIISKH JCLEHTpali3allii Ta MEHIIOMY JiaMeTpy, NmpoTe oOuaBa
pitieHHs1 3a0e3MeuyoTh TapHi TOMOJIOTIYHI XapaKTePUCTUKH Ta MiJITPUMKY OCHOBHHX Cy4YacCHHX
TEXHOJIOT1H MapuIpyTH3allii.

VY BHCHOBKax 3a3Ha4€HO OCHOBHI aCMEKTH MOCTAaHOBKU HPOOJEMU Ta OIJISLY, PO3INISHYTO
MOIAJIbIIlI MEPCTICKTUBH Ta MOXKIIMBI MeTO/ M. B mepiry uepry, 6aratoo0ilstovor0 1/1e€10 € moeTHaHHS
B OJIHIM cHCTEMi KBAaHTOBUX Ta HEKBAHTOBMX pillleHb. Takuii Miaxif 103BOJISIE CYTTEBO MIPUCKOPUTH
MeBHI OOYMCIICHHS, MIPH IIbOMY 3a0e3MevyI0uH yHIBepcadbHICTh cucTeMu. [IpoTe Oinbin 3aranbHUM
MUTaHHSIM € B3aeMOiHTerpailisi pimeHs sk Taka. [Ipodnema edekTUBHOCTI Mae 6araTo 4aCTKOBHX
pillieHb, IPOTE HE BCl BOHU € MOEIHYBAaHUMH, TOXK, pO3p0o0Ka KOMIJIEKCHUX METOJIIB HAa OCHOBI BXKe
BiJIOMHX € KJTFOUOBOIO MEPCTICKTUBOIO MPEIMETHOT 00J1acTi.

Kniouosi cnoea: niosuwenns epekmugnocmi, macumadogani cucmemu, 6UCOKONPOOYKMUBHI
oOuuUCAeHHS, apXimeKmypa, Monoo2is
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Bucoki TemMnu TeXHIYHOTO MPOTpecy Ta MOMIUPEHHS iHPOpMAIifHUX TEXHOJOTIH € JOCUTH
PO3HOBCIOKEHUM SIBUILEM cboroJieHHs. OfHaK, CTATUCTHYHI JJaHi BKa3ylOTh Ha T€, 10 OJJHOYACHO
3 MO3UTHBHOI JMHAMIKOIO CIOCTEPIraeThCsl TAKOXK 1 LIOPIYHE €KCIOHEHLINHE 3pOCTaHHS 00csATy
IIKiJJIMBOTO MPOTpaMHOro 3a0e3MeyeH s, BIUTMBAM SKOTO MiAgaloThes iHdopMaliiiai cuctemu. Tak
y npyromy kBaptanmi 2022 poky cuctemMamu Oesnieku Oyno BHSBICHO 55,3 MIH IIKIJIMBHX 1
MOTEHIIHHO HeOakaHMX OO0’ €KTiB, IO CTalld CEPUO3HOI0 3arpo3olo iHdopmamniliHid Oesmeri,
MpUIMAaOun Pi3HOMaHITHI (OpMH, BKIIOYAIOYM aTaKd Ha MpOorpaMHe 3a0e3MeueHHs, KpalliXKKh
IHTETIeKTYyaJIbHOI BJIACHOCTI, KPaIiXKH OCOOMCTHX IaHHWX, KpaabKKH iHpopmamii, caboTaxk Ta
BuMaraHag iHpopmamii. Came TOMy TEXHOJOTIi aHami3y Ta BUSBJICHHS MOTCHIIHUX HeOe3meK
MOCTIHHO BIIOCKOHATIOIOTHCA. OnmHaK, Hapasi jKOJEH METOJ HE 3/IaTCH BHUSIBUTH YBECh ICHYIOUHM
CIEKTP IIKIJUIMBOTO TPOTPAMHOTO 3a0E3MEUYCHHS, IO 3aCBiIUye€ CKIATHICTh Ta HEOOXiTHICTH
CTBOPEHHS €(PEKTHBHHUX IIAXO/IB 0 BUSBICHHS IIKIUTMBOTO MPOTPAaMHOTO 3a0€3MeUYeHHS Ta Mpo
HasBHICTH HEOOMEKEHOTO MPOCTOPY MOKIMBOCTEH 3 pO3pOOKH HOBHX METOMIB B JaHIl Taiys3i.

B nawiii crarTi BUKOHaHO 0TSy ()aKTUYHOTO CTaHy iH(popMaIiiftHoi Oe3nexn, KIacu(iKyroThCs
Ta BHUCBITIIOIOTBCA CHenudivuHi aTpuOyTH MeXaHi3MiB O€3MeKH, aHATI3yIOThCA Pi3HI KpHUTEpil
knacugikamii pu3nkiB Oe3nexu iHhOpMAaIiHHOI CUCTEMH.

B mepmomy po3ninmi po3risHYTO KaTeropii Ta OCOONMBOCTI BHIIB 3arpo3 iH(pOpMamiiHii
Oesnerni. B apyromy po3aim MiCTHThCS 3arajbHHI OMUC METOJIIB aHaJi3y 3arpo3, MOPIBHIOIOTHCS
CTaTHYHUH, TUHAMIYHUH Ta TIOPUIHUI METOIM aHaIi3y IIKiTUBOTO MPOrpaMHOTo 3a0e3MeYeHHS Ta
BUCBITIIOIOTHCS TIEPEBATU 1 HEJOMIKK KOXKHOTO 3 HUX. B TpeThoMy pO31Iii po3riisiiatloThCs HOBITHI
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3aco0M BUSBJICHHS Ta MPOTHIIl 3arpo3aM iH(GOPMAIIIHUX CHCTEM, aHaJi3yIOThCS OCOOIMBOCTI 1X
BIIPOB/DKCHHS. Y CTaTTi IMOJAHO PETEIbHUHN OTJISAA MOTOYHUX JTOCIIKEHb METOI0JIOTi BUSBICHHS
IIK1IJTABOTO TIPOTPAaMHOTO 3a0e3MeueHHs
MeTor0 1aHOi CTaTTi € HaJaHHS 3araJbHOTO YSBJICHHS NPO Cy4YacHWil cTaH iH(poOpMamiiHOi
0e3reKyr Ta iCHYI0Yi CydacHI METOIH 3aXHCTy iHPOPMALIHHIX CHCTEM BiJl MOXKIIMBHX 3arpo3.
Knrouoei cnosa: ingpopmayiiina besnexa, ingpopmayiini cucmemu, 3acoou 3axucmy, wKionusi
npoepamu
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Y upoMy IOCHi/PKeHHI MpeacTaBieHo orisa iHcTpyMmeHTiB OCR (onTudHe po3mi3HaBaHHS
CUMBOJIIB) JUIS pO3Mi3HABaHHS TaOMWIb JOKYMEeHTIB 1 rpadikiB. OnudpyBaHHS MNanepoBUX
JOKYMEHTIB Mae Oararto mepeBar sk it GismgHHuX 0ci0, Tak i uist koMmaHii. s ommdpyBaHHS
noTpiOHO BUKOPHCTOBYBATH Iporpamue 3ade3mnedernss OCR. Take nmporpamue 3a0e3nedeHHs CKaHye
JIOKYMEHTH, 11100 3p0OHTH TEKCT 3pO3yMiIUM JIsl KOMIT 10Tepa. IX Mo)Ha KOHBepTyBaTH y pOpMaTH,
K maTpumytotecs Microsoft Word abo Google Docs. Tlporpamue 3a6e3neuennss OCR cTae pajiie
HEOOXIHICTIO, HDK YyTWIiTOIO aiusi po3Bar. OCR CTBOPIOE TEKCT i3 MOXIIMBICTIO TOLIYKY Ta
penaryBaHHS 3 IpyKOBaHUX JOKYMEHTIB, a TAaKOX i3 BifickaHOBaHHX (otorpadiii abo kuur i PDF-
daiinis.

3apa3 crmocrepiraeTbCsi aKTUBHA TEHICHIS A0 mu(poBizamii JOKyMeHTiB. ICHye Benmkuit
TIOTTUT Ha PILICHHS, SKI MOXKYTh €(DEeKTHBHO aBTOMAaTHU3yBaTH 0OPOOKY BETMKOTO MaCHUBY IOKYMEHTIB
3 BHCOKOIO TOYHicTIO. OKpeMHM BHIAAKOM € 00poOka PDF-¢aiiniB, Takux SK BiJCKaHOBaHI
JTOKYMEHTH ab0 CTBOpEHI mporpaMHUMH penakropami. Pimenns OCR cripsiMOBaHi Ha ITiJIBUIICHHS
edeKkTUBHOCTI 00pOOKM Ta aHamizy NU(POBHX JOKYMEHTIB 32 JIOTIOMOTOI) IITYYHOTO IHTENEKTY.
[Humu pieHHIMHA MOXKYTh KOPHCTYBATHCS K JIepKaBHI YCTAaHOBH, TaK 1 mifnmpuemcTsa. Po3pobneHi
CUCTEMH MOXYTh CTaTH LIHHUM JONOBHEHHSM 10 CRM-cucteM i MOXKYTh OyTH iHTETpOBaHi 3aMiCTh
ICHYIOUMX MOJIYJiB OOpOOKH JIOKYMEHTIB 200 BUKOPHCTOBYBATHCS SIK OKpEME PIllICHHSI.

Xoua icHyroui pimenas OCR MoOXyTb e(EKTHBHO pO3Mi3HaBaTH TEKCT, PO3Mi3HABAHHS
rpadiyHUX eNeMEHTIB, TAKUX SIK JiarpamMu Ta TaONwuili, Bce IIe 3HAXOAUTHCSA Ha CTaiil Po3pOOKH.
Pimennst, ki MOXYTh MiJIBUIIUTHA TOYHICTh PO3Mi3HABAHHS Bi3yalbHUX JIaHUX, MOXYTh OYyTH
MIHHUMH JJ11 0OpOOKHM TEXHIYHUX JOKYMEHTIB, TAKHX K HAayKOBi, (DiHAHCOBI Ta iHIII aHAJTITHYHI
JTOKYMEHTH.

Knirouoei cnosa: OCR, ¢aiinu PDF, FastText, ussnennss, po3nizHasanns, eiuboke Haguamis,
MexHIuHi OOKyMeHmU.



