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BANKS FINANCIAL SECURITY MANAGEMENT: MODELING TOOLS

Abstract. The article is devoted to the development of the complex of economic and
mathematical models to support decision—making on managing commercial banks financial
security. Aggregated model of management system of commercial banks financial security is
presented. Basic conceptual scheme of the bank’s financial security management is developed.

The proposed modern modeling tools on the bases of multivariate, econometric, simulation
methods and decision making methods make possible to do integrated complex analysis at all levels
of the banking market. The results of research in particular assessment and analysis of the survival
and spread of crises in the banking market, the research of the particular bank financial security
level dynamics in terms of external and internal factors are the basis for the formation and selection
of scenarios of financial security ensuring taking into account the features, opportunities and
competitive advantages of each bank. The implementation of the proposed modeling tools of
financial security makes possible to improve the efficiency and effectiveness of the commercial
bank activity and its financial security level.

Keywords: commercial bank, financial security, analysis, forecasting, management,
economic and mathematical models

JEL classification: G21, C19, C52

Formulas: O; Fig.: 3; Tab.: 0; Bibl.: 17

Cepcienko O. A.

K.e.H., 0oyeHm, 0oyeHm Kagheopu indopmayiinux mexHoro2il ma Ui Mamemamuxu,
Xapkiecokuil HaguanvHo—Haykogut incmumym [[BH3 YEC

e-mail: ser_helenka@ukr.ru

Tamap M. C.

K.e.H., 0oyenm xagedpu inancis,

Hayionanvnuii aepoxkocmiunuii yHieepcumem im. M. €. JKykoecbkozo
«Xapxiecokuil agiayiinuti IHCIMUmym»y

e-mail: marina.tatar@yandex.ua

Moposzoea H. JI.

K.e.H., OoyeHm Kageopu bauKiecbkoi cnpasu,

Xapxiecokuil HaguanvHo—Haykogul incmumym /BH3 YBC

e—mail: vjhjpjdf1973@mail.ru

11



T'anuy P. B.

K.}0.H., OOYeHm Kapeopu coyiaibHO—2yMAHIMAaPHUX HAYK,
Xapxiscokuti Hasuanvno—Haykosuu incmumym /{BH3 YVBC
e-mail: galychn@ukr.net

YIPABJIHHS ®THAHCOBOIO BE3IIEKOIO BAHKIB: IHCTPYMEHTAPIH
MOJAEJIFOBAHHS

AHoTtanisgs. B poboTi po3pobIEHO KOMIIIEKC EKOHOMiIKO—MaTeMaTHYHUX MOJenen
MIATPUMKH TPHUHATTS pIlIeHh 3 YOPaBNiHHS (DIHAHCOBOIO OE3MEKOK KOMEPIHOTO OaHKYy.
[IpencraBnena arperoBaHa MOAEIb CHUCTEMH YIPaBIiHHA (PiHAHCOBOIO O€3MEKOI0 KOMEPLIHHOTO
0anky. Po3pobnena OazncHa KOHILENTyalbHa CXeMa MPOLECy YIpaBIiHHS (iHAHCOBOIO OE3MEKOI0
KOMepIIiiHOTo 6aHKy. 3ampornoHOBaHO CYYaCHHUH IHCTPYMEHTApiil MOJIEIOBaHHS HA OCHOBI OIIHKA
Ta aHall3y BIDKMBAHOCTI Ta PO3MOBCIOMKEHHS KPWU30BHX CHUTYyallii Ha OaHKIBCBKOMY pPHHKY,
JOCHIKeHHS TUHAMIKU PiBHA (iHAHCOBOI O€3MEKM KOHKPETHOro OaHKy B yMOBaxX 30BHIIIHIX 1
BHYTpimHIX (hakTOpiB BIUIMBY Ui (OpPMYyBaHHS Ta BUOOpPY clieHapiiB 3a0e3neueHHs (piHaHCOBOT
0e3neKH, iX BIPOBaHPKEHHS Ta OIIHKY e(hDeKTUBHOCTI peaizairii.

KirouoBi ciaoBa: xomepuiiiuuii Oank, ¢QiHaHcoBa Oe3meka, aHaii3, MPOrHO3YBaHHA,
yIpaBIIiHHA, EKOHOMIKO—MaTeMaTH4HI MOJEi

®dopmyi: 0; puc.: 3; Tadu.: 0; 6i6m.: 17

Cepzuenko E. A.

K.9.H., O0YeHm, O0YeHm Kapeopbl UHGOPMAYUOHHBIX MEXHOI02UN U GbLCULEl MATNEMAMUKU,
Xapvrosckuii yueono—nayunwvitl uncmumym I'BY3 VB[

e-mail: ser_helenka@ukr.ru

Tamap M. C.

K.3.H., O0yeHm Kageopsl huHarcos,

Hayuonanvnwiil aspoxocmuveckuil yHugepcumem

um. H.E. JKyrxoscrkoeo «Xapbro8ckuii aguayuoHHbLil UHCHUMY MY
e-mail: marina.tatar@yandex.ua

Mopo3zoea H. JL.

K.2.H., 0oyenm Kageopvl 6aHKo6cko2o oena,

Xapwvrosckuil yuebno—nayunviti uncmumym I'BY3 VBJ{

e-mail: vjhjpjdf1973@mail.ru

TI'anuu P. B.

K.10.H., O0yeHm Kagheopvl CoyuanbHO—2yMAHUMAPHBIX HAVK,
Xaporosckuii yueono—nayunwitl uncmumym I'BY3 VB[

e-mail: galychn@ukr.net

YIPABJEHUE ®UHAHCOBOWM BE30ITACHOCTBIO BAHKOB:
UHCTPYMEHTAPHUI MOJEJTUPOBAHUS

AHHOTammsA. B paborte pa3paboTaH KOMIUIEKC 3KOHOMHKO—MAaTEMAaTHUYECKHX MOJEINeH
MOJICP)KKU TIPUHSTUSL PEHICHUH 10 yIMpaBiIeHUIO (UHAHCOBOH 0€30MacHOCTBI0 KOMMEPUYECKOTro
Oanka. [IpencraBnena arperupoBaHHasi MOJIeNTb CUCTEMBI YIIpaBIeHUsT GPUHAHCOBOW 0€30MacHOCTHIO
KoMMepueckoro Oanka. Pa3paGorana Oa3ucHas KOHLENTyaJbHash cXeMa Ipoliecca YIpaBICHUS
(¢uHaHCOBOW  0€30MacHOCTBIO  KOMMepueckoro  OaHka.  [Ipeayio)keHO  COBpPEMEHHBIH
WHCTPYMEHTApHi MOJEIMPOBAHMS HAa OCHOBE OIEHKH W aHauW3a BBDKHBAEMOCTH U
pacipocTpaHeHHs KPU3UCHBIX CUTyalluii Ha GaHKOBCKOM pPBIHKE, MCCIIEIOBAaHUs AUHAMUKU YPOBHS
(uHAHCOBOW 0E30MAaCHOCTH KOHKPETHOTO 0aHKa B YCJIOBUSX BHEUIHMX M BHYTPEHHUX (DaKTOPOB
BIUSHYSI JIIs1 (DOPMUPOBAHHS M BHIOOpA ClieHapUeB obOecrieueHUs] (UHAHCOBOW O€301MacHOCTH, UX
BHEAPEHUS U OLEHKH dPPEKTUBHOCTH PEATU3ALHH.

KirouyeBble caoBa: koMmMepueckud OaHK, (uHaHCOBas O€30MACHOCTb, aHANM3,
MIPOTHO3WPOBAHKE, YIIPABICHNE, YSKOHOMUKO—MATEMaTHIeCKUEe MOJIEITN

®dopmyit: 0; puc .: 3; Tabn.: 0; 6uon.: 17

12



Introduction. Current conditions of Ukraine economic development are characterized by a
large number of factors which are inherent uncertainties and destabilizing. Due to instability of the
external and internal environment, the emergence of extreme operating conditions the banks need to
arise entry capacity for survival and resistance to negative influences, threatening the destruction of
the resource potential of the bank, increasing the risk of management decisions and therefore
represent a threat to the operation and therefore to its financial security.

Literature review and the problem statement. Currently there is a wide range of different
approaches, methods and models for assessment the commercial banks financial security level [1, 2,
3], which are based on methodology using expert assessments methods, scoring methods and other
methods [4]. However, some of them don’t take into account the impact of the environment,
features of the particular bank structure, others do not reveal the cause of the problems and threats,
so it’s indisputable fact that there is a necessity to improve tools for assessment, analysis and
management of commercial banks financial security using modern economic and mathematical
methods.

Research results. The complex of models of assessment and analyze of commercial banks
financial security (CBFS) using modern economic and mathematical tools is proposed in this
article. Because of the system of commercial bank financial security is influenced by many factors
of internal and external environment, so clear formulation of tasks and functions of the system is
required for effective monitoring of commercial bank financial security [1, 3, 5].

Bank financial security system is a set of financial instruments and diagnostic methods and
methods for neutralizing the crisis to ensure a stable and efficient operation of the banking
institution. [6]. Consequently, the main purpose of functioning of the commercial bank financial
security system is the most sustainable and effective functioning of commercial bank taking into
account prospective dynamics of development which is achieved by solving tasks and functions on
the basis of proper organizational and legal support, including:

— identification of areas to ensure the commercial bank financial security at all levels of the
hierarchy of management system and their interaction;

— achievement and maintaining of sufficient sustainability and competitiveness levels of
commercial bank;

—timely and timely and adequate reaction of all bank units to emerging threats;

— development of commercial bank financial security management strategies and drawing up
the appropriate strategic action plan;

— control and coordination of the development and implementation of a strategic plan of
commercial bank financial security ensuring [1, 2, 7, 8].

The proposed aggregate model of the commercial bank financial security management
system is shown in Fig. 1.

The policy of the National Bank of Ukraine, the current economic situation in the country
and other factors are influenced on the processes at every stage of management. The input data for
the model of bank financial security management are banking statistical information (amount of
capital, deposits, loans, etc.) and output data are the value of financial security level, the list of
regulatory procedures which bank staff should do, the decisions and recommendations for providing
and improving the required bank financial security level [6, 7, 9].

The implementation of management functions which is aimed at solving local and global
management problems of commercial bank financial security justifies the need to build a conceptual
scheme of assessment and analysis of the commercial bank financial security. This scheme reflects
continuity management process, parallel execution of various tasks, create one integrated complex
of processes of management, capacity assessment and activity effectiveness. The development of
conceptual positions is a prerequisite for effective assessment and analysis of the commercial bank
financial security [5, 9]. The conceptual scheme of the commercial bank financial security
management is shown in Fig. 2. Consider in more detail the basic blocks of the proposed conceptual
scheme.
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Fig. 1. The aggregate model of the commercial bank financial security management system
Source: developed by the authors

Block 1. Setting goals and objectives of commercial bank financial security management.
This block combines the task of defining goals, objectives and strategies of financial security.
According to the priorities of the commercial bank programs that can be seen as a system of
management measures of high level, taking into account external and internal factors the complex
strategy of commercial bank and organization of protection of trade secrets are formed.

Block 2. Analysis of the banking market condition. This block provides solution of such
tasks:

—analysis of survival by groups of financial stability;

— modeling of panic and crisis situations on the banking market and evaluation of banking
market dynamic.

Block 3. Diagnostics of the CBFS level. This block provides diagnostics of the CBFS level
under the existing system of parameters and assumes the following tasks:

— formation of information space of CBFS assessment and analysis;

— evaluation of structural elements and the general level of CBFS by the groups of financial
stability;
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—analysis of CBFS indicators and assessment of their impact on the general CBFS level.

Block 4. Dynamics investigation of CBFS factors formation. This block provides study the
dynamics of facto

rs of CBFS using the following tasks:

— formation of system of factors for the assessment of the external environment;
— formation of system of factors for the assessment of the internal environment;

—the integ

rated dynamic factors assessment;

— classification and forecasting of external and internal environment.

Block 5. Monitoring of dynamic processes of CBFS. This block provides research of the
and interaction of structural elements of commercial banks financial security through the
following tasks:
— evaluation and analysis of the influence of external and internal environment factors on the
commercial bank financial security level;

—analysis of trends of financial security indicator.

Block 6. Decision—making of CBFS management. This block provides the decision of problems
of formation, selection and implementation of management actions on the basis of the obtained complex

results by:

— formation and selection of scenarios to ensure the commercial bank financial security;
—modeling scenarios of development;
— evaluation of management decisions effectiveness.

Block 7. Control and regulation of CBFS level and its structural elements. This block provides
control and regulation of commercial bank financial security and its structural elements.

General objectives
and priorities of
ensuring of the
banking system

stability

Block 1 Setting goals and tasks of commercial
bank’s financial security management
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Analysis of the state of banking market

‘ Setting goals of strategic management of CBFS ‘
¥
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secrets

Securing of commercial
secrets bank
’_A_A—‘
Organizational Organization of il
and legal ensuring the work
regulation with staff
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by the groups of
financial stability

Modeling of the
panic on the
banking market
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Block 5 Monitoring of dynamic processes of CBFS
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J

Fig. 2. The conceptual scheme of the commercial bank financial security management

Source: developed by the authors
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Thus, the proposed conceptual scheme of commercial bank financial security management
improves the quality and efficiency of decisions by improving the tools for evaluation and analysis.
For effective functioning of management system of commercial banks financial security the
solution of task should be based on the use of modern economic and mathematical methods [4, 9].
The proposed modern tools of management on the basis of model basis and information technology,
to implement blocks from second to sixth are shown in Fig. 3.

Module 1. Formation of informational and statistical space of research of the level
of the commercial bank’s financial security

1
\ 4
Module 2. Models of analysis of the banking market Module 3. Models of diagnosis of commercial bank’s
financial security
Models of analysis of Methods: - Methods:
survival by the groups of Multivariate statistical Models of rating integral Integral and rating assessment
financial stability analysis Wy evaluation of CBFS ¥  based on the taxonomic
structural elements integral level of the
2 development
Models of spreading the Methods: Models of i
crisis in the banking — Cascade models of fast 0d€ls of assessmen
market dynamic processes and analysis of the Methods:
impact peculiarities of =% Econometric models of panel
local indicators on CBFS data
level
J
v * v Y
Module 4. Models of integrated assessment of external and
internal factors of CBFS Module 5. Scenario modeling of CBFS
Models of integrated Methods: deli p . hods:
assessment of external Integral and rating based on the Modeling o CBFS, in terms Methods: .
and internal taxonomic integral index of of e_xternal and internal = s_ystem_dynamlcs,
environment of CBFS development level impact of factors simulation models
¥ v
Models of formation and Methods:
Classification and » | selection of scenarios to  + decision théor
identification of N Methods: ensure CBFS y
external and internal Cluster and discriminant analysis ¥
environment conditions Models implementation | | Methods:
¥ scenarios of development diffusion model
Models of predicting Methods: Model f* fici Methods:
factors of external and =%  Dynamic econometric model oceis ore |C|?ncy L system dynamics,
internal environment (VAR-analysis) assessmen simulation models

Fig. 3. Complex of models for assessment and analysis of CBFS
Source: developed by the authors

At the stage of formation of information space and objects for the construction of the
proposed complex models were combined data of financial statements of Ukraine banks from 2005
to 2015 years, which are divided into 4 groups, according to the rating of NBU [8, 10]. These
groups were tested for stability and for further analysis we use banks that have demonstrated strong
position in a particular group. The total number of selected banks was 97. The first group (with a
high level of stability during the analyzed period) includes 13 banks, the second (with sufficient
level of stability) — 12 banks, the third group (acceptable level of stability) — 13 banks, and the
fourth group (low level of stability) — 59 banks.

The solution of tasks which are presented in Module 2 (models of analysis of the banking
market) is based on the using of multivariate statistical analysis tools [11] (construction of models
of survival analyzing) and avalanche—like models of fast dynamic processes [12], which makes
possible to analyze the survival by groups of financial stability and assess its compliance, simulate
panic processes of bankruptcy in the banking market, assess its dynamism and speed of crises
spread [13].
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Solution of tasks which are presented in Module 3 (Models of diagnostic of commercial
bank financial security) is based on the integrated use of tools of methods of rating on the bases of
integral indicator of development level [14] and econometric panel data models [15], which
provides to calculate general integral indicator of financial stability, acting indicator of financial
security and to determine the impact of local indicators on the general commercial bank financial
stability level. The groups of indicators of equity, assets, liabilities, financial results were used for
assessment the commercial bank financial stability level.

For each of the group of banks panel data models were built. The most adequate model for
each group was selected on the bases of criteria of adequacy, determination coefficient and tests of
specifications (F—test, Breush—Pagan test and Hausman test) [15].

For 4 module realization (Models of integrated assessment of external and internal factors of
CBFS) is used tools of methods of rating integral assessment of development level indicator [14],
methods of multivariate statistical analysis (cluster and discriminant analysis) [11, 16] and dynamic
econometric models (vector autoregression) [15].

At this stage the systems of factors of external and internal environment of commercial bank
were formed, the models of integral assessment of external and internal factors which are
influenced on CBFS were built. The states of external and internal environment factors by the
degree of influence are determined. The predicted values of the dynamics of each factor and their
status are obtained.

Module 5. Scenario modeling and decision making of CBFS are provided by modeling the
dynamics of CBFS in terms of external and internal factors, by formation of scenarios to ensure the
commercial bank financial security, by conducting simulation experiments for implementation of
management decisions and evaluating their effectiveness as a whole. At this stage the comparative
analysis of implementation of scenarios in terms of financial security dynamics excluding the
impact of financial stability, internal and external factors and taking into account this impact and the
analysis of dynamics of CBFS are done [17].

This analysis is the basis of formation of scenarios of CBFS provision and modeling of
development scenarios on the bases of the diffusion of innovation as a strategy of ensuring the
proper level of security.

Conclusions. Thus, the developed complex of models of assessment and analyzing of
commercial bank financial security on the bases of multivariate, econometric, simulation and
decision making methods makes possible to do integrated comprehensive analysis at all levels of
management in the banking market, in particular, to investigate the survival and spread of crises in
general and to investigate the commercial bank financial security dynamics in terms of internal and
external factors and determine scenarios of development which are adapted for each of them taking
into account their features, capabilities and competitive advantages.

So the conceptual model of assessment and analysis of a commercial bank financial security
on the bases of modern economic and mathematical tools makes possible to ensure effective
adequate assessment and forecasting of commercial bank financial security and improve
commercial bank management system as a whole. The implementation of the proposed complex of
models of assessment and analysis of financial security will ensure increase of efficiency and
effectiveness of commercial bank activity and its financial security level.
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