AHOTANIA

KoBaJjienko 5. 1. 3axuct npas Ha noMenHi iMmena. — KpamidikaiiiiiHa HaykoBa
mpall Ha mpaBax pykonwucy. Jlucepraiiis Ha 3000yTTs CTyneHst okropa (dutocodii 3a
cremianbHIcTIO 081 — «IIpaBoy. — KuiBchkuil HallioHaTbHUM YHIBepcuTeT iMeHi Tapaca
IlleBuenka, Kuis, 2023.

Jlucepratiisi € KOMIDIEKCHUM JIOCIIKEHHSIM, B SIKOMY C(HOPMOBaHO TEOPETUKO-
MPUKIIaIHI TPOOJIEMH 3aXUCTy IPaB HA JJOMEHHI IMEHA y PO3pi3l MpaBa IHTEIEKTYILHOT
BJIACHOCTI Ta 3alPIIOHOBAHO IUISIXU TX BUPIIICHHSI.

Y  nucepranii nIpoaHaNI30BaHO CY4YaCHUM CTaH HaIllOHAJIBHOTO Ta
3apyO1’KHOTO 3aKOHOJABCTBA, MDKHAPOJHI CTaHJIApTH B 4YaCTUHI MIPABOBOIO
pEeryJitoBaHHS SIK JOMEHHOTO 1MEHI, TaK 1 MpaB BIIACHUKIB JIOMEHHUX IMEH.
[nenTudikoBaHo OCHOBHI MIAXOAW Yy 3apyOKHOMY 3aKOHOJABCTBI  HIOJO
e(EeKTUBHOTO pETyJIIOBaHHSA 3aXHUCTy IpaBa Ha JOMEHHE iM's Ta BHU3HAYEHO
MO>KJIUBICTb IX IMIUIEMEHTALlli Y HalllOHAJIbHE 3aKOHOIABCTBO.

XXI cTomiTTd 3 HUIKOBUTOI BIIEBHEHICTIO MOKHA Ha3BaTH BIKOM OH-JIAWH
013HeC-BITHOCHUH, aJ[’)Ke€ Hapa3l KOKEH Cy0’ €KT MiANPUEMHUIIBKOT JISIIBHOCTI 3317151
e(eKTUBHOI Ta MPOAYKTHUBHOI peai3alli BIaCHOTO TOBapy, MOCIYT ado Il MOIIYKY
MOTEHUIMHUX KIIEHTIB (TOKYIIIB) BUKOPUCTOBYE BCECBITHIO MEpexky IHTepHeT.
3BaXkKalouM Ha 3arajbHOCBITOBY NMpPAKTUKY Ta Ha TEHJAEHII LI0JI0 PO3BHUTKY «OH-
JaiiH-013HECY», CTa€ OUEBHUIHUM, 1110 KO)KHOMY YYaCHHUKY O13HEC-BITHOCHUH, SIK «OH-
JaiH» Tak 1 «oddnaitay, HabaraTo BUTIAHIIINM € BUKOPUCTAHHS IS 3a3HAYCHUX
BUIlle Iijed [HTepHeT-malilaHuYMKiB, a camMe BJACHUX BeO-CaWTIiB, IO
PO3MIIIYIOTECA B Mepeki [HTepHET 3a MEBHUM YHIKAJIbHUM 3HAKOBUM MOCUJIAHHSM,
K€ PEECTPAHT OTPUMYE 3a HACIIIIKOM BUKOHAHHS MPOLEYPU PEECTPAILIil IOMEHHUX
iMeH. Kpim Toro, 1110 Taka TeHACHIlis, BOUYEBHIb, € TO3UTUBHOIO, HAMIPHUKJIIAI Hapasi
IIBUJIKICTh MPOJAXKy TOBAPY 3aJ€KUTh JIUIIE BiJ MPOIMYCKHOT IIBUJIKOCTI MEpexi
[inTepHer Ta Big MONUTY HA MPOJYKT, ajie BHACIIJIOK PO3BUTKY «OH-JIaiH-O13HEC
BIJIHOCHH» TMOCTAalOTh HOBI BUKIHUKKA Ta TEBHI HEY3TrOJKEHOCTI B CYYaCHOMY

3aKOHOJABCTBI. OCKUIbKHU 1Ie AKUX0Ch 30 pOKIB TOMY CYCHUIBCTBO HE MOIJIO COOI1



YSIBUTH, 110 MPUI0ATH TOBAp, B3STU KPEAUT YU 3aMOBUTH MOCIYTY MOXJIHUBO Oyje
3pobutu 3a 10 cekyHa abo «B OJMH KIIIK», 0€3 3aKpIIVICHHS IaHOTO MTPAaBOYMHY Ha
NarepoBUX HOCISAX; HEMOXJIIMBO OYJIO YSBHTH, LIO0 PECYpPC BCECBITHBOI MEPEXKI
[HTEpHET CcTaHe HACTLIBKH JOCTYIHHUM, IO KOXHHI OXOYHMil 3MOXeE 3a CBOIM
Oa)kaHHSM 3aJIUIIUTH B HiM CB1# «CITi1», 11€ MOKe OyTH 3rajlaHe BUILE JIOMEHHE 1M 4,
BJIACHOPYY CTBOPEHUU MPOKCI- a00 XOCT-CEPBEP, EACKTPOHHUM 1TU(pOBUil MiAMHKC,
0a3a JaHHuX, TOWIO.

Ha choroaHimHii J€Hb 3aKOHOAABELb JIsi CBOEYACHOI peakilii Ha Cy4acHi
IHHOBAIIHHO-TEXHOJIOT1YHI BUKJIMKKA (DAKTUYHO 3MylLIEHUNU pediekcyBaTu Ta
HaMaratucsi CBOEYACHO BHOCHUTH 3MIHM [0 UYHWHHOTO 3aKOHOJABCTBa a0bo
CTBOPIOBATH MPOEKTH HOBOTO. YMOBHO 1€ 8 POKIB Ha3ajJ MaJi0 XTO I[IKABUBCS
TaKUM TOHSTTSM SIK «KPHUIITO BaIOTa» ab0 «OJOKYEHH», BOJHOYAC ChOTOHI BOHU
€ OJHHMM 13 HAWMOIIMPEHIIIUX CHOCOOIB OIUIaTH, MPOLEC AKOI 3HOBY 3K TakKu
B11I0yBa€eTHCS B MepexX1 IHTEpHET, 32 TOBapH Ta MOCIYTH B YCbOMY CBITI.

OCHOBHUM K€ BHUKJIMKOM JUIsl 3aKOHOJABIs, B YacTUHI €()EKTUBHOTO
MIPAaBOBOTO PEryJIIOBaHHS JIOMEHHUX IMEH, Ta JJis iX CyO0’€KTiB — BIACHUKIB, B
YaCTHHI 3aXMCTYy CBOIX IpaB Ha JOMEHHE IM's BiJl HEMPABOMIPHUX IMOCATaHb, Ha
OYMKy aBTOpa, € iX 3MICTOBHO-OOIpyHTOBaHe, (yHKII1OHAJIbHO-HACHYEHE
3aKpIMJICHHS Y Cy4aCHOMY 3aKOHO1aBCTBI. Lle BKIItoUae sik mopsijoKk HaOyTTs IpaBa
BJIACHOCTI Ha JOMEHHE 1M’sl, B TOMY YHMCI1 MOro peecTparlii Ta npuadaHHs ImpaBa
BJIACHOCT1 Ha JIOMEHHE IM'sl, TaK 1 MEXaHI3MH 3aXHCTy IpaB Ha JIOMEHHE 1M s,
HOPMAaTUBHO-3aKPIIJIEHA «JIiHISI pO3MEXKYBaHHS» a00 3aKpiIUICHHS BiAMIHHOCTEH
MIDXK TOPTOBEJIbHUMU MapKaMU Ta JOMEHHUMH IMEHaMHU.

VY cBO1O uUepry, OCHOBHUMH BUKJIMKAMH JJIsl BJIACHUKA JOMEHHUX IMEH Yy
YaCTHHI HETPAaBOMIPHUX MOCATaHb, HA JyMKY aBTOPA, € «TAaUMICKBOTTUHI («aHTJI.
Typesquatting») — peecTpallis JIOMEHHUX IMEH, SIKI € Jy>K€ 3a CXO0XUMHU 3a
HalMCaHHSAM 3 JOMEHHHUMH IMEHAaMU BIJIOMHUX BeO-CalTIB, 13 PO3paxXyHKOM, IO
oco0a TpU HaMKHCaHHI aJpPECH MOMUIIUTHCI; Ta «KIOEPCKBOTTUHTY» («aHTIL.
Cybersquatting») — peecTpailisi TOMEHHUX IMEH, 110 MICTATh CUMBOJIbHUN BUpa3,

aHAJIOT1YHUM 3 paHIIIe BXKE 3apPEECTPOBAHOIO TOPTOBEIBHOIO MAPKOIO, 1110 HATIEKHUTh
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IHIIA 0cob1 3 MeTOWw iX NOJaJbIIOro Mepenpojaxy abdo HEeCyMIIHHOrO
BUKOPHUCTaHHA. J[aH1 MpaBONOPYIIEHHS MAIOTh MICIIE Y BUIIAJIKY, SIKILIO BIIACHUK 200
MOTEHUIMHUN BIACHUK JOMEHHOTO IMEHI OJHOYACHO € BIACHUKOM TOPTOBEIHHOI
MapKH, 110 3a YHIKaJbHUM HaOOpOM CHMBOJIIB € 1JICHTUYHOIO JI0 CHUMBOJBHOTO
BHUpa3y JOMEHHOI'O IMEHI.

Oxkpemoi yBaru 3aciyroBye mpaBoa npodiaema DDOS atak, sika CTOCY€TbCs
a0COJIIOTHO KOYKHOTO BJIACHUKA JOMEHHOI0 iMeHi. OCHOBHOIO METOIO TAKUX aTakK €
BiiIMOBa B o00OciyroByBaHHI DNS-cepBepa muIsixom mnepeHaBaHTaXEHHS CMYTH
MPOIMyCKaHHS a0o0 3a JONOMOIOI0 3aXBAaTy CHUCTEMHHMX pECypCiB, IPH I[bOMY
BUKOPHUCTOBYBAJIUCH TaK 3BaHI «KOMI'IOTepH-30MO1». CHiJ] 3a3HaYUTH, 110 CaMa 10
co01 DDOS araka He € «<HECaHKI[IOHOBaHUM» BTPYUYaHHSAM y pOoOOTY II€BHOI TEXHIKU
(xomm’roTepy abo DNS cepBepy), a € nulie miecnpsiMOBaHUM MEPEBAHTAKEHHSIM
HasBHOTO B Hel (DyHKIIOHATY; 0OCcTaBUHA 11010 epeBaHTaxkeHHs: DNS cepsepy abo
IHIIOI CXO0KOi CHUCTEMU MOXXe OyTHM BUKOHaHa 1 0€3 «yMHCHHMX HPOTHUIIPABHHUX
NlisSiHbY, HAMNPUKIIAJ, BUIIAJIKOBE IEPEBAHTAKEHHA CHCTEMHU IiJi 4Yac «YOPHOI
IT’AITHUII» Ha CalTli BCECBITHBO BIJIOMOTO «peTeiepa» sSK HACIIJOK aHOMaJIbHOTO
MOMUTY Ha MEBHI MPOJYKTU CEepeJl COXKUBAUIB. Y TOH e yac, KpaJaiKka JaHuX abo
ONPWIIOAHEHHS TPUBATHUX JaHUX, SKI OyJO BHKOHAHO TiJl Yac BUSBJICHHS
BpPA3JIMBOCTI KOMIT'IOTEPHOI CHCTEMH, 3a HACIIJIKOM MEPEBAHTAXXEHHS CHUCTEMU
(DDOS arakmn), Ha TyMKy aBTOpa, Ma€ OyTu KBali(pikoBaHE K OKpeMe MPOTUIIPABHE
TISTHHS.

Takox nMpoOJIEMHUM MUTAHHSM Yy YAaCTHHI 3aXHUCTy MpPaB HA JOMEHHE IM'S €
HE TUIbKU 3aXKCT MpaBa BJIACHUKA TOPTOBEJIHLHOI MAapKU Ha NEBHE HallMEHYyBaHHS
JIOMEHHOT0 IMEH1 (CYKyIHICTh CUMBOJIIB) Y BUMaAKax Tailm- a00 Kibep-CKBOTTUHTY,
aje ¥ BUMAJKHU, KOJU BJIIACHUK TOPrOBEIbHOI MapKd, 3 METOI 3aBOJIOJITH BXKE
3apEECTPOBAHUM OKPEMOIO OCOOOI0 JOMEHHHMM IMEHEM, IOYMHAE 3JI0BXKUBATU
3a0€3MeUYeHUMHU MOMY 3aKOHOJIABCTBOM IpaBaMH 1, (PaKTUYHO, OE3MEPEIIKOAHO Ha
dbopMalbHUX MiACTaBax Mo030aBis€e TMpaB BIAaCHUKA JIOMEHHOTO IMEHI Ha
KOPUCTYBaHHS Ta BOJIOAIHHA HUM. JlaHa mpoOiema, HA JyMKY aBTOpa, BUHUKAE 3

ABOX OCHOBHUX IIPpUYMUH: IO-TICPIIC, CYHYACHE 3aKOHOAABCTBO HC MICTUTh YITKOT'O



PO3MEKYBaHHS MIXK OHSATTSAM TOPTrOBEJILHOI MApKH Ta JJOMEHHOT'O IMEH1, 3a3BUYail,
MpaBa Ha IOMEHHE 1M'sl BU3HAYAIOTHCS K MOX1JIHI BiJ] MPaB HA TOPrOBEIbHY MapKYy;
no-pyre, SIK HACHIAOK 3a3HAYEHOI BUIIE MEPIIOi MPUYMHHU, CydacHa IOpUJIUYHA
npakTuka (y TOMY YHUCIl CyJ0Ba) MPU BUPIINIEHHI CHIPHUX MPABOBIAHOCHUH MIX
BJIACHUKOM TOPrOBEJIbHOI MapKH Ta BJIACHHUKOM JOMEHHOTO IMEHI LIOAO0 IpaBa
BOJIO/IIHHS Ta KOPUCTYBaHHS JOMEHHUM iMeHeM y 80% BuUMaakax BijJla€ mepeBary
MpaBaM BJIACHHUKA TOPTOBEJIILHOI MapKH Ha JOMEHHE IM's SIK BUKJIIOUHUX IpaB Ha
KOPUCTYBaHHS Ta BOJIOJIHHS MMO3HAYEHHAM (YHIKaJIbHOK CYKYNHICTh CUMBOJIIB Ta
MO3HAYEHb), OCKIIBKM BOHU € OUIBII «3pO3yMUIMMH» Ta 3aKpIINICHUMHU B
3aKOHOJJABCTBI.

VY nucepaiii CHUCTEMATHU30BAHO TMOJOXKEHHS MIXHAPOAHUX HOPMATHUBHO-
MPaBOBUX AaKTIB Ta MNPEIEACHTIB, JOTPUMAHHS BHUMOT SKUX Ja€ 3MOTY
PEKOMEHAYBaTH OPraHi3yBaTH AISJbHICTh KOMIETEHTHUX BITYM3HSHUX CYHOBUX,
PEryJIATOPHUX Ta MPAaBO3aXMCHUX OPTaHiB Ha PiBHI Cy4aCHUX CBITOBHX CTaHJIapTIB,
a TakoX 3a0e3nedeHHs (YHKI[IOHYBaHHS 00’ €KTUBHOTO MPaBOMOPSAKY y cdepi
3aXHCTY MpaB HA TOMEHHE 1M'sl.

VY xo#1 mociaiKeHHsS Ha OCHOBI aHalli3y HOPM 3apyOiKHOIO 3aKOHOJABCTBA U
MPaBO3aCTOCYBaHHS Ta MDKHAPOJAHUX CTaHJAPTIB HAAAIOThCS MPOMO3UIIT 0
HaIllOHAJIBHOTO 3aKOHOJABCTBA, LI0 MAalOTh CHPUSITH YJIOCKOHAJIICHHIO HasBHUX
MPAaBOBUX MEXaHI3MIB 3aXHCTy NIpaB Ha JOMEHHE iM'a. 30Kpema, y MpoIeci
JIOCJII>)KEHHSI TTPOBEJIEHO CKPUHIHT Ta MOPIBHSUIbHUN aHaji3 BUMOT HAI[lOHAJIBHOTO
Ta 3apyOi’KHOTO 3aKOHOJABCTBA B YACTHHI 3aXHCTy IMpaB Ha JOMEHHE 1M'd;
171eHTU(PIKOBAaHO OCHOBHI TUIIHM PU3UKIB Ta MPABOMOPYLIEHb y cepi 3aXUCTy mpaB
Ha JIOMEHH1 1M's, (akTopu iX BHUHUKHEHHS, a TaKOX METOAU Ta CIOCOOU
BperymoBanHs. [lopsa 13 UM aBTOpPOM BHU3HAYEHO MEXaHI3MU Ta MPOIEAYpHU
BpETYJIFOBAHHS CIIPHUX MPABOBIIHOCUH y YaCTUHI 3aXUCTY MpPaB Ha JOMEHHE 1M's,
3aKpilieHI Yy 3apyOiKHOMY 3aKOHOJABCTBi; MPOAHATI30BAHO MOKIIUBICTh
IMIUIeMeHTaIli a00 3amo3u4YeHHs AOCBIAY 3apyOlKHUX KpaiH 00 €PEeKTUBHOIO
BPETYJIIOBAHHS CIIPHUX NPABOBIIHOCHUH, TOB’S3aHUX 13 MOPYILIECHHSIM IpaB Ha

nomeHHe iM's. Ha mijictaBi mpoaHaii3oBaHOTO JOCBIY 3apyOiKHUX KpaiH y cdepi



3aXHUCTYy MpaB Ha JOMEHHE IM'st po3po0JeHO peKOMEeHJalli 3 yAOCKOHAJICHHS
HalllOHAJIbHUX MEXaHI3MIB 3aXUCTy MPaB HA IOMEHHE M.

HaykoBa HOBHM3HAa aHAJIITUYHOTO IUJIAaHY BHUPAXKAETHCS Yy BiIOOpakKeHHI
3aKOHOMIPHOCTEHM 1 TEHJEHLINA PO3BUTKY 3aKOHOJABCTBA 1 (hOPMYyBaHHS CyAOBOIi
MPaKTUKU B YaCTHHI BU3HAYEHHS JIOMEHHOTO IMEHI Ta MPAaBOBOTO PEXKUMY
nomMeHHOro imeHi. HaykoBa HOBH3HA B TEOPETHUKO-METOO0JIOMYHOMY BIJHOIIEHHI
BUPAXKAETHCS Y PO3pPOOIIl BU3HAUECHHS JOMEHHOI'O IMEHI SIK KaTeropii B MPaBOBOMY
KOHTEKCTI Ta Horo MicIis B kiacudikailii 00’ eKTiB iHAUBITyaTi3allii ik 00€KiB IpaBa
IHTEJNEeKTyaJIbHOI BiacHOCTi. HaykoBa HOBH3HA B NMPAaBOOXOPOHHOMY BIJAHOIIEHHI
nojisirae 'y (QOpMyJIOBaHHI MPAKTUYHUX MPOMO3ULIN 100 KOMILIEKCHOTO
YIAOCKOHAJIEHHS YKPAiHCHKOTO 3aKOHOJABCTBA 1 MIJ3aKOHHUX AaKTIB 3aJis
BCTAHOBJICHHSI [IPABOBOT'O PEKUMY JIOMEHHOTO 1MEHI.

BiamoBigHO 10 IIOCTaBJIEHOI METH Ta BU3HAYECHUX 3aBJaHb JIOCIIIKEHD
ynepiue:

— OOTPYHTOBAHO TEOPETHYHI, METOJOJIOTIYHI Ta MPAKTUYHI ACHEKTH
HEO0OX1HOCT1 3aKOHOJaBUOT0 3aKPITJICHHS MOPSAKY peecTpallii Ta HaOyTTs MpaB Ha
JIOMEHHE 1M'S1;

— c(OpMYJIBOBAHO TEOPETUYHY Ta MPAKTUYHY HEOOXIAHICTH PO3MEKYBaHHS
MOHATH JIOMEHHOTO IMEHI Ta TOPrOBEJIHHOT MAPKH Ha 3aKOHOJIaBUOMY PIBHI;

— 3alPONIOHOBAHO Ta TEOPETUYHO OOTPYHTOBAHO:

A) BHeceHHs 3MiH 10 KpumiHanbHOro kojekcy VYKpaiHM B 4YacTHHI
3akpimenHst nousaTTss DDOS (oC) atak Ta nepe@opMyitoBaHHS BU3HAUYEHBb BiKE
HasBHUX KpUMIiHAJIBHUX MPaBONOPYIIEHD B 111 cdepi;

b) 3akoHomaBye 3akpimieHHs mixkHapoHoro cepicy « WHOIS» (“who.1s”),
K LEHTPaNI30BAaHOTO CEPBICY 3a JOMOMOIOI0 SKOTO MOXJIMBO OTPUMATHU MOBHY
iH(opMallito 1MOA0 BIIACHMKA JOMEHHOTO iMEHI, a00 CTBOPEHHS AaHAJIOTIYHOIO
BITYM3HSIHOTO CEPBICY;

B) HeoOXiIHICTh BAOCKOHAJIEHHS HAsABHOI B YKpaiHl NpoLeaypu BUPIIICHHS
criopiB 3 mpuBoay naoMeHHux imeH 3a mnpaBwiamu UDRP (ICANN), Ta

OOTpYHTOBAaHO HEOOXIJHICTh CTBOpPEHHs Mpu peectparopi, sskomy ICANN Oyio



JIEJIETOBAaHO TOBHOBAXKEHHS MO0 PEECTpallli Ta BHECEHHS JOMEHHHUX IMEH,
MOCTIAHO J1I0Y0r0 TPETEUCHKOIo Cyay 3a aHaioroM 3 CHOPTHUBHUM apOITPaKHUM
cynom npu HarioHansHOMY KOMITET1 YKpainu;

[') 3anpornoHOBaHO Ta TEOPETUYHO OOIPYHTOBAHO HEOOXIAHICTH CTBOPEHHS
€IMHOTO, 3aKOHOJIaBUYO BPETYyJbOBAHOTO PEECTPY BJIACHUKIB JOMEHHUX IMEH, IO
BXOJATH 10 chepu YKPaiHCHKOTO PEriOHATBLHOTO JOMEHY.

[IpakTuHe 3HAYEHHS OJIEPKAHUX PE3YJbTATIB MOJSATaE B MOMXKJIUBOCTI
BUKOPHUCTAHHS JaHOT pOOOTHU B HACTYMHUX HAYKOBUX JOCHIKEHHSX, & TAKOXK MPHU
YJOCKOHAJIEHHI YKPaiHChKOi HOPMATUBHO-IIPABOBOI 0a3u B IUISAX BiAOOPaXKEHHS B
3aKOHOJABCTBl AKTYaJIbHOTO IMPABOBOTO PEXUMY JOMEHHOIO IMEHI SIK 00 €KTY
MpaBa 1HTEJIEKTYaJbHOI BJIACHOCTI Ta IIUBLIBHOIO MpaBa; B ONTUMI3allii JiSIbHOCTI
IOPUANYHUX OCI0-peecTpaTopiB JOMEHHHUX IMEH Ta MOXKJIMBOCTI TOKJIaJaHHS
(GyHKIT peecTparopa JOMEHHOIO 1IMEHI Ha JIepXKaBHUU OpraH, y po3poOieHHI
TEOPETUKO-METOJIOJIOTIYHUX ~ OCHOB, SIKI B  MEPCHEKTHBI  MOIVIK O
BUKOPUCTOBYBATHUCS TIPU YAOCKOHAJIEHHI OKPEMHUX TIOJIOKEHb HAaI[lOHAJILHOIO
3aKOHOJABCTBA B YAaCTHHI JI€P>KaBHOTO PEryJlOBaHHS Ta peaii3auii cy0’exkraMu
MPaBOBIIHOCHUH MIpaBa Ha 3aXKUCT JOMEHHUX 1IMEH.

Kuarwuosi caoBa: BeO-caiit, DDOS, nomMen, qomMeHHE 1M's, 3aXUCT TpaB
IHTENIEKTYaJIbHOI ~ BJIACHOCTI, 3aXUCT BiJA HEJAOOPOCOBICHOI  KOHKYPEHIIIi,
iMIieMenTanis, [HrepHer, KHOEPCKBOTTUHT, TAUIICKBOTTUHT, TOPrOBEJIbHA MapKa,

UDRP.
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SUMMARY

Kovalenko Ya. I. Protection of rights to domain names. — Qualifying scientific
work on manuscript rights. Dissertation for obtaining the degree of Doctor of
Philosophy in specialty 081 - "Law". — Taras Shevchenko Kyiv National University,
Kyiv, 2023.

The dissertation is a comprehensive study in which the theoretical and applied
problems of domain name rights protection in the context of intellectual property
law are formed and ways of solving them are proposed.

The dissertation analyzes the current state of national and foreign legislation,
international standards in terms of legal regulation of both domain names and the
rights of domain name owners. The main approaches in foreign legislation regarding
the effective regulation of the protection of the right to a domain name have been
identified and the possibility of their implementation into national legislation has
been determined.

The 21st century can be called the age of online business relations with
complete confidence, because currently every subject of entrepreneurial activity
uses the worldwide Internet for the effective and productive sale of their own goods
and services or to search for potential clients (buyers). Taking into account the global
practice and trends in the development of "online business", it becomes obvious that
it is much more profitable for each participant of business relations, both "online"
and "offline", to use Internet sites for the above purposes , namely own websites
placed on the Internet under a certain unique symbolic link, which the registrant
receives as a result of the domain name registration procedure. In addition to the fact
that such a trend is obviously positive, for example, currently the speed of product
sales depends only on the bandwidth of the Internet and on the demand for the
product, but due to the development of "online business relations" new challenges
and certain inconsistencies in modern legislation appear . Since some 30 years ago,
society could not imagine that it would be possible to purchase a product, take a loan

or order a service in 10 seconds or "with one click", without recording this
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transaction on paper media; it was impossible to imagine that the resource of the
worldwide Internet will become so accessible that anyone who wishes will be able
to leave his "trace" in it at will, this can be the domain name mentioned above, a
self-created proxy or host server, an electronic digital signature , database, etc.

Today, in order to respond in a timely manner to modern innovative and
technological challenges, the legislator is actually forced to reflect and try to make
timely changes to the current legislation or create new projects. As recently as 8
years ago, few people were interested in such concepts as "cryptocurrency" or
"blockchain", while today they are one of the most common methods of payment,
the process of which again takes place on the Internet, for goods and services all
over the world.

The main challenge for the legislator, in terms of effective legal regulation of
domain names, and for their subjects - owners, in terms of protecting their rights to
a domain name from unlawful encroachments, in the opinion of the author, is their
content-based, functionally rich consolidation in modern legislation. This includes
both the procedure for acquiring ownership of a domain name, including its
registration and acquisition of ownership of a domain name, as well as mechanisms
for protecting rights to a domain name, a normatively established "line of
demarcation" or fixing the differences between trademarks and domain names.

In turn, the main challenges for the owner of domain names in terms of illegal
encroachments, according to the author, are "typesquatting" ("Typesquatting") - the
registration of domain names that are very similar in spelling to the domain names
of well-known websites. with the assumption that the person will make a mistake
when writing the address; and "cybersquatting" ("Cybersquatting") - registration of
domain names containing a symbolic expression similar to a previously registered
trademark belonging to another person for the purpose of their further resale or
fraudulent use. These offenses occur if the owner or potential owner of the domain
name 1s simultaneously the owner of a trademark that is identical to the symbolic

expression of the domain name in terms of a unique set of characters.
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The legal problem of DDOS attacks, which affects absolutely every domain
name owner, deserves special attention.

The main goal of such attacks is denial of service to the DNS server by
overloading the bandwidth or by seizing system resources, while so-called "zombie
computers" were used.

The main goal of such attacks is denial of service to the DNS server by
overloading the bandwidth or by seizing system resources, while so-called "zombie
computers" were used. It should be noted that a DDOS attack in itself is not an
"unauthorized" intervention in the operation of certain equipment (a computer or a
DNS server), but is only a purposeful overloading of its existing functionality; the
circumstance regarding the overload of the DNS server or other similar system can
be performed even without "intentional illegal acts", for example, an accidental
overload of the system during "Black Friday" on the website of a world-famous
"retailer" as a result of abnormal demand for certain products among consumers. At
the same time, the theft of data or the disclosure of private data, which was carried
out during the discovery of the vulnerability of the computer system, as a result of
the system overload (DDOS attack), in the opinion of the author, should be qualified
as a separate illegal act.

Also, a problematic issue in terms of protection of rights to a domain name 1s
not only the protection of the trademark owner's right to a certain name of the domain
name (set of characters) in cases of type- or cyber-squatting, but also cases when the
owner of the trademark, with the aim of acquiring a domain name already registered
by an individual, begins to abuse the rights provided to him by the legislation and,
in fact, without hindrance on formal grounds deprives the owner of the domain name
of the rights to use and own it. This problem, according to the author, arises for two
main reasons: firstly, modern legislation does not contain a clear distinction between
the concept of a trademark and a domain name, usually, rights to a domain name are
defined as derivatives of rights to a trademark; secondly, as a consequence of the
above-mentioned first reason, modern legal practice (including judicial practice)

when resolving disputed legal relations between a trademark owner and a domain
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name owner regarding the right to own and use a domain name in 80% of cases gives
preference to the rights of the trademark owner to domain name as exclusive rights
to use and own a designation (a unique set of symbols and designations), as they are
more "understandable" and established in legislation.

The dissertation systematizes the provisions of international legal acts and
precedents, compliance with the requirements of which makes it possible to
recommend organizing the activities of competent domestic judicial, regulatory and
law enforcement bodies at the level of modern world standards, as well as ensuring
the functioning of an objective legal order in the field of domain name rights
protection. 1.

In the course of research, based on the analysis of foreign legislation and law
enforcement and international standards, proposals for national legislation are
provided, which should contribute to the improvement of existing legal mechanisms
for the protection of domain name rights. In particular, in the research process, a
screening and comparative analysis of the requirements of national and foreign
legislation in terms of protection of domain name rights was carried out; the main
types of risks and offenses in the field of protection of domain name rights, factors
of their occurrence, as well as methods and ways of settlement are identified. Along
with this author, the mechanisms and procedures for the settlement of disputed legal
relations in terms of protection of domain name rights, enshrined in foreign
legislation, are defined; the possibility of implementing or borrowing the experience
of foreign countries regarding the effective settlement of disputed legal relations
related to the violation of domain name rights was analyzed. Based on the analyzed
experience of foreign countries in the field of domain name rights protection,
recommendations were developed for improving national mechanisms for the
protection of domain name rights.

The scientific novelty of the analytical plan is expressed in the reflection of
laws and trends in the development of legislation and the formation of judicial
practice in terms of domain name definition and domain name legal regime.

Scientific novelty in the theoretical and methodological sense is expressed in the
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development of the definition of a domain name as a category in the legal context
and its place in the classification of objects of individualization as objects of
intellectual property law. The scientific novelty in law enforcement is the
formulation of practical proposals for the comprehensive improvement of Ukrainian
legislation and by-laws in order to establish the legal regime of a domain name.

In accordance with the set goal and defined tasks of research for the first time:

— the theoretical, methodological and practical aspects of the need to legislate
the procedure for registering and acquiring rights to a domain name are
substantiated;

— the theoretical and practical necessity of distinguishing the concepts of
domain name and trademark at the legislative level is formulated;

— proposed and theoretically substantiated:

A) amending the Criminal Code of Ukraine in terms of establishing the
concept of DDOS (DoS) attacks and reformulating the definitions of existing
criminal offenses in this area;

B) legislative consolidation of the international service "WHOIS" ("who.is"),
as a centralized service with the help of which it is possible to obtain complete
information about the owner of a domain name, or the creation of a similar domestic
Service;

C) the need to improve the procedure for resolving disputes regarding domain
names according to the rules of the UDRP (ICANN), which is available in Ukraine,
and the need to establish a permanent arbitration court similar to the Sports
Arbitration Court at the registrar to which ICANN has delegated the authority to
register and enter domain names at the National Committee of Ukraine;

D) the need to create a single, legally regulated register of owners of domain
names included in the scope of the Ukrainian regional domain is proposed and
theoretically substantiated.

The practical significance of the obtained results lies in the possibility of using
this work in subsequent scientific research, as well as in the improvement of the

Ukrainian legal framework in order to reflect in the legislation the current legal
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regime of the domain name as an object of intellectual property law and civil law;
in the optimization of the activities of legal entities-domain name registrars and the
possibility of entrusting the function of the domain name registrar to a state body, in
the development

theoretical and methodological foundations, which in the future could be used
in the improvement of certain provisions of the national legislation in terms of state
regulation and realization by subjects of legal relations of the right to the protection
of domain names.

Keywords: website, DDOS, domain, domain name, protection of intellectual
property rights, protection against unfair competition, implementation, Internet,

cybersquatting, typesquatting, trademark, UDRP.



