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Kapnenxo Anopiti Cepeitiosuu. Metoau Ta 3acobu 3abe3nedeHHs KibepOe3neku
r7100aTbHO-PO3MOIUICHUX PEIUTIKOBAHUX CUCTEM 30€piraHHs JaHuX 3 KOHTPOJIbOBAHOIO
y3rojpkeHicTio. — KBamidikaiitHa HaykoBa mparis Ha paBax pyKOIIUCY.

Hucepranist Ha 3700yTTS HAyKOBOTO CTymeHs JoKTopa (imocodii 3a
cremianpHicTIO 125 KibGepbesneka Ta 3axuct 1HGopmariii. — HarioHnansHMiA
aepokocMiuyHMM YHiBepcuTeT iMeHi M. €. JKyKoBChKOTO «XapKiBCHKUM aBialliiHUMN
THCTUTYT», XapkiB, 2023.

HMucepraniitna po0OoTa npuCBsYeHaA 3a0e3MeUeHHI0 KibepOe3neku riao0anbHO-
PO3MOJIJICHUX PEIUIIKOBAaHUX CHUCTEeM 30epiraHHs JaHuX W MiJBUILECHHIO iXHbOI
CTIMKOCTI JO0 3arpo3 MOPYILIEHHS TOTOBHOCTI Ta Y3rOJ)KEHOCTI B YMOBax HasiBHOTO
OPOTUPIYYST MDK I[IMMH BIJIACTUBOCTAMM 33 PAXYHOK BHUKOPHCTAHHS BIJANOBITHUX
METO/1B Ta 3ac001B.

O0’exkTOM JOCHIKEHHS € Tpoliecu TMoO0y/IoBU Ta 3a0e3MeueHHs] Oe3NeKu
rJ100aIbHO-PO3MOIJIEHUX CUCTEM 30€pIiraHHs JaHUX B YMOBax Kidep3arpos.

Po3po0neH0 KOMIUJIEKC HOBUX Ta YJIOCKOHAJEHUX MOJENe s rio0anbHO-
PO3MOMIUIEHUX CHUCTEM 30epiraHHs aHuX, skl 3a0e3medyroTh: 1) meramizaiiio 3arpo3
kibepOesnieku ['PPC; 2) ¢opmanizamito omucy mnatepHiB posroptanHs [PPC vy
XMapHOMY CEPEIOBHUIIl 3 ypaxyBaHHSM JOMEHIB TOTOBHOCTI 3a JOMIOMOTOIO amapary
TEOPETUKO-MHOKUHHOTO TPEJCTaBICHHS; 3) OIIHIOBAaHHS TOTOBHOCTI Ta 3MEHIICHHS
yacy OOCIyroByBaHHS B yMOBax KiOepaTak 3aBISKH BHUKOPUCTAHHIO MEXaHI3My
HaJIJTUIITKOBUX YHUTaHb 3a JOTIOMOTOIO TOPUAHOTO IMITAI[IHHOTO MiAXOMY.

Brnepiie 3anpornoHoBaHO METOJA AMHAMIYHOTO KEpyBaHHS PIBHEM Y3TOIKEHOCTI
I'PPC, sxuii, Ha BIAMIHY BIiJ BIIOMHUX, 0a3ye€ThbCsi Ha MOOY/IOBI JOMEHIB 3MIIIAHOTO
po00OYOro HaBaHTAKCHHS Ta JIO3BOJISAE MIIBUIIUTH TOTOBHICTH CHCTEMH, TapaHTYIOUN
IIPH [IbOMY CTPOTY Y3TOJKEHICTh JaHUX JJIs MIABUILEHHS cTikocTi 10 DDoS aTak.

YnockoHaneHo Meton HagnumkoBux untaHb [ PPC, sfkuil rpyHTye€ThCs Ha
BUKOPHUCTAaHHI HAJIMIIKOBOCTI IIOJO0 BCTAHOBJICGHOTO PIBHS Y3TOKEHOCTI Omeparii
YUTAaHHS Ta JO3BOJIIE 3MCHINUTH CKCTPEMallbHI YacoBl 3aTPUMKHA M IIABHUIIUTH
TOTOBHICTh NMPU BCTAHOBJIEHOMY OOMEXEHHI Ha yac 0OCIyroByBaHHS abO IUTICHICTH B
yMOBax Kibep3arpo3 MmopyIieHHs JaHUX Ta BIIMOB B 00CITyTOBYBaHHI.

Kniouosi cnosa: Benmuki paHi, 0a3W JaHWUX, HEpeNSIiidHI 0a3u maHMX, nosql,
peruTiKalis, MICHICTh, Y3TOMKEHICTh, TOTOBHICTh, IIUTICHICTh 1H(OpMAIIii, GyHKITIHHA
Oe3IMeYHiCTh, XMapHI TEXHOJOTi, Oe3neka, KOH(IICHINHICTD, KioepOe3neka, MoJIeib
3arpo3, Bpa3uBICTh, KiIOep3arpo3a, KOHTp3axij.
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ANNOTATION
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The thesis is devoted to ensuring the cyber security of globally distributed repli-
cated data storage systems and increasing their resistance to threats of availability and
consistency in the conditions of the existing contradiction between these properties due
to the use of appropriate methods and means.

The object of research is the processes of building and ensuring the security of
globally distributed data storage systems under conditions of cyber threats.

A complex of new and improved models for globally distributed data storage
systems has been developed, which provide: 1) detailing of threats to the cyber security
of globally distributed replicated data storage systems; 2) formalization of the descrip-
tion of the deployment patterns of the globally distributed replicated data storage sys-
tems in the cloud environment, taking into account the domains of readiness using the
apparatus of the theoretical-multiple representation; 3) assessment of readiness and re-
duction of service time in the conditions of cyber attacks due to the use of the mecha-
nism of redundant readings with the help of a hybrid simulation approach.

For the first time, a method of dynamic control of the consistency level of glob-
ally distributed replicated data storage systems was proposed, which, unlike the known
ones, is based on the construction of mixed workload domains and allows to increase
the system readiness, while guaranteeing strict data consistency to increase resistance to
DDoS attacks.

The method of redundant reads of globally distributed replicated data storage
systems has been improved, which is based on the use of redundancy with respect to the
set level of consistency of read operations and allows to reduce extreme time delays and
increase readiness with the set limit on service time or integrity in the conditions of
cyber threats of data breaches and denials of service.

Key words: big data, databases, non-relative databases, NoSQL, replication, in-
tegrity, consistency, availability, integrity of information, functional safety, cloud
technology, security, privacy, cybersecurity, threat models, vulnerability, cyberthreat,
countermeasure.



